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1 Introduction

This application note provides information on how use LOYTEC network infrastructure
products (L-Switch, L-Switch XP, L-IP and L-Proxtggether with LOYTEC network interfaces
in different example uses cases. It also explaavs the different operating modes of the devices
work and which operating mode should be chosemsgecific applications. It addresses as well
the issue of protocol analyzing and system diageo8st the network™

2 Why should | structure my Network?

With the increasing size of EIA-709 installatiorsdso the complexity of these installations
increases. There are several technical, but aigctipal reasons why such networks need a
structured network layout:

Maximum number of nodes on a channel: The spatifios of transceiver types [2] as
well as the LonMark Interoperability guidelines [4pecify the maximum number of
nodes, which may be physically connected to a singtwork channel. The number of
nodes depends on the transceiver type. As an dgathp maximum number of TP/FT-
10 based nodes on a single network segment is édsnolf the number of nodes in the
network exceeds this limit, the network has to leddd up into several network
segments, connected by network infrastructure ptsdigee Table 1).

Maximum cable length: The transceiver and LonMspkcifications limit the maximum
cable length per network segment. The maximumtledgpends on the transceiver type
as well as the network topology (bus, free topojage Table 1).

Reduce Network Traffic: With increasing numbemnofles in a network, also the amount
of data, which is exchanged between the nodesases. To avoid overload situations
on the network, network infrastructure componeikis touters and switches can be used.
These components filter the packets on the netvaaending on the destination address.

Increase Reliability: Switches and routers arterfihg noise and bad packets (this is,
packets with invalid content or CRC errors) on tieéwork. If a packet is corrupted, e.qg.
due to noise on the network, it is discarded rathan forwarded by the router or switch.
This allows keeping the overall performance of tleéwork in a good condition even if

there are problems in some network segments.

Increased Maintainability: ~ Structured networksowll isolating single channels for
maintenance purposes without influencing the rdsthe network. LOYTECs L-IP
devices even allow to connect the LOYTEC Protocoblkzer remotely via an 1P-852
(Ethernet/IP) channel to channels (TP/FT-10, TPLRBO, RS-485) behind the L-IP
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router to perform protocol analysis on those chimnresen an Intranet or the Internet can
be used since the communication on an IP-852 cl&nhased on the IP protocol.

3 Electrical Characteristics

3.1 Channel Type

Channd Type Cable Length and Cable Type Nodes per Segment
TP/FT-10 (Bus) CAT5 Cable: 900m (max. Stub = 3m (828 for Link Power Transceiver)
TP/FT-10 (Free CAT 5 Cable: 450m 64 (128 for Link Power Transceiver)

Topology) Max. Device-Device distance: 250m
TP/XF-1250 Cat 5 Cable: 64 (0to +70°C)
Typ. 500m 32 (-20 to +85°C)
Worst Case 130m 20 (-40 to +85°C)
Max. stub length 0,3m <=8 devices per 16m section
IP-852 Ethernet 10BaseT 256

Table 1: Standard channel specification [1]

3.2 Termination

For the correct operation of the network, each ndtveegment has to be terminated properly
according to the channel specification.

Note: On multi-port devices, also unused ports have to be terminated properly!

3.2.1 TP/XF-1250

The TP/XF-1250 uses transformers for galvanic tsmta The topology of a TP/XF-1250
channels is a bus. Thus, both ends of the bue ca®d to be terminated with a termination
network as shown in Figure 1.
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Figure 1: TP/XF-1250 Termination Network
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3.2.2 TP/FT-10

TP/FT-10 ports can also be used on Link Power (QP-dhannels. When using the Free
Topology Segment feature of the TP/FT-10, only tamenination (Figure 2) is required and can
be placed anywhere on the free topology segment.
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Figure 2: TP/FT-10 Free Topology Termination

In a double terminated bus topology, two terminatioare required (Figure 3). These
terminations need to be placed at each end ofubke b
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Figure 3: Termination in a TP/FT-10 Bus Topology

3.3 Bandwidth Utilization

Table 2 shows the maximum packet throughput orctglechannel. To avoid collisions on the
channel, the maximum channel bandwidth utilizatimrst not be higher than approx. 70%.

Channel Type M aximum Packets/s
(approx.)
TP/FT-10 200-250
TP/XF-1250 600-800
IP-852 600

Table 2: Maximum packet throughput on selected cbkn
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4 Typical Network Structures

4.1 Backbone Channels and Local Channels
In most networks the network traffic can be dividet two parts:

1. Local network traffic. This traffic includes allessages, which are exchanged between
nodes, which are located in a rather small areadik office room or a single floor within
an office building. Local data include control amends to switch on and off lights,
sensor and control data for HVAC applications (&egiperature) or the manual control of
sun blinds.

2. Global network traffic. This traffic describes allessages which are exchanged between
local nodes and more centralized nodes, like a S&€&Rstem, LNS Server, OPC Server
or a weather station node. Global network traffficludes network management and
diagnostics as well as the data exchange betweemoithes and the SCADA system.

The two network traffic types build the basis fbe thetwork infrastructure design. Rather small
network segments, which process the local netwodffid¢, are connected by network
infrastructure components to a high speed backbdmnnel, today normally an IP-852
(Ethernet/IP) channel. The network infrastructcoenponents keep the local network traffic in
the small segments and do not forward the traffithe backbone. On the other hand, the global
network messages are forwarded from the nodes@babkbone only to those local segments,
which host the destination nodes for the messaBgire 4 shows such a network structure.
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Figure 4: Local Channels, connected via a globakBane

The transceiver type for the local channels hdsetselected to match the transceiver type of the
field devices — in many cases this will be TP/FT-1@hereas the channel type of the backbone
can be a TP/XF-1250 or TP/FT-10 channel besidd’a86R (Ethernet/IP) Channgéépendingn

the required channel bandwidth and cabling requerégmof the specific application.

4.2 Low Speed Backbone Channel (TP/FT-10)

In small networks the available bandwidth of a TIR#® channel (78 kbit/s ) might be enough to
meet the requirements for the backbone channet. example in Figure 5 shows a network using
a TP/FT-10 backbone channel. Different types @witch devices connect the local channels to
the backbone. The L-Switch device can be chosperabng on the number of local channels,
which are needed in a design unit (e.g. a singlar fin an office tower) for the local channels.
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Figure 5: Network with TP/FT-10 backbone channel
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4.3 Backbone with TP/XF-1250 in normal mode

For most applications the backbone is requiredllawaa higher network throughput than it is
required for the local channels. In many casesT#XF-1250 channel (1,25 Mbit/s) provides
enough bandwidth to meet these requirements. €&igushows a network with a TP/XF-1250
backbone. The L-Switch router of type LS-1xxxxCngects one port to the TP/XF-1250
backbone and one or multiple TP/FT-10 channelshfelocal network segments.

TP/XF-1250

LS-13333CB

He 4 xTP/FT-10

LS-13333CB
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2xTP/FT-10

LS-13300CB

Figure 6: Network with TP/XF-1250 backbone channel
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If the backbone has to be extended because the [migth exceeds the specification limits for
TP/XF-1250 channels, the network structure in Feglican be used.

Note: It is recommended to extend the backbone not more than 5 times.

[ 2xTP/FT-10

LS-13300CB
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2xTP/FT-10
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Figure 7: Network with TP/XF-1250 backbone chanfike backbone channel is extended with an LS-11C.

4.4 |P-852 Backbone Channel

More and more Ethernet/IP becomes accepted assntiiing medium for a IP-852 Backbone
channel. As a future-proofed communication techgplBthernet/IP offers an extremely high
data transmission rate and also flexible accesh@pntire network from a central point. With
the use of the appropriate IP network infrastruettommunication is possible both over an
Intranet and over the Internet.
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IP-852 channels require a configuration serveruitdithe channel. L-IP devices have a built-in
configuration server. The server must be activateeéxactly one L-IP per IP-852 channel. The
IP addresses of all channel members have to bedatidehe channel member list in the
configuration server. The configuration serverS)Omanages the mapping between the
domain/subnet/node and group addresses and thddheésges of the channel member devices.
Whenever the network configuration is changed, th@mnnel member device sends a
configuration update message to the configuratienves (see blue arrow in Figure 8). The
configuration server forwards the update packetllitchannel members (see red arrow in Figure
8). A single L-IP configuration server can handjeto 256 channel member devices whereas the
channel members can be configured in different desna
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Figure 8: Configuration server for IP-852 channels
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For networks, which need high performance, highlgxible network structures, remote
maintenance, and analysis capabilities, the backlmtiannel built by an IP-852 channel is the
best solution (Figure 9). The L-IP router conneotthe IP-852 Ethernet channel on one side and
to the local TP/FT-10 channel on the other side.
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Figure 9: IP-852 backbone with local TP/FT-10 chelan
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If more than one TP/FT-10 channel is required lacal network segment but the advantages of
IP-852 backbones are needed, multiport L-IPs (leidu@) can be used. The big advantage of IP-
852 backbones is, that the existing Ethernet ndtwarastructure can be reused, which may
save cost when extending an existing network. R+8%2 backbone channel can also spread
across multiple buildings. If a SCADA system isigected to the IP-852 backbone, the network
in all buildings can seamlessly be monitored by 8G&ADA system (see Figure 11).
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Figure 10: Connect multiple FT-10 channels with tipokt L-1P
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The advantage of the IP-852 backbone shown in Ei@JrFigure 10 and Figure 11 over the
TP/XF-1250 backbone is that the L-IPs can also ®eduas a network interface for remote
network analysis. Read the section Remote Netwaodlysis and Maintenance to learn more
about this topic.
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Figure 11: Using an IP-852 backbone across mulbpiilings in order to monitor all 3 buildings froome SCADA
system.
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Concerning the transmission rate, flexibility areliability, an 1P-852 backbone channel as
shown in Figure 10 and Figure 11 is the optimausoh and preferable compared to all other
variants to build a flat network hierarchy.

Another possibility is the combinations of IP-85ackbones and TP/XF-1250 backbones to
connect e.g. multiple buildings to a single systeim.that case an existing Ethernet connection
between the buildings could form the link via ar8B2 channel between TP/XF-1250 backbone
channels in the buildings (see Figure 12). Indkample, a SCADA system for all buildings is
connected to the TP/XF-1250 backbone in Building 3.
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Figure 12: Connecting multiple buildings over IP28hannel, using TP/XF-1250 backbones inside tlidibgs.
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5 Distributed networks with (NAT) firewalls and dynamic IP
addresses

In networks which span several locations via a®3R-channel, the different locations often are
protected by a firewall. Mostly the firewall inclesla NAT (Network Address Translation) router
which represents the network behind the router bingle public IP address. The use of IP-852
devices behind a NAT router has an essential impdated to the usability and configuration.
These relations are described in this section taildén the following chapter the terms ,NAT
Firewall “and ,NAT router” are used synonymously.

5.1 Operation of a L-IP behind a NAT firewall

As described in the preceding chapters the dathagge on the IP-852 channels takes place by
sending packages from an IP-852 node to the IPeaddurovided by the configuration server.
Unlike to a local network the IP address of a targele behind a NAT firewall is not directly
reachable. As shown in Figure 13 the L-IPs aredéid behind the firewalls.

Public IP - fixed / \ Public IP - dyn.
(88.99.100.24) (88.99.100.23)

Port Forwarding: ) Port Forwarding:
3128 ->192.168.0.3:3128 Firewall Firewall 3128 ->192.168.0.2:3128
NAT NAT 3129 ->192.168.0.2:3139
Private IP Private IP
(192.1680.1) | F710 P10 1 192.168.0.1)
cs
L-IP
L-IP .
Private IP o 0 0.8 W ool ° o pg®ee private IP
(192.168.0.3) (192.1680.2)

Figure 13: Single L-IPs behind NAT firewalls

The NAT firewall has two addresses: A public addralsoutwhich it is reachable from the
public network as well as a private IP address wihiee NAT router is reachable from the local
network. Normally this local address is enteredh&sstandard gateway in the local network. To
reach an LIP behind the firewall a node on the 32-8hannel first must send a package to the
public address of the firewall visible from the side. Within the firewall a port forwarding rule
is defined defining to what internal, local addragssexternal package received on a specific port
has to be forwarded.
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If e.g. the left L-IP in Figure 13 wants to sengaxkage to the right L-IP, the package has to be
sent to the public IP address of the right fire@8.99.100.23) on Port 3128.

The right firewall decides based on the port foduag rule that this package has to be forwards
to the L-IP (192.168.0.2, Port 3128). For the sep@rt of the configuration server the port
forwarding rule is defined in the same way. Thefigumation server then must be configured in
the way that the IP address and the client portbauraf the L-IP as well as the public address of
the NAT firewall (NAT address) where the L-IP isnc@cted to, is registered. Details about how
to configure the configuration server can be foimfb].

5.2 Operation of several L-IP behind a NAT firewall

If several L-IPs are connected to one NAT firewtdg L-IPs must be adjusted to different client
ports, following the port forwarding rules definedthin the NAT firewall (see Figurel4). In the
described example all packages received by the fiigtwall on port 3120 of its public address
are forwarded to the private IP address 192.16802t 3128. Packages on port 3130 are
forwarded to the private IP address 192.168.0.8,3180.

Public IP - fixed / \ Public IP - dyn.
(88.99.100.23) (88.99.100.24)

Port Forwarding: ) Port Forwarding:
3128 ->192.168.0.2:3128 Firewall Firewall 3128->192.168.0.2:3128
3129 ->192.168.0.2:3129 NAT NAT 3130-> 192.168.0.3:3130

Private IP I
IP-10 IP-10
(192.168.0.1) Private IP
s (192.168.0.1)
L-IP ) )
Private IP T ‘5-" Private IP P P Private IP
(192.168.0.2) (192.168.0.2) |* % g™ ee o2 egMeel (192.168.0.3)

Figurel4: Operating several L-IPs behind a NATWiaé

The configuration server is switching to the ‘Exded NAT’ mode if there are at least 2 L-IPs on
an IP-852 channel behind a NAT firewall. In thisdegpackages with other L-IPs and LOYTEC
products can be exchanged, but not with IP-852rdudm other manufacturers.
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5.3 Operating a PC behind a NAT firewall

It is also possible to operate a PC on an IP-832wél behind a NAT firewall. For that purpose a
NIC-852 network interface is needed for the PC ({f@d5). Beside the IP address of the
configuration server the public IP address of th&TNouter (88.99.100.22), where the PC is
connected to, must be entered in the configurataftware of the NIC-852. The port forwarding
rule must be defined within the NAT router like desed for the operation of a L-IP behind a
NAT firewall.

Private IP
(192.168.0.2)
E— + NIC852
SCADA | =
LNS Server
B OPC Server cs
[ -
L4 Private IP
° - (192.168.0.2)
Private IP £ £ Private IP
(192.168.0.1) . . (192.168.0.1) e
Port Forwarding: Firewall Firewall Port Forwarding:
3128 ->192.168.0.2:3128 NAT NAT 3126->192.168.0.2:3128
3129->192.168.0.2:3129
Public IP - dyn. Public IP - fixed
(88.99.100.22) (88.99.100.23)
Public IP - dyn.
(88.99.100.24)
q Port Forwarding:
F":X?" 3128-> 192.168.0.2:3128
Private IP 3130 -> 192.168.0.3:3130
I (192.168.0.1)
IP-10
Private IP Private IP
.168.0. N g 192.168.0.3
(192.168.0.2) .L.|p‘=... Hp_:-‘. ( )
H

Figurel5: PC with NIC-852 behind a firewall

5.4 Operating with dynamic IP addresses

Within a building network the devices on an IP-8%fannel (L-IP, PC, L-VIS, ...) mostly get
static IP addresses, because these devices areeatt® the building with a permanent location.
For NAT firewalls it often happens that the pubsiddress of a NAT router is dynamically
assigned. Thus it can happen that the IP addretsigying during the operation. This change of
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the IP address needs to update the channel mengbein Ithe configuration server. The
configuration server then distributes the new IBrass to the other channel members on the IP-
852 channel. Doing this manually is practically poissible. Therefore the L-IP configuration
server option ,Roaming Member’ allows the configioa server to detect changed IP addresses,
update the channel member list and distribute éve I? addresses to all other channel members.
One or several devices can be operated on a chheh&ld a NAT router with a dynamic IP
address. The only limitation is referring to theaddress of the NAT router where the L-IP with
an enabled configuration server is connected tes Fhaddress must be a static IP address since
the configuration server must be always reachaplé channel members.
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6 Smart Switch Mode vs. Configured Router Mode

The L-Switch XP devices and the L-IP allow choosbejween two operating modes. In the
smart switch mode, the device learns the netwopoltmy from the traffic on the network
automatically. In the configured router mode, tiwork management tool writes the routing
tables during the configuration of the network. aBhes on the network always require the
network management tool to alter the routing talalethe router devices. Table 3 shows the
available modes for the different devices togethién the factory default configuration.

Device Smart Switch Mode Router Mode
L-Switch Yes (default) No
L-Switch XP Yes (default) Yes

L-IP Yes Yes (default)

Table 3: Device types and default configuration

6.1 Smart Switch Mode

In the smart switch mode, the device learns thevordt structure from the packets, which are
received on the network and forwards the packetsrding to the already learned configuration.
For the learning and forwarding mechanism, it aspthat the

» address isear ned from thesour ce address of the packet and the packet is
» forwarded according to the information in tliestination address of the packet.

Packets, which are addressed to destination addresshich have not been learned yet, are
always forwarded to all ports except the port onciithe original packet was received. The
learning algorithm is able to learn subnet/nodere@skks as well as group addresses. Because the
network configuration is always learned from theaurse address of a packet, subnet/node
addresses can only be learned for nodes, whichehcsend out packets. If a node never sends a
packet but always received messages, the addrebssafode can not be learned and therefore
packets which are sent to this node will alwayslbeded to all ports of the device. Please note
that for the learning algorithm it is sufficient teceive acknowledgement packets. This means
that having acknowledged communication between twomles already assures that the
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subnet/node addresses of both nodes are learmeck several messages are exchanged between
the nodes on the network and the network intertdae network management tool during the
commissioning phase, the network structure in mases is already learned after the installation
process.

To learn group addresses, it is required thatagtlene message in the group is sent out using
acknowledged service. Using only group commuricatiin unacknowledged or
unacknowledged repeated service results in thagrhgp messages are flooded to all ports of the
learning device.

To use the device in smart switch mode, the dewiast not be commissioned in the network
management tool. However, for documentation pwepmsto connect nodes across different
channel types, router devices can be used in ttveorke management projects. Please refer to
[3] for more information on that topic.

The network topology ‘Loop’ is not possible in thmart switch mode. This means that that a
connection between two nodes in a network is onBsjble on exactly one path.

6.2 Router Mode

In router mode, the device works like a configurediter. The network configuration is
configured by the network management tool. To awggish this, the devicéhas to be
commissioned in the network management project. Only the nootede “Configured router” is
valid for the LOYTEC L-Switch XP and L-IP. The de&s will report an error if they are
configured as a repeater or leaning router device.

6.3 When to use Smart Switch mode? When to use Router mode?

Using LNS® based network management tools the tifeeaouter mode “Configured router” is
always recommended. That helps the managementdadentify problems while installing a
network, e.g. connecting a node to a wrong charffai.the L-IP devices, the recommended
operation mode is the configured router mode bexansthis mode the resources of the IP
network can be used more efficiently.

The Smart Switch mode is recommended when routeradded to an already installed system
and if the network structure should not be changelle network management tool. This mode is
also convenient if the management tool can notheetouting table of the router automatically in
the right way.

In general, the router mode should be used if theedots of groups in the network, which use

unacknowledged or unacknowledged repeated seritsn in networks, which use subnet wide
broadcast messages the configured router mode Ipigrating mode of choice.
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7 Multi-Domain Installations

In ANSI/EIA-709 systems, a single node can commateievith nodes within one single Domain.
In network management tools, a domain equals &graj) the LNS database. Although in most
installations the maximum number of nodes in a don@2385) is never reached, the limited
number of available group addresses (256) canseei@us problem.

A solution for this problem is to divide up the wetk into multiple domains and use the L-Proxy
device to exchange data between the different dmnaiTo accomplish this, the L-Proxy
provides 5 ports (2x TP/FT-10, 3x on IP-852 (Etle¢fi?) where each port can act as an
independent node. Each port can be commissionet$ iown domain. Static, dynamic and
external (polled) network variables, which can beated on the L-Proxy ports with a
configuration software supplied with the L-Proxyncbe connected internally. That way it is
possible to exchange data across domain boundaries.

7.1 Connecting two domains by TP/FT-10 channels

In the simplest case two networks in different dommareto be connected by TP/FT-10 channels
like shown in Figure 16.

L-proxy,

Fr 10 |

Domain 0 i |
9

Domain 1 é

FT-10

Figure 16: L-Proxy Gateway in a network with twantins.

In this configuration the nodes on the IP-852 (Eik&IP) port are not used.

7.2 Connecting 2 to 5 Domains

Up to 5 domains can be connected using one L-Pt&$3E100. For the 5 domains three nodes
on the IP-852 (Ethernet/IP) channel are availaleigide the 2 nodes on the FT ports. Like the
nodes on the FT ports up to three nodes are iedtalh the IP-852 channdt. concernsthree
‘virtual’ nodes on the same IP-852 (Ethernet/IParatel but logically separated in three nodes
with anindependentonfiguration. To run the IP-852 nodes of the bs8ron the IP-852 channel
the L-Proxy must be added in the channel list & tlonfiguration server. Only one entry is

necessary for one L-Proxy. This entry represems3di-Proxy IP-852 nodes.
www.loytec.com Page 19/38




LOYTEC etwor nrastrAUCKIreO Ou; Eaper

electronics GmbH

Lproxy, |

FT-10 | Ethernet
Domain 0 * |
FT-10
Domain 1 é
oL-!Po A B oe
- <
Domain 2 | 2‘
£
@ @é@@ £
8
oL-!Po a o,
Domain 3 |

=

Domain 4 |

5

Figure 17: Connection of up to 5 domains with orlerbxy

Domain 2, 3 and 4 are connected to the same IRB52rnet/IP) channel and merged using an
L-Proxy like shown in Figure 17.

7.3 Connecting more than 5 domains

By connecting several L-Proxy devices more thaomans can be merged (Figure 18). The first
L-Proxy can connect 5 domains. All other L-Proxyides can connect 4 domains. Every L-
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Proxy needs to have one IP-852 node be configuréidel same domain (domain 4 in Figure 18)
to be able to exchange data.

L-proxy, | Lproxy,

F1-10 | Ethernet | I_ FT-10
Domain 0 | | * Domain 5
FT-10 © FT-10
Domain 1 é ﬁ N é Domain 6
o |5 i
(o]
£
4]
OL-‘IP' S50 g oL-!P. o Il o,
o D o

Domain 2 |

Domain 7
@
é %
.L-.IP. S Bl oe .L-!P. : B oe
Domain 3 | Domain 8

<

6lo]

©.0.0/®)
WO
©/0/0/0)
000
o

Domain 4 |
=

Figure 18: 2 L-Proxy to merge more than 5 domains
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8 Remote Network Analysis and Maintenance
LOYTEC network infrastructure products have builtdiagnostic features. Errors like channel
overload or bad packets are reported by diagnagiies. If the LED is flashing red a potential
problem exists on the network segment connectéaiggort. This state is referred to as overload
condition.
A port overload condition occurs if

o] the average bandwidth utilization of this port vaggher than 70% or

o the collision rate was higher than 5% or

o] more than 5% CRC on a port

0 the L-IP was not able to process all available mgss.
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Statistics data about network traffic and errore aiso logged in the devices. This
information can be read from the devices over thevark with the LOYTEC System
Diagnostics Tool (LSD Tool). This tool gives a gooverview about the health state of the
entire network.

The network infrastructure devices can be read thi¢hLSD Tool locally or remotely (Figure
19). The LSD Tool can find all LOYTEC network iaBtructure products when connected
locally (1,2), via remote IP-852 connections (4with a NIC709-IP interface (5).

Firewall

L-IP

b o ||

TP/XF-1250

TP/FT-10 | I | |

SCADA,
LNS Server,
OPC Server

L-switch

TP/FT-10

— |

Figure 19: Local and remote access with the LSiD to

www.loytec.com Page 23/38



LOYTEC Network Infrastructure White Paper
@ electronics GmbH A N 007 E

However, in order to find the reason for netwonioes this requires a detailed analysis of the
network traffic. This analysis can be done witlke ttPA protocol analyzer. The protocol

analyzer listens to the network traffic and displétye recorded data on an intuitive Windows
user interface.

The protocol analyzer can only record the packetshe channel to which it is currently
connected. To provide the possibility to analyze network traffic on remote channels, the
L-IP devices have a built-in interface for the LFFAprotocol analyzer software. The LPA-IP

allows selecting any of the L-IP devices over anetet connection and monitors the traffic
of the network segment, which is connected to the Hevice.

LPA-IP
IS
° (2)
;’W TP/FT-10
~
P e
L (3)
,,@ TP/FT-10
=
>
o .
2 oL-OIPo o [l o
- ¢ @
.,Vj‘ TP/FT-10
4 @ .
(1) ‘Q
) .

TP/XF-1250

Sl o

Internet

[

b 4 X TP/FT-10

L-switch

=

Figure 20: Remote network analysis with the LPA BR&\-IPs.
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Figure 20 shows the different possibilities foreanobte network analysis. The LPA-IP can
monitor the network traffic on the IP-852 chanriBl és well as the remote traffic behind the
L-IP devices (2, 3, 4, and 5).

Network segments which are not connected to an, lalNIC-IP can be installed in the
network and remotely accessed by the LPA softwaex an IP connection. Of course it is
also possible to use a local network interface. (dI§-USB) for local network analysis (see
Figure 21).

SCADA

|

e ——— e

IP-10

THEF-1.250

HIC-1P

Figure 21: Remote access over NIC709-IP and lamadss using a NIC709-USB.

www.loytec.com Page 25/38



Network Infrastructure White Paper
@ LOYTEC ANOO7E

electronics GmbH

9 Remote Network Access over ISDN Lines

For many applications it is desirable to accessagy@ication site remotely without having a
permanent internet connection to the site. In tlage, the IP connection to a remote site can
be established using an ISDN connection. The renastess can be established with a
remote network interface like the NIC709-IP (seguFé 22) or in a way that the 1P-852
channel is extended over the ISDN connection ($g@& 23). The second approach has the
advantage that the remote LPA protocol analyzectfanality (see section 8) can also be
used over the ISDN line.

IP:192.108.1.12

Elhr_--::-? Fiherret Cab e

Tal | 23457 Tel: 778899

SDNRouter ISON Router
e.g. D-Link DI-304 SN eg. D-Link D304
IF: 101,11 22192761

IP:"0.1.1.2

.

ﬂ

[

PRI Al haTae

Figure 22: Remote connection over ISDN line using@709-IP.
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Remote Station

l

SCADA

- -

IP-852

ISDN Router
e.g.D-Link DI-304

Tel: 12345 |

EDN_ - ISDN Router

=== eg.D-LinkDI-304
Tel: 778899 \

oL-lPo i I o9

TP/FT-10

oL-lPo ! I o9

IP-852

TP/FT-10

| ‘L-lp‘ ! [

TP/FT-10

Building 1

. .
Building 2
oL-lPoi-c
I TP/FT-10
~N
E
&' oL-lPoi.c
I TP/FT-10
L}
| oL-lPoi..
) TP/FT-10
LAN/ VPN
o _opos.o.
I TP/FT-10
a
Z .L-.|P.§...
l TP/FT-10
L}
[ | .L-.|P.£...
I TP/FT-10
. o
Building 3

Figure 23: Remote extension of an IP-852 chanriabusn ISDN line.

Remote access over ISDN lines can be establishisgbimays:

1. Transparent LAN-to-LAN connection with dial on demdaaccess

2. Dial-In access to a remote network.

Different computer hardware vendors offer embeddeder devices which provide functions
for both, LAN-to-LAN connection and dial in supporn example configuration using the
D-Link DI-304 router is described in the followictapters.
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9.1 LAN-to-LAN connection

In this LAN-to-LAN connection example, the setupHigure 22 is implemented. The PC is
connected to one of the local Ethernet ports ol 88N Router. It is not necessary to make a
direct connection between the PC and the Routérbdiln devices must be members of the
same Ethernet network. The ISDN Router is conéduto automatically dial up a second
ISDN Router whenever a device in the remote Etheratvork is contacted. Together with
the second ISDN Router, a transparent Ethernet emtiom is established. After a
configurable idle time, the ISDN connection is terated.

The D-Link ISDN Router has a built in web servdrieh allows to configure the settings of
the device. A step-by-step description of the e@ouwtonfiguration for the LAN-to-LAN
scenario follows.

1. First the local IP settings have to be establisiseg Figure 24). In the example, the
local ISDN router has assigned the IP address 682L11. It also provides a DHCP
server which assigns addresses in the IP rangengtaith 192.168.1.100.

DI-304
Ethernet Broadband Router

e T EETEE BTN BTN

<>
=y

LA&N 1P Matvioss Configuration DHCH Saryar Configeration
19E 18611 Fart [ = 192 361,100
HEEmEEERD IF int nn
Elaanil IF fifig 3 Enat ¥ al I - 192 1611
Dikahibe: ]
Aemole [ Cancal | [ apply | [ Help |

Dial-ln Accass

Figure 24: Ethernet configuration of ISDN Router 1

2. The second step is to configure the local ISDNirsgdt (see Figure 25). The ISDN
port is enabled and the own telephone number hias emtered.
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DI-304
Ethernet Broadband Router

1EON Port EEnstla O Dicabia MEM reambers 1or the muker

OUNENy Lo AUET w

orvm P e FrEae

"Owry hamber means that A roider wil tel the

remote end the (SO rember when it's plecing an E

outging ol "KMEk Wombars” resare FE the routad B aide o
acrenl numbsr-marched incoming Cadks. IR
=3dtei, MSH sarvice shoukd be supported by the
local PSON mertwa ik i cker

Cancel | |_-¢rln|_'.-' | | Help |

Figure 25: ISDN Configuration of ISDN Router 1

3. To provide automatic dial in functionality, a LAN-LAN dialer profile has to be
configured (see Figure 26, Figure 27, Figure 28he first step is to create a new
LAN-to-LAN profile. In the next configuration saea, the profile has to be enabled.
Additional configuration is needed for the rematkephone number to dial and a user
name and password for the access of the remote I®Dtr. To allow automatic
termination of ISDN link, an idle timeout can bd.sédf required, additional settings
like the Link Type can be made.
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D-Link

Building Networks For People

DI1-304

Ethernet Broadband Router

LAN-to-LAMN Dialer Profiles: »>> Setto Factory Default

Dynamic DNS Index Name Status Index Name Status
1. Remote NIC W 9. TG ®
Call Control 2. 7 H 10. 77 H
3 e E 11. 77 ®
Call Schedule 4. i % 12. R H
5. KU ® 13. G ®
NAT i iy " & rarard W
7. HHH ® 15. s b
Radius Client 8. T H 16. T H

Static Route Status: v — Active, ®x -——- Inactive

Remote
Dial-In User

Lan-to-Lan
Dialer Profiles

Firewall

Figure 26: Enabling Lan-to-Lan Dialer Profiles

DI-304
Ethernet Broadband Router
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- L aimama tmst Lk Type fkbps
Pacsword LLrn FFF autherication FAP{CHAR =
“ Déal Wumbar 1515 W1 Comprassion & on O off
Srpadiar [1-15) Callleack Fuisciiom {GRGF)
[ Fsapirs: Parveois to Calback
m ’ ’ ’ F Prowics SO0 Munkssr to Pamorbe
A Eal-1n Battings
m Lispmame kX3 Lirk Typa Edkbps %
Pa=sword PR bt cation FAPNCHAF 1+
m [ Enabke CLID Authantication W1 Compresson & on O ofr
Pmer (SO0 Mumbsr Callback Fanction {CBCF)
Lamislam [ enable Calback Function
Dialer Profles [ s the Folkoewing Humber ko Calback

Calback Kambor

Calback Budgat o LT TR ] .

Figure 27: LAN-to-LAN Profile of ISDN Router 1 (1)
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4. For automatic dial in support,
configured (see Figure 28).

the IP address ravfigthe remote network must be
The remote GatewayrnB remote network IP are

required. It is possible to define multiple LANH@AN profiles and connect multiple
remote IP networks. In that case, the remote nétWdranges have to be different in
order to allow correct routing and dial in accesthe remote networks.

D-Link

kg Artawhs F Frade

DI1-304
Ethernet Broadband Router

weet S EEE TN
Ll Requre Remnoke to Caliaasck P
[H wrovwide 1506 Mamber tn FEmnte
3, Digd-In Betimnps

ssrmans bk Link Ty kb &

P& nnd PRR guthentocahon A THAR =
Caf Comred O Eresbdm L0 dcitterhc abon W) Compineasian =l I, 1 OFF

Erani TSGR WL bET C ol e Fuanctioen (CBCD}
Call Schiedula :EIL:::-:.LI:-' :-e:l:-h - \., oo

Comd remch L i
b ] ] £y
&, TOPS P Pt i ool 8 ninge

My wan TR 0onon BIF Carect THF:<Hof =

Eempte Gatewsy [P AERE] BIF Warzign Wer B

Femoke Mebwori [F miing “oF WAT operation, Greel ramute sub-rea

Remuts Hetwork Mk (66266 2860 el

[(Mam |
Landn-Lan —
Dol Paofiles |I:au'.d 1 |. ey | | e |
Fauwall z

Figure 28: LAN-to-

LAN Profile of ISDN Router 1 (2)

5. The IP and ISDN configuration of the remote rowevice is shown in Figure 29 and

Figure 30.
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D-Link

Failfirg Aetewks Fo Frags

DI-304 .

Ethernet Broadband Router
Hoase RN N DN e
Q LAM IF Matvaork Conflguration DHCH Barwar Confiperation
For NAT Lizsge B Ckreste v e @ Mo
m 1=t [P dcidre s Miad Start [P address WEEET]
1=t Bt Wl=sk b G IEED 1P Pool Counts 100
Edaanat For 1P Routing Usage @ I Enable @ Diabke Gatewsy [P Address Wil

2nd 1P Addres= OHS Server 1P Address
2nd Subnet Mazk Prmary [P dddrezs

FIP Protocol Cordral Diaahike L

g Secondary [F ackre=s

Aemoie | Concal | | Appty | | Help |
Dl Ao

Figure 29: Ethernet configuration of ISDN Router 2

DI-304
Ethernet Broadband Router
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sccept number-matched incoming calls, [n
sciclition, MEM service shoukd be supported by the
Incal IS0M retwork proyckes

[ cancal | | &ppk | | Hale |

Figure 30: ISDN Configuration of ISDN Router 2

6. Also in this router a LAN-to-LAN profile is creatdéigure 31).
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D-Link

Building Networks For People

DI1-304

Ethernet Broadband Router

LAN-to-LAN Dialer Profiles: »> Setto Factory Default
Dynamic DNS Index Name Status Index Name Status
1 Remote NIC W 9. e E
Call Control 2. i E 10. Wik %
3 777 H 1. 77 ®
Call Schedule 4. T b 12, 177 H
5. 777 % 13. 777 %
NAT 6. 277 % 14. 777 %
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Radius Client 8. i % 16. Wi %
Static Route Status: v -— Active, ® -——- [nactive

Remote
Dial-In User

Lan-to-Lan
Dialer Profiles

Firewall

Figure 31: Enabling Lan-to-Lan Dialer Profiles iouRer 2

7. The user name and password settings have to ntecettings adjusted in the LAN-
to-LAN profile of the local router (Figure 32).

DI-304

Ethernet Broadband Router
[ ]
Q .
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m Fl Ensbie thi= profie Ida Tmaouk K1l [T e ]
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Usaman Link Type= b
Passwond FPP &uthenticshon PARTHAP =
Driad M rikoscy W1 Compiesgion & on O off
Schaduker (1-15) Galhch Function (CBLRG
[ Paguire Remots 1o Callback
m A Prosida 150K Humber to Femote
3. Diad-In Settings
L e L] Link Typs Bdibpr ™
Fas=word [T PPRP Authantication FaFiCHAF »
m [ Enakda CLID Adthanitication 1 Compres=ion & on O o
Pes=r |S0K Humber Calhack Function (CROP)
Lan-m.Lan O Enable Calosck Function
[ades Prnfiles O use the Following Mumber to Callbeck
Callback Muinndsss
m Callbarck: Badget [ [ T -

Figure 32: LAN-to-LAN Profile of ISDN Router 2 (1)
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8. Finally, the IP setting have to match the IP adglrasge of the local network, in order
to allow correct routing and dial-in support. (Figt83).

DI-304
Ethernet Broadband Router
B e I T
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=l T IS MHis - o REmaie
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[ Ercide
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£ TCRJ1P Noswork Battings
¥ F aaan EIP OFactiom T Bodh &
Remotes Galeway 10 1610 RIP ¥ersion ey, 2
Aemcbe Hatwnork |F 1R 0 For AT opar R, S Fn At S et 2
Remate betwor: Mash 25652862551 Frivetn I
[[Mera |
Ramised dm —
Dialer Prafles |Cﬂfﬂ|| |£Et-’_| | Hal |

Figure 33: LAN-to-LAN Profile of ISDN Router 2 (2)

With the described configuration, the ISDN routersuld automatically dial into the remote
network whenever a device on the local network see® an IP address which is located in
the remote network. This e.g. would be the caserméhconfiguration tool opens a NIC709-
IP device which has defined an IP address of thete IP network.

9.2 Dial-In Access

Just like the described configuration, it is alesgble to provide dial-in access to a remote
network. The configuration process is similarte tonfiguration described in the previous
section. Instead of using two ISDN routers, Dralakccess would require only one router on
the remote network. Instead of the local ISDN eouan ISDN adapter card would be used

on the local PC. Different to the described soltithe connection would have to be
established manually in most cases.

10 Glossary

This section defines the terms used in throughustdocument:
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* A Network contains all nodes in an installation. A netwodn consist of multiple
Domains.

* A Device describes a single unit in the network. A dewaa run an application, e.g.
light controller, HVAC controller. Also network firastructure components are
devices. A single device can have multiple ports.

« A Port is a connection to a network channel. Networkaistructure products have
multiple ports so that multiple channels can benemted. Application nodes typically
have only one port.

* A Domain describes a collection of nodes, which have assighe same domain ID.
A single domain is assigned to each LNS project.

* A Subnet describes a collection of nodes which have theeskigical subnet and
domain address. LNS assigns a single subnet to gsmnnel. Subnets must not be
used across different ports of configured routeéssingle domain can have up to 255
subnets.

* A Nodeis a logical representation of a port. Every nbde assigned its own domain
table, address table and NV tables and has a wodd unique Node ID. A single
device which has multiple ports (like e.g. L-Proxgpresents also multiple nodes,
where every node has to be commissioned sepanatédg network.

* A network Segment describes a physical segment of the network. iplalnetwork
segments are connected by routers, switches, eateqs. Thus, a network segment is
“the piece of cable between multiple network infirasture products”. Depending on
the transceiver type used on the channel, a lirmtedber of nodes can be connected
to the network segment. E.g. for TP/FT-10 nodks, maximum node count per
network segment is 64.

« A Channd is a logical collection of nodes. Channels aranexted by routers,
switches or repeaters. LNS assigns a Subnet numleach channel, if the channel is
separated by routers. Each channel has assigoeanael type, which describes the
communication parameters, which are used by tmsdgvers to communicate on the
channel.  Standard channel types are defined in ltbeMark Layer 1-6
interoperability guidelines.

« A Transceiver is the physical interface which connects a porthe® network. A
transceiver must meet the specifications for aiipehannel type.

e Channd types:

o TP/FT-10: A channel with nodes using the EIA709.3 trangsee(e.g. FTT-
10A).

0 TP/XF-xxx: A channel which uses the TP/XF transceiver im@&ad mode.
Xxx defines different bit rates, e.g. TP/XF-1250 &1250kbit/s channel.
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o Coallison-less TP/XF-1250: A high speed channel, which uses the TP/XF-
1250 transceiver but uses a collision-less higledeis arbitration protocol.

o |P-852: A channel which connects devices with an IP fat® according to
the EIA-852 standard. The address information Ibiclaannel members is
managed by a configuration server. In LNS projettts hames IP-10L and
IP-10W are used for IP-852 channel. The IP-10Lnaeashould be used for
local IP networks (LANS), whereas the IP-10W chanseised for wide area
IP networks (WANSs). LNS uses these channel tymeifpation to adjust the
protocol timers correctly. Other names for IP-882annels, which are
sometimes used, are “CNIP channels”.

0 TP-R$485-xxx: A channel which uses a TP-RS485 transceiver. defines
different bit rates, e.g. TP-RS485-39 or TP-RS485at 39kbit and 78 kbit
channels.

A Router is a network infrastructure product, which is eqa@ with multiple ports.
It forwards the packets to specific ports becaus¢éhe information in an internal
routing table. In configured routing mode of L-IRdaL-Switch XP, the routing table
Is configured during the installation process g/ tletwork management tool.

A Smart Switch is a network infrastructure product, which is eqa@ with multiple
ports. It forwards the packets to specific poesduse of the information in internal
switch table. In smart switch mode of L-IP and L#8w XP, the switch table is
learned from the network traffic. There is no nédonfigure the table in a network
management tool.

SCADA stands for ‘Supervisory Control and Data Acquisitiolt often runs on a PC
and includes a graphical representation of the oo monitor and control nodes on
the network. Sometimes the term BMS is used foh[B& systems.

BM S stands for ‘Building Management System’. It oftems on a PC and includes a
graphical representation of the network to mongiod control nodes on the network.
Sometimes the term ‘SCADA’ is used instead of BMS.

The Configuration Server is administrating the relation between the EIA-709-
addresses (domain, subnet, node, router typ, ..d ttam IP addresses on the IP-852
channel. Only one configuration server can be actm an IP-852 channel. One
Server can manage several domains.
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13 Revision History
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17.06.2005 | 2 NR Added chapter about remote ISDNhections
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more)
2006-12-04 | 3 NR Colissionless Backbone Modus delete

L-IP 3333ECTB added

Explanation to L-IP und NAT Router added
Explanation to NIC-852 added

Explanation of L-Proxy adapted toLP-33E100.

2007-01-18 DAD Graphis adapted to new hardware.

Added the ,B" in graphis with L-Switch.

Table 2: Colissionless Backbone deleted.

Chapter 8: "Meaning" of the red LED added.

Chapter 8: moved LSD-Tool before LPA-Tool

- Referenz: [1] LonMark Interoperability Associatid_onMark Layer
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- Referenz: [3] LOYTEC electronics GmbH: Applicatidlote
ANOOS8E, Network Troubleshooting White Paper, Docatriéumber
86001401 (Current version)
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