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Abbreviations

100Base-T.....cccovevververrennenns 100 Mbps Ethernet network with RJ-45 plug

Aggregation.........c.ccceverennne Collection of several CEA-709 packets into a single CEA-852
packet

AST . Alarming, Scheduling, Trending

BACNEt ... Building Automation and Control Network

BOOTP ..o Bootstrap Protocol, RFC 1497

CEA-709.....cccvviiis Protocol standard for LONWORKS networks

CEA-852 ..., Protocol standard for tunneling CEA-709 packets over IP
channels

CNo Control Network

COV .o change-of-value

CR .o Channel Routing

CS Configuration Server that manages CEA-852 IP devices

DA ..ot Data Access (Web service)

DHCP...coocviveereecen, Dynamic Host Configuration Protocol, RFC 2131, RFC 2132

DIF, DIFE ....ccocovvviivieiiens Data Information Field, Data Information Field Extension

DL oo, Data Logger (Web service)

DNS ..o, Domain Name Server, RFC 1034

(D) [ Daylight Saving Time

GMT . Greenwich Mean Time

P, Internet Protocol

IP-852.....cciiiiiiiiiiins logical IP channel that tunnels CEA-709 packets according
CEA-852

LSD TOOl ..ccvvevveiecieciieies LOYTEC System Diagnostics Tool

MAC ..o Media Access Control

MD5 ..., Message Digest 5, a secure hash function, see Internet
RFC 1321

M-BUS ....cvvviriiiiieiieneins Meter-Bus (Standards EN 13757-2, EN 13757-3)

MS/TP ..o, Master/Slave Token Passing (this is a BACnet data link layer)

NAT e, Network Address Translation, see Internet RFC 1631

NV e Network Variable

OPC...ooiiirieiieeee Open Process Control

PLC .o, Programmable Logic Controller

RNL .o Remote Network Interface

RSTP ..o Rapid Spanning Tree Protocol (Standard IEEE 802.1D-2004)

RTT oo Round-Trip Time

RTU .o Remote Terminal Unit

SCPT e Standard Configuration Property Type

SL i Send List

SMTP i Simple Mail Transfer Protocol

SNTP..coiiee e Simple Network Time Protocol

SSLii Secure Socket Layer

STP e Spanning Tree Protocol (Standard IEEE 802.1D)
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I Transport Layer Security

UCPT .ot User-defined Configuration Property Type

Ul e User Interface

UNVT e, User-defined Network Variable Type
UTC.ooiiieeveee e, Universal Time Coordinated

VIF, VIFE........cociiii Value Information Field, Value Information Field Extension
XML v eXtensible Markup Language
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1 Introduction

1.1 Overview

The L-INX product family consists of high performance, reliable and secure network
infrastructure components that implement an embedded automation server. The different
models of the L-INX family contain a number of components and network technologies. As
protocols on the control network side, the L-INX implements access to BACnet, CEA-709,
Modbus, and M-Bus.

The L-GATE product family is intended for use as universal gateways. They provide a
similar user interface and set of protocols as the L-INX family. The L-GATE provides data
access to a defined set of data points, which are mapped from one control network
technology to another control network technology. In particular, the CEA-709/BACnet
Gateway (LGATE-900) implements mappings between a set of CEA-709 network variables
(NVs) and a set of standard BACnet server objects. Which NVs are mapped to BACnet
objects can be configured by an LNS plug-in or stand-alone configuration software. The
LGATE-900 is equipped with a 100-BaseT Ethernet port (IP), an FT-10 port (CEA-709),
and an RS-485 port (MS/TP). The device is fully compliant with ANSI/CEA-709 and
ENV14908, ANSI/ASHRAE-135-2004 and 1SO 16484. The LGATE-950 extends the 900
model with a number of additional protocol ports and supports more data points for the
gateway.

Data from the supported network technologies are available as data points in the automation
server. Those data points are freely configurable via configuration software, which provides
a fast and easy way to configure the L-INX and L-GATE using online network scans,
import/export features or device templates. Data points between different network
technologies can be connected to each other for data transfer between those network
technologies (gateway). Data points are also subject to alarming, trending and scheduling
(AST) functions of the automation server. The usage of math objects allows basic
calculations and the built-in E-mail client allows the L-INX and L-GATE to transmit
e-mails on certain conditions. Generated alarms can be configured to send e-mails to
predefined addresses. Alarms can also be stored in a historical alarm log. Trended data
collected by the device and is available in CSV format and through a dedicated Web
service.

An embedded OPC server exposes a defined set of data points as OPC tags. It implements
the OPC XML-DA standard OPC XML-DA 1.01, which lets OPC clients access the data
points via Web services. Which native data points are exposed to OPC can also be
configured by the configuration software. AST objects such as schedules are exposed as a
set of OPC tags. Using the supplied L-WEB designer, users can easily generate a Web-
based visualization for the L-INX.
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Only the L-INX family contains a freely programmable controller that can operate on all
L-INX data points. The controller application is developed using the provided IEC-61131
compliant design tool.

The L-INX and the L-GATE permanently collect statistical information from the attached
network channels (OPC connections, FT traffic, MS/TP token passing, Ethernet traffic,
etc.). Using this data, the device is able to detect problems on these channels (overload, lost
tokens, connection problems, etc.) and warns the system operator via LEDs (see Section
3.4). An intuitive user interface allows fast and easy network troubleshooting without any
additional analysis tools or deep system knowledge.

The built-in Web server allows convenient device configuration through a standard Web
browser such as the Internet Explorer or Firefox. The Web interface also provides statistics
information for system installation and network troubleshooting. Some devices also have an
LCD display, which provides a quick way to configure basic settings of the device via a jog
dial. Also available on some L-INX models are ports for SD card memory, USB peripheral
bus and a 2-port Ethernet Switch/Hub.

The L-INX is used for:

e Exposing data of control network devices from different technologies (CEA-709,
BACnet, Modbus, M-Bus) to data points in the automation server,

o Directly connecting 1/Os to data points in the automation server,

e exposing data points to OPC tags,

e visualization of data points with the supplied LOYTEC L-WEB software,
e visualization of data points in an OPC XML-DA SCADA package,
e running IEC61131 programs to control data points,

e automatic meter reading applications via M-Bus and Modbus,

e building custom Web pages with active content,

e browsing data points on the Web interface or LCD display,

e scheduling data points,

e trending data points,

e generating alarms from data points,

¢ logging alarms,

e sending e-mails on alarms, trend logs, or scheduled events.

The L-GATE is used for:

e Connecting data points between any supported control networks (CEA-709, BACnet,
Modbus, M-Bus) using the universal gateway function,

e browsing data points on the Web interface or LCD display,
e exposing data points to OPC tags,

e trending data pointd,

e generating alarms from data points,

e logging alarms,

e sending e-mails on alarms, trend logs, or scheduled events,

o gateway for ANSI/CEA-709 network variables (NVs) and configuration properties
(CPs),
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e gateway for standard (SNVT, SCPT) and user-defined (UNVT, UCPT) types,

e translating BACnet schedules/calendars to LonMark schedules/calendars.

1.2 CEA-709.1

L-INX automation server models that have CEA-709 and all L-GATE models are equipped
with an FT port (CEA-709) and a 100Base-T Ethernet port (CEA-852). CEA-709 L-INX
models come with a router option or an RNI option. L-INX models with the router option
contain a CEA-709 router between the FT and the IP-852 channel, which can be configured
like an L-IP. It includes a configuration server (CS) to manage the IP-852 channel. The
L-INX models without the router option contain a remote network interface (RNI) instead
of the router for remote network access. Please refer to Table 1 to learn, which device
models have CEA-709 and the router option.

The CEA-709 L-INX and L-GATE device is fully compliant with ANSI/CEA-709,
ANSI/CEA-852-A, EN 14908. The CEA-709 node, that is going to be commissioned in the
network, is always connected to the FT port of the device.

The function of the CEA-709 node is to expose CEA-709 network variables (NVs) and
configuration properties (CPs) to data points in the automation server or the gateway. The
configuration software can be run as LNS plug-in or stand-alone. The CEA-709 data points
can be bound in the CEA-709 network as NVs or operated as “external NVs”. External NVs
are polled or explicitly written to without allocating static or dynamic NVs on the device. In
this case, address information is supplied by the configuration software by importing e.g., a
CSV file. User-defined network variable types (UNVTSs) can be used as dynamic or external
NVs. Configuration properties (CPs) on other devices can be accessed through file transfer.
To transfer CPs, the device supports both the LONMARK file transfer and the read memory
access method. For CPs, the standard SCPTs and user-defined UCPTSs are supported. All
those CEA-709 data points can be exposed to the automation server or the gateway.

The CEA-709 L-INX with the router option possesses a router between the CEA-852
interface (IP-852) and the FT interface. The CEA-852 interface can be used to connect the
L-INX to an IP-based high-speed backbone. The L-INX’s router can be used as a standard
CEA-709 configured router or it can be used as a self-learning plug&play router based on
the high-performance, well-proven routing core from our L-Switch plug&play multi-port
router devices (“smart switch mode”). The self-learning router doesn’t need a network
management tool for configuration but is a true plug&play and easy to use IP infrastructure
component. For a detailed description of the CEA-709 router’s usage refer to the L-IP User
Manual [1].

The L-GATE and the CEA-709 L-INX without the router option can be configured to run
either on the CEA-852 interface (IP-852 mode) or on the FT interface (FT mode). In the FT
mode, the device provides a remote network interface (RNI), which appears like a
LOYTEC NIC-IP is intended to be used together with the LOYTEC NIC software [3]. The
RNI can be utilized for remote access and configuration as well as trouble-shooting with the
remote LPA. Please consult our product literature for the LPA-IP to learn more about this
IP-based CEA-709 protocol analyzer.

The CEA-709 technology in the L-INX and L-GATE allows for:

e Exposing CEA-709 network variables (NVs) and configuration properties (CPs) as data
points to the automation server or gateway,

e supporting standard (SNVT, SCPT) and user-defined (UNVT, UCPT) types,
e scheduling CEA-709 network variables,

e generating alarms over the LONMARK node object,
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o CEA-709 PC applications (as a CEA-709 network interface),
e remote LPA functionality,

e communicating on CEA-709 with either FT or IP-852 (IP channel on the
Intranet/Internet),

e connecting an FT channel to a high-performance backbone using existing IP infra-
structure,

e operating as a configuration server for IP-852 devices with the router option.

1.3 BACnet

L-INX automation server models that have BACnet and all L-GATE models are equipped
with an MS/TP port and a 100Base-T Ethernet port (BACnet/IP). BACnet L-INX models
with the router option also contain a BACnet router between the MS/TP and the BACnet/IP
ports, which can be configured like an LIP-ME201. The router models also include a
BACnet broadcast management device (BBMD) to manage BACnhet/IP internetworks,
which span across IP routers. BACnet models without the router can register as a foreign
device (FD) with other BBMDs. The device is fully compliant with ANSI/ASHRAE 135-
2008 (1.5) and 1SO 16484-5. Please refer to Table 1 to learn, which device models have
BACnet and the router option.

The BACnet L-INX and the L-GATE expose BACnet server objects and client mappings to
data points of the automation server or the gateway. For client mappings, the BACnet
address information is supplied by the configuration software by importing e.g., a CSV file
or by performing an online network scan.

The BACnet L-INX and L-GATE models also support the LOYTEC Alarming, Scheduling
and Trending (AST) features in native BACnet objects. The device provides BACnet
scheduler/calendar objects, which can directly schedule BACnet server objects, remote
BACnet objects or non-BACnet registers. For alarm conditions the device supports the
intrinsic reporting method of BACnet objects. Trend logs can be uploaded from the device
via the native BACnet read range.

The BACnet L-INX with the router option possesses a BACnet router between the
BACnet/IP port and the MS/TP port. This router can be operated and configured like the
LIP-ME200 from LOYTEC. The BACnet/IP interface can be used to connect the L-INX to
an IP-based high-speed backbone. The L-INX also can act as a BBMD for a BACnet/IP
network. For a detailed description of the BACnet router’s usage refer to the LIP-ME201
User Manual [2].

A BACnet L-INX without the router option and the L-GATE can be configured to run either
on the BACnet/IP interface or on the MS/TP interface. In BACnet/IP mode, the L-INX can
be configured as a foreign device in another BBMD. The BACnet L-INX without the router
option does not provide the BBMD functionality itself. The L-GATE can also be configured
to be a BBMD. Please refer to Table 1 to learn, which models can be configured as a
BBMD.

The BACnet technology in the L-INX and L-GATE allows for:

e Exposing local BACnet server objects (analog, binary, multi-state) and remote objects
(client mappings) to data points,

e scheduling from native BACnet schedule and calendar objects,
e trending to native BACnet trend log objects,

e generating native BACnet alarms,
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e communicating with either MS/TP or BACnet/IP,

e connecting an MS/TP network to a high-performance backbone using existing IP infra-
structure,

e operation as a BBMD for a BACnet/IP network with the router option,

e distributing NTP time into the BACnet network as BACnet time master (see Section
13.3.8).

1.4 M-Bus

In addition to the basic network technologies all models except the LGATE-900 support the
M-Bus interface according to the standards EN 13757-2 and EN 13757-3. To gain access to
the M-Bus network, an external M-Bus interface such as the L-MBUS by LOYTEC must be
attached to the device. On devices with a serial port, the M-Bus interface is connected to the
serial connector. In this case the user needs to turn M-Bus support on and off via a DIP
switch. On devices without a serial port, the L-MBUS interface must be used and is
connected to the extension port (EXT).

Through the M-Bus interface the L-INX can be used to scan the attached M-Bus network
for devices, pull M-Bus data points into a configuration, connect those data points to other
technologies and expose M-Bus data points to the automation server. All AST functions can
be used directly on M-Bus data points. Especially trending data and polling for data on M-
Bus devices has been optimized for automatic meter reading applications.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web-UI and the configuration software. For more information on how to set up the
device for using M-Bus, configuring and using M-Bus data points, refer to Chapter 10.

1.5 Modbus

In addition to the basic network technologies the all models except the LGATE-900 support
the Modbus RTU and the Modbus TCP interface. To gain access to the Modbus network,
the appropriate interfaces have to be activated either in the Web Ul or in the configuration
software. Modbus RTU is operated with 8N1. A Modbus port can either be operated as
Modbus master or Modbus slave.

On some BACnet L-INX models, the Modbus RTU and BACnet MS/TP protocols share the
same port. On those models, Modbus RTU can only be used, if BACnet MS/TP is disabled.
Please refer to Table 1 to learn, which BACnet L-INX models have this restriction.

Through the Modbus interface the device can be used to data points to other technologies,
and expose Modbus data points to OPC tags. All AST functions can be used directly on
Modbus data points. Especially trending data and polling for data on Modbus devices has
been optimized for automatic meter reading applications.

For debugging purposes a protocol analyzer is included in the firmware and can be operated
via the Web Ul and the configuration software. For more information on how to set up the
device for using Modbus, configuring and using Modbus data points, refer to Chapter 11.

1.6 L-IOB

The L-INX automation server models allow connecting physical 1/Os to the device via the
L-IOB 1/0 modules (see Table 1). On some models those modules can be stacked up
directly to the L-INX using the LIOB-Connect feature. The connected I/O modules are
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automatically identified and coupled as data points into the L-INX automation server. All
L-INX models also support easy integration of L-1OB 1/0 modules over FT cabling using
the LIOB-FT feature.

L-10OB modules are available with digital inputs and outputs, analog inputs and outputs and
universal inputs that are configurable.

The 1/0 modules can be parameterized over the configuration software or the Web UI. All
parameterization data is stored on the L-INX and can be reloaded to the LIOB modules
when needed. The exchange of modules is detected automatically. For more information on
how to setup and use L-IOB 1/Os please refer to the L-10OB user manual [7].

1.7 L-INX and L-GATE Models

This Section provides an overview of the different L-INX and L-GATE models in Table 1.
This table identifies the different features of those models. Models that possess a certain
feature have a check mark (v¥') in the respective column. If a feature is not available in the
particular model, the column is left blank.

L-INX models with the router option have a CEA-709 router or a BACnet router,
respectively. The LINX-151 has both a CEA-709 router between FT and IP and a BACnet
router between MS/TP and IP.
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Model o | o
o Lo
o - o - o — o — o - o — o — (o)} o
o o — - N N L 0 o o — — N N ' [}
SIS S S S S SFNS]Wf
X Ix x| x|[x|[x[x[x|x[x|x|x|x|x|%|%
Z| 2| 22| 2|22 |g2|2|2|Z2|2|Z2|[Z2|0| 6
Features | | | | | | | | | | | | | | | |
CEA-709 Router v v v v
CEA-709 RNI v v v v v
CEA-709 (FT) Vil viiviv v v || v vz
CEA-852 (IP) Vil viiviv v v || v vz
BACnet Router v v v v
BACnet MS/TP Vil v v | v | v2| v v v |v?]v?
BACnet IP VIR IRCH IR VC B IV B VO IV
BBMD v v v v v v
Modbus RTU viivi|ivi|iviiv|iv|IVv| v vaBI vy By v
Modbus IP v v v v v v v v v v v v | v v v
M-Bus vivivi v iv|iviiv]|iviv]|iviv]|viv]|vy v
OPC XML-DA v v v v v v v v v v v v | v v v
PLC (IEC 61131) v v v 4 v v v v | v v
LIOB Connect v | vV | v |V v | v
LIOB FT v v v v v v v v v v v v | v v
LCD Display v IV |V |VY v |V v
Serial Console v IV |vY |V vi]|vi|v|v
SD Card, USB v v |v|vYy v | v v
Ethernet v | vV | v |V v |V v
Switch/Hub

1 This model can be configured to have either FT or IP active for CEA-709.

2 This model can be configured to have either MS/TP or IP active for BACnet.

% Modbus RTU can only be used, if BACnet MS/TP is not active on this model.

Table 1: Available features in different L-INX and L-GATE models

On L-INX models without the router option and on all L-GATE models, certain ports can
only be used alternatively. On models with CEA-709 this means either as CEA-709 FT or as
CEA-852 IP (see note 1 in Table 1). On models with BACnet this means either as BACnet
MS/TP or as BACnet IP (see note 2 in Table 1). Some BACnet models have a restriction on
Modbus RTU and BACnet MS/TP as they share the same port. On those models Modbus
RTU can only be used, if BACnet MS/TP is disabled (see note 3 in Table 1).

1.8 Scope

This document covers L-INX and L-GATE devices with firmware version 4.4 and the
L-INX Configurator version 4.4 and higher. The usage of logiCAD itself is beyond the
scope of this manual. Please refer to the logiCAD online help in case of additional

questions.
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2 Quick-Start Guide

This chapter shows step-by-step instructions on how to configure the L-INX for a simple
OPC server application with a logiCAD program and using basic 1/Os in L-IOB modules.
For the L-GATE it gives an example of how to quickly map CEA-709 network variables to
BACnet objects in the gateway.

2.1 Hardware Installation

Connect power (12-35 VDC or 12-24 VAC), the CEA-709 and/or MS/TP network, and the
Ethernet cable to the ports, which are labeled respectively, as shown in Figure 1. More
detailed instructions are shown in Chapter 3.

Important: Do not connect terminal 17 with Earth-ground!
e, o e
R o
@ Serial e
(DLOYTEC b derimtd ol
e ik
060 ©0/0)
gu
Power Supply
Ethernet
-

Figure 1: Basic Hardware Installation.

If the L-INX device is connected to a BACnet MS/TP network, the MS/TP network
segment must be properly terminated with an LT-04 network terminator connected at each
of the two ends of the segment media.
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2.2 Configuration of the Device

The device can be configured via a console interface, LCD display or via the Web interface.
To configure the device, the following steps have to be performed:

1. Setup IP configuration (see Sections 2.2.1, 2.2.2 and 2.2.3).
2. Setup basic BACnet configuration (see Section 2.2.4).

3. Setup the OPC configuration (see Section 2.3).

Note: This setup procedure assumes the use of the IP interface.

2.2.1 IP Configuration on the Console

Use a PC terminal program with the communication settings set to 38,400 bps / 8 data bits /
no parity / 1 stop bit / no handshake. To connect COML1 of the PC to the Console on the
device, use a standard null-modem cable with full handshaking. Power up the device or
press Return if the device is already running. The following menu should appear on the
terminal:

Device Main Menu

Show device information

Serial firmware upgrade

System configuration

IP configuration

BACnet configuration

Reset configuration (factory defaults)

1
2
3
5
7
8
9 Device statistics

[a] Data Points
[0] Reset device

Please choose:

Figure 2: Device Main Menu

Select ‘5 from the device main menu and enter the IP address, netmask, and gateway
address. Note that you must use different IP addresses if you are using multiple IP devices
in your setup.

IP Configuration Menu

[1] DHCP : disabled

[2] IP Address : 192.168.24.99

[3] IP Netmask : 255.255.192.0

[4] IP Gateway : 192.168.1.1

[5] Hostname : test-1inx200

[6] Domainname : <unset>

[7] DNS Servers : 10.101.17.2

[9] MAC Address : 00:0A:B0:01:0A:4C (factory default)
[0] NTP Servers : <unset> (out-of-sync)
[b] Link Speed & Duplex : Auto Detect

[gl Quit without saving

Exit and save

B

Please choose:

Figure 3: Enter basic IP settings.

Press ‘X’ to save the IP settings and reset the device with the main menu item ‘0’ in order to
let the new IP settings take effect.

Important! The default IP address 192.168.1.254 is only set for configuration access. It must be
changed in order to make the device functional.
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You should now be able to connect to the device with a Web browser, access it through an
OPC XML-DA client or add it to a CEA-852 configuration server as an IP-852 channel
member. Also the L-INX Configurator is now able to connect to this device.

2.2.2 IP Configuration via the Web Interface

Optionally to using the console interface one can also use the Web interface to configure the
client device. In a Web browser enter the default IP address ¢192.168.1.254” of the device.
Note that if your PC has an IP address in a subnet other than 192.168.1.xxx, please open a
command tool and enter the following route command to add a route to the device.

To Add a Route to the Device

1. Windows START = Run

2. Enter ‘cmd’ and click OK.

3. In the command window enter the command line

route add 192.168.1.254

%$COMPUTERNAME %

In Windows7 replace %COMPUTERNAME% with the PC's actual IP address.

4. Then open your Web browser and type in the default IP address 192.168.1.254.

MLOYTEC

General Info

LIMF-201

LIMG201

LINA-20x Primary Image

320

Wed Jan 14 18:22:03 2009

012502-000AB001E2F8

Device Info Product name

Product code
Conﬁg Firmware
Statistics Version

Build date
L-Weh !

Serial number
Reset Free memory

24265k, 360K

Contact System temperature

24.2°C

Supply voltage

228

Logout

networks under control

goahead
WEBSERVER|

Figure 4: Example Start Screen.

5. Click on Config in the left menu. You will be asked to enter the administrator password
in order to change the IP settings. Enter ‘loytec4u’ and select Login.
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LOYTEC

Device Info

Statistics

DLOYTEC

networks under control

Enter your username and password

admin ¥
snses|

Account

Passward:

Figure 5: Enter ‘loytec4u’ as the default administrator password.

The Config menu opens. Click on Port Config and change to the tab Ethernet. The
TCP/IP settings are selected as shown in Figure 6. Enter the IP address, the IP netmask,
and IP gateway for this device.

MLOYTEC

Logged in as
admin

Device Info

Config

networks under control

o

ot PortZ | Ethernet

k3|

TCPAP
FTP
Telnet
HTTP

K

= A

Save Settings I Get Settings |

Figure 6: Enter IP address and gateway.

Enable DHCP:
IP Address:*
IP Metmask:*
IP Gateway:*
Hostname:

Domainname:

DNS Server 1:
(leave empty to disable)

DNS Server 2:
(leave empty to disable}

DNS Server 3
(leave empty to disable)

MAC Address:

NTP Server 1:
(leave empty to disable)

NTP Server 2:
(leave empty to disable}

NTP Status
Link Speed & Duplex:

The entries marked with (*} are required for proper operation

I

192.1658.24. 21
|255.255.192.0
192.168.1.1

——

¥ Use Factory Default

00:0A-B0-01:0C-9F

1010117 2

in-sync
Auto Detect =l

Press Save Settings and then reset the device by selecting Reset in the highlighted text.
This changes the IP settings of the device.

2.2.3 IP Configuration via the LCD Display

Device models with an LCD display can also be configured to their basic settings through
jog dial navigation on the LCD UI. Turn the jog dial to navigate between menu items and
press to enter a menu or go into selection mode. When in selection mode turn the jog dial to
alter the value and press again to quit the selection. Some input fields provide acceleration.
This means turning faster changes the value in larger increments.
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To Set the IP Address on the LCD Display

1. On the LCD main screen set the desired language. Clock on the flag symbol and choose
the desired language.

LIM4151-052
192.168.24.158
LIOE + LIOE-FT./"
Bz Fza.e) i avec =

Datapoints ==
Device Settings @+

2. Navigate to the IP address on the main screen and press the button.

LOYTEC LIMK-151
LIM:151-052

192.162.24. 150
LIOE LIOE-FT
Hoix Fazel B getC =
Datapoints ==
Dewvice Settings =

3. There navigate to the needed input fields, press and change the value. Press again to set
the value. Continue to the next field.

OHCP: OFF

Addr 192 .168 824 ,158
Mask: 2EE.2EE.192.888
Gtwy 192 .1658 .081 881
Save and reboot

4. Finally navigate to Save and reboot and press.

5. Acknowledge the reboot and the device reboots with the new IP address.

2.2.4 BACnet Configuration

To configure the BACnet interface, at least the Device ID and the Device Name must be
configured (see Figure 7).

DLOYTEC

BACnet Configuration

Device ID: |2242DD
Device name: IUNX—ZDD (200}

Device description IMy LINX-200 Device
Device location: ITh\rd Floar

Save Settings I Get Settings |

Figure 7: BACnet Device Configuration.

The device ID corresponds to the instance number of the BACnet device object. It must be
a unique ID on the BACnet internetwork. Also the Device Name must be a unique name on
the BACnet internetwork.

By default the BACnet/IP data link layer is used. If the device shall be used with the
BACnet MS/TP data link layer, please refer to Section 4.2.15 for further information.

On devices with an LCD display, the BACnet device ID can also be configured over the
LCD UL.
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To Configure the BACnet Device ID over the LCD Display

1.

2.

On the LCD main screen navigate to Device Settings »».
Then navigate to the menu BACnet »».

In that menu navigate to the ID input for entering the device ID. The field is split into
two controls, one for the thousands and one for singles, to simplify entering big
numbers.

EACHET
Send I-Am messaqs
Ids B2
Hame: LIMK-221_2242Z21
Reboot

After the device ID has been entered the device name is automatically assembled using
that device ID, if no other name has been configured on the Web UI.

To let the changes take effect, the device needs to be rebooted. For doing this now you
may select the menu item Save and reboot.

2.3 Getting Started with the L-INX Configurator

Before setting up a gateway, a working IEC61131 program or creating an L-WEB
visualization, the data points of the L-INX automation server or the L-GATE need to be set
up. These can be data points of L-IOB 1/Os, network variables, BACnet objects, and other
available technologies. Before executing the steps below, install the L-INX Configurator
Software from the ‘setup.exe’. This file can be downloaded from www.loytec.com.

To Start a Configurator Project

1.

Start the L-INX Configurator software by selecting Windows Start - Programs -
LOYTEC LINX Configurator > LOYTEC LINX Configurator. The application
starts up and displays the data point manager screen as shown in Figure 11.

When the device is online, connect to the device by clicking on the Connect to device
speed button as indicated by the red rectangle in Figure 11.
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@ [Unbenannt] - Not Connected - LOYTEC LINX Configurator - LINX-100

Co

nnected Device Mot Connected

File Model View Firmwarjmessiigngs Connection Tools Help
D& @ I.;IIEIEEII‘I*&ITI

Status  Unknown

® %8|

Datapaints | Local Connections I Global Cornections I Connection Overview I Statistics I LIOB I L-Web Projects I Web Interface

CER EBAC M- MOD

709 HET BUS EUZ Model No.

v}

& Datapoint Configuration
) Imported

&) CEATO3 CSV File (0 tems)
CEATO09 LMS Scan
CEAT09 Network Scan
CEAT09 Devices from XIF
Device Templates

- CEAT09 Device Templates

Filter Templates

g CEATOS

LINX-100

|| Favorites (0 Iterns)

{2 Systern Registers (21 Iterns)
|| User Registers (0 Items)
CEATO09 Port

_! Datapoints (0 Itemns)
| Calendar (0 Items)
| Scheduler (0 Items)
| Alarm (1 Items)

| Trend (0 Items)

2 Statistics (18 Iterns)
- Remote Devices

4 |

I 2

-

m

Auto Range 0 - 2585
Remote Datapoints Mame Filter: - Include subfolders
Datapoint Name Mo, Direction Remote NV Type Remote Device
] T 3
Properties | Manage Datapoints | Local Connections | Global Connections | Connection Overview
2 Name Value
e p— m— ;

LILOYTEC Configurator ready.

3.

Figure 8: L-INX Configurator main screen.

For detailed information on how to create data points out of the network please refer to

Section 6.7 for CEA-709 or 6.9 for BACnet.

2.4 Getting Started with the Gateway

The L-GATE and L-INX devices can be used as a gateway between any of the supported
network technologies. This example gets you started with the gateway and shows how to
map CEA-709 network variables from an LNS database to BACnet. The installer of the
L-INX Configurator has already registered the L-INX Configurator as an LNS plug-in. This
quick-start assumes LonMaker TE as the LNS tool.

To Configure a Gateway

Open a new LNS database or open an existing LNS database. In the latter case you

need to register the L-INX Configurator as an LNS plug-in in that database (see Section

Add your LONMARK devices to the LNS database.

Add a new device using the device template for the L-GATE (e.g. ‘LOYTEC

LGATE-950 FT-10) or L-INX (e.g. ‘LOYTEC LINX-150 FT-10’) and commission

Right-click on the added device template and select Configure ... This opens the

L-INX Configurator as an LNS plug-in (see Section 6.7.1).

1.
6.1.2).
2.
3.
the device.
4,
5.

Click on the Datapoints tab of the main window.
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6. Click on the button = Scan channel. This scans in all NVs on all devices connected
to the CEA-709 channel of the device.

7. After the scan has completed, the folder LNS Database Scan is populated with the
found NVs as shown in Figure 9. For detailed information refer to Section 6.7.2.

Datapoirts | Local Connections I Global Connections I Connection Overview I Statistics I LIOB I L-Web Projects I Web Irterface |
B 02| W G vodeino 00 Range 0 |- 255,
& Datapoint Configuration + | Remote Datapoints

&8 Imported ] Datapoint Name Mo. Direction Remote NV Type
- CEAT09 CSV File (0 Items)

@ CEATO9 LNS Scan L SNVT _temp

- LNS Metwork Interface (0 NV_nvilltemp 2 Out nvilltemp SNVT_temp
= tn20 NV_nvo02lux ER nvo02lux SNVT e
- NV_nvi03lux 4 ou nvib3lux SNVT _lux

Figure 9: Result of an NV scan in LNS.

8. Select the scanned NVs for use in the gateway and click on the button M Use on
Device in the tool bar.

9. The data points are created as dynamic NVs under the Datapoints folder of the
CEA-709 Port folder.

10. Select the NVs under the port folder, which shall be mapped to BACnet. Click on the
speed button il Generate and connect selected in the tool bar.

11. The generated BACnet objects appear in the Datapoints folder under the BACnet

Port folder as shown in Figure 10. These objects are also automatically connected to
the respective NVs.

Datapoints | Local Connections | Global Connections | Connection Overview | Statistics | Web Interface

@ o | ‘ | Seh REF | II :: % Model No. 00 Auto Range 0 - 255
Datapeint Configuration + | Local datapoints - BACnet Port/Datapoints Name: Filter: - Include subfolders
p g
@ Imported ] Datapoint Name Mo. Param Direction «f ) 0 Object Name  Type Instance
5 BACnet EDE Fil B b = : YP
n ile
- BACnet Metwork Scan NV_nvo00temp 1 ] NV_nvo00temp Analog Input 0

-8 CEAT09 CSV File (0 Items) NV_nvol8switch_... 2 [ Out
- CEAT09 LNS Scan NV_nvo08switch 5.3 [
- CEAT09 Metwork Scan
- CEAT09 Devices from XIF
2 Device Templates <
- CEAT09 Device Templates

NV_nvo08swit... Analog Input 1
Out MNV_nvo08swit... Multistate Input 0

m

i | +

Properties | Manage Datapoints | Local Connections I Global Connections | Connection O\renriew|

- Basic Properties £ Name Value -

. Advanced Properties T b
Datapoint Description

- Expert Properties | =
‘.. All Properties Datapoint Name _NV_H"OMEH'ID
m Default Value @ B
Parameter ]
Datapeints (3 Items) Persistert ]

! Calendar (1 Items)

O o _an_a. Drecart Ushia

Figure 10: Auto-created BACnet Points in the BACnet Folder

12. Then download the configuration into the device by clicking the Download
Configuration speed button.

D (s 2] IEIBIQIHIEE-EE
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13. After the reboot of the device value changes in the NVs are propagated to the
connected BACnet objects and vice versa.

2.5 Configuration of the L-IOB I/O Modules

The L-1OB 1/0 modules can be attached either directly to the LIOB Connect bus or to the
LIOB-FT bus with standard TP/FT-10 wiring rules. Please visit the L-IOB User Manual [7]
for detailed hardware installation and terminal configuration instructions.

The L-INX Configurator uses a separate tab to configure the L-IOB devices. The L-IOB
device configuration can be done off-line and is shown in the following steps.

To Configure L-IOB I/0Os

1. Add L-l1OB devices on the LIOB tab from the supplied L-1OB templates using the Add
Device(s) button as shown in Figure 15.

Datapoints | Connections | Connection Dverviewl Statisticsl L-Aw'eb Proiectsl LogiCAD Files LIOB |W’eb|nterface|

=l LIOE Configuration
: ] Add Device(s] | Duplicate Device(s] | Delete Device(s] | Export template | Tranglation tables |
- LIOB-Chiller_1
i i LIOB-Heater_2  LIOB Devices
- L10B FT Station | Product Code  Device name | Daisy Chain | Minimum firmware version | Enabled | &llow upgr. | PIN | NID
LIDB-100 LIOB-Chiller Fﬁp 00:
2 LIOB-100 LIOBHeater [ 1.0 v
Up
Dawn
1| |

Figure 11: Add L-10B devices to the LIOB Connect bus.

2. Select a L-1OB device in the tree on the left-hand side and enter names for the terminals
by double-clicking into the Name column as shown in Figure 12.

Datapointsl Eonnectionsl Connection Dverviewl Statisticsl Lw'eb Proiectsl LogiCAD Files  LIOB |W’eb|nterface|

=] LICE Configuration Inputs # Outputs
LIEO?_IOB—ChiIIer_I Mr | Terminal | Mame . Hardware type DP count | Usge -
LIOB-Heater_2 Ternp Dutside] IM Analog/Digital 100
EFT 2 (] 3 U2 IM Analog/Digital 100 18 0
3 w3 Ui IN &nalog/Digital 10V 18 1]
4 U4 U4 IN &nalog/Digital 10V 18 1]
5 LS uis IN &nalog/Digital 10V 18 1]

Figure 12: Change L-10OB terminal names for your installation.

3. Select a terminal and change the object parameters to configure this terminal. You can
multi-select terminals and change the parameters for all selected terminals.
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[ atapoints | Connections EonnectioanerviewI Statistics | Lw'eb Projects | LogiCAD Files  LIOE |Web|nterface

=] LIOH Configuration ~Inputs # O utputs 1=
B LIoB Hr | Teminal | M Hardwiare tupe DF court | Use -
- L10B-Chiller_t ame o . .
-LIOB-Heater 2 Temp 0 0
2 Fioom Temp y iy 8 0
3 Uiz Ui IN Analong?g?tal 10 18 1] Copy Object(s)
4 U4 U4 IM Analog/Digital 10V 18 1] Faste Object(s]
5 uis uis IN Analog/Digital 10V 18 1]
o DIZ2 DI2 IN Digital 18 1]
11 A0 A01 OUT Analog 12 23 1]
12 a02 A02 OUT &nalog 124 23 a j
Previous | [zt |
i~ Object parameters
") | Mr Q| Param | Parameter narne | Parameter value | Uit Fange Drescription
1] I7 M ame Object name
1 |7 HardwareType IM Analog/Digi... Type of the [/0
2 |_ SignalType Resistance ;I Type of the input/output signal F
3 I7 Interpretation MTCI0K =~ I S pecifies how the input signal is interpreted
4 |7 Operatingtode Custom NTC Operation mode
5 [ SiniOnText  ellotd it text For 51 urit
E I_ LISUnit_CIFFT et MTCIKE Unit text for US unit
7 — [=PR T, Wil000 n it Crrmibimn Mom Aiml s fimms Al erminian j
Linear

Figure 13: Change L-10B parameters for the selected terminal(s).

4. On the Datapoints tab the data points for the LIOB terminals have been created. These
data points can be used, e.g., in the logiCAD IEC61131 program. For terminal inputs
the data point L1 x_Uly Input_Read will be used to read an input terminal and for
terminal outputs the data point L1_x_DOy_Output_Write will be used to set an output
terminal.

5. After downloading the L-INX configuration into the L-INX device, the L-1IOB input
and output terminals can be tested with the L-INX Web Ul. An example is shown in
Figure 14.

DLOYTEC

LINX-121
Logged in as
EGIT

Ie) LioB | LIOBFT
Device Info —
)
Confi - Value Feedback Status
g 8 LIOB-EG1 (Online) _Reload
Statistics - E01 Tempsensor un IN Analog/Digital 10V 3526 °C Normal OK
O
<
© Tempsensor ui2 IN Analog/Digital 10V 3535°C Normal  OK
L-Web —
S E£04 Tempsensor ui3 IN Analog/Digital 10V 36.04 °C Normal  OK
$‘ E06 Tempsensor UM IN Analog/Digital 10V 3563°C Normal OK
5 E01FK uis IN Analog/Digital 10V CLOSED Normal  OK
s £02 TK Eingang ui6 IN Analog/Digital 10V CLOSED Normal OK
Jou?
,C_J E03FK uir IN Analog/Digital 10V CLOSED Normal  OK

Figure 14: Test L-1OB inputs and outputs on the Web UI.

2.6 Getting started with logiCAD
Install the following software components which are available from the website:

o L-logiCAD setup package. This package installs the logiCAD software, which is
needed to design PLC programs for the L-INX device.
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e L-INX Configurator. This software is required to configure the device to provide the
necessary data points to the PLC and integrate the device into the CEA709 network.

e |logiCAD softlock license. This license is required to run logiCAD on your PC.

A detailed guide how to install the software components described above can be found in
Section 6.1 and Section 12.2.

To Start alogiCAD Project

1. After installing the necessary software components start logiCAD from the L-INX
Configurator by clicking the Start LogiCAD speed button.

DeHdoc (M 88 80 JQI.-E;E

2. The project wizard starts automatically as shown in Figure 15.

i}]logi.CAD Project Management . =1of x|
= Project Object Edt Window Tools Help

Dwe B ENE A E. &AM & 2P dERRR| X5 o,
PRO] | ‘

Project Wizard x|
-_

{” Open project

(¢ Create new project
" Delete project

" Restore project

Create New Project

The Wizard guides you through all steps necessary for
creating and configuring a new praject.

For example, choose a project template that specifies a
drawing norm and enter the required configuration data
conveniently.

IV Automatically open wizard < Back | Mext > I Cancel

< | |

| Page name: | Page no.:| Pos.:|

Figure 15: logiCAD project wizard

3. Select Create new project and press Next.
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v automatically open wizard

Project Wizard =

g Inthe first step vou define what kind of project vou want

Project template:
Project For LINK-11x
Project For LIN%-21x

Create New Project

o create.

Select from pre-defined templates that allow easy
pre-configuration of the project,

<B_ack| Next>l Cancel

Figure 16: Available project templates

4. Select the project template for the L-INX device (e.g., LINX-11x or LINX-12x).

¥ automatically open wizard

Project Wizard =l

@ In the second step vou define the data directory,

Project directary:
| C:lLogicAD-Projects |

Project name:
I Projekt

Create New Project

Choose the directory the new projeck should be created
in, and give the name of the project.

< Back | Mext = I Cancel

Figure 17: Project name and path

5. Specify the name of the project and the path where to store the project files, see Figure

17.
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Project Wizard

Project name:
Custamer name:
o Offer number:

Order number:

| 2ROJECT aME

| CUSTOMER NAME

| OFFER NUMBER:

| ORDER NUMBER.

& Customer order no.: | ORDER. MUMEER CUSTOMER,

Create New Project
Mow enter the project data,

“fou can change this data any time later in the Project
Properties,

ou may include this data in your documentation,

v automatically open wizard

= Back | Finish I Cancel

Figure 18: Additional information

6. After specifying additional information the new project is created by pressing the
Finish button.

7. As shown in Figure 19 below, expand the tree element Functionplans and double click
Plan_1 in order to start editing the plan.

[l logi.C AD Project Management: *C\LogiCAD-Projects' Tutorial-110" - Functionplans',Plan_1 -0l x|
§Ero]ect Object Edt ‘window Tools Help
DeE FEOD® A B, BB el 2@ QEBRG H =,
rROD | B Plan_t {unchanged) =181 x|
=S Voo 2
=+ N Functionplans - -
FF Plan_t

O M LOYTEC ]
©OE R LML

~oEE) 100ms :
8 1s H
£ 55 :

£ 60s

3EE Plan_1 B

= tandardLibs
CEAT09_Conw

N
- =] CEATO9_Enums
N

w3

CEATO9_Types

=0 SMWT_abs_humid k

= SMYT_alarm

= ST _alarm_2

= SMWT_amp

w2l SHWT_amp_ac

w2l SNYT_amp_F

cem=l SNWT_amp_mil

==l SMWT_angle

=1 SMWT_angle_deg

= ShWT_angle_F

w2 SMWT_angle_vel

w2l SNYT_angls_vel_f

wom2] SNYT_ares

om0 SNWT_bu_f

=0 SMWT_btu_kilo

=l SMWT_btu_mega

=l SMWT_char_ascil

w2l ShWT_chlr_status

w2l SMYT_clothes_w_s

~om=l SNWT_clathes_wi_c
: ém:l’jztzzz’x": VAR | VAR GLOBAL VAR_EXTERNAL | vaR ACTION | FE INSTANCE |

=l SMWT_color Mame # | Declaration | Initial value | Longname | Attribute | Type

=l SMWT_config_sre

-2l SNWT_count

~m2] SNWT_count_32

~om=l SNWT_count_f

=0 SMWT_count_inc

=l SMWT_count_inc_f

= ShWT_chrl_req

== ET

w2l ST

Page name: | --- Fageno.| Al Pos.:

Figure 19: Edit Plan_1

8. Inthe new LogiCAD project there are no external variables yet. To expose data points
from the L-INX to the logic program, activate the PLC check box of the corresponding
data points in the Configurator, e.g., the L-IOB 1/Os of the universal input or any other
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data point such as a network variable, user register or BACnet object.

Diakapaint Marme | Direction .",7 ) __,j B | Register Name
L1_1_UIZ_Input_Read In L1_1_UIZ_Input
Li_1_UIZ_IoStatus_Read In L1_1_UIZ_IOStatus

9.  When you have completed selecting the PLC data points, click the Export variables to
LogiCAD speed button while LogiCAD is running.

D E| @ | &2 o e IEIEEIvaIﬂmz

10. The data points now appear as variables in LogiCAD in a folder under the device
folder. The folder is named specific to the technology of the data points, e.g. LIOB for
all L-10B 1/Os that are exposed as a PLC variable. An example is shown in Figure 20.

5 logi.CAD Projekimanagement: “C:\LogiCAD-Projects\Projekt” - LOYTECALINX-12x\LI0B

Projekt  Objekk Bearbeiten Ansicht Fenster Tools Hilfe

s & [O)g 5 0. DEE M R PEOERR B ¥
User Registers (ungesndert)  LIOB {ungedndert) |
= @ Projkt VAR_GLOBAL |
—|- =] Functionplans
‘ Plan_1 Deklaration Initilisierungsw, .. | Langname Phys, Adr,
- M LOVTEC JLB/L1_1_UI8_Input_Read el Joo Jum  Jemr |
= B LINE-12% JLB/L1_1_DO7_Output_Read BOOL DO7 %I
%5 100ms JLB/L1_1_DO4_Output_Read BOOL ale) Hal
& 1s JLB/L1_1_DO1_Output_Read BOOL Do1 %I
ﬂ S5 JLEfLL_1_UI1_Input_Read REAL 0.0 Temp Cutside %ol
() 60s JLEfL1_1_UIS_Input_Read REAL 0.0 IS %l
; Plan 1 JLBJL1_1_DI1_Input_Read BOOL DIt %1
;Zg EZZ:EFTER;E::” ILE/L1_1_DO2_output_Read Bl Doz %l
}o‘,’ CEA?DQg JLE/LL_1_UI2_Input_Read REAL 0.0 Roorn Terp Ul
Eo‘:’ Do JLBJL1_1_DOS_Output_Read BOOL DOS %I
4 0 standardlibs JLBJL1_1_DOS_Output_Read BOOL DOS %I
JLBJL1_1_UI6_Input_Read REAL 0.0 e %I

Figure 20: Exposed PLC data points appear in LogiCAD

11. Now the logic can be developed on the function plan.

12. For later debugging, it is good practice to add online test fields to the drawing, to
display the current value of the signals during online test. To do this, right-click on the
value output of the left function block and select Create OLT Field from the context
menu, as shown in Figure 21.

A e e
Fuinch_inpus s ATHVT value T witeh_output !

tate Zoom (3993, »

SHVUT_switch Select Line

Create AC

Create OLT Field [~ ‘

Help F1

o To »

Figure 21: Create online test fields

13. Place the fields above and below the drawing as shown in Figure 22, then press the
Save button to save your changes.
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Figure 22: Online Test fields

14. Finally, open the context menu of the LINX-11x device again and select Code
Generation. In the dialog, press the button Start to start the code generation process.
On success, the code generation window reports Errors=0 and Warnings=1.

15. Close the window by pressing the OK button. Now the compiled IEC61131 program
can be downloaded to the device. Right-click the tree element LINX-11x and select
Download from the context menu. A connection dialog will appear and ask for the type
of connection and additional information.

i1} logi.CAD Project Management: "C:\LogiCAD-Project: =10l x|
= Project Object Edt Window Todls Help
D | B0 A B. B EE e BRE PH EERR EE e,
PrOI | 3 Plan_1 (unchanged) =18 x|
=4 Tutoria-110 - - - 1
E_‘ N Functionplans R -
I Plan_1 =
£l LOVTEC
bR LMk
{5 100ms :
. i3 1s : /
il os B - |
5] e0s Fmineh_ingus 8 . Connect to Target System x| TN |
3 Plan_t :
. T} IEC61131 variables ||| Driver: ITCPﬂ[P |
B g Stendardibs B - Communication Settings
N CEA7O9_Conv K
N CEA709_Enums R Tar §
oetaddress:  [lo2ten 942
N CEA709_Types X 192,168,19.42 %
' DataTye E Part: fos
N IECE1131-3 R
N IECA1131-3_(Ext) :
N logilbrary
N Loytec_Support

‘ [~ Save settings and uss them when reconnecting

without asking

VAR | VAR GLOBAL
Mame  / Declaration
=+ qwitch_input ST _switch Lﬁdl LOVTEC

<Slswitch_output | SMYT _switch CrProgrammeL

Page name: [ 0001 Pageno.:[ A0 Pos.[ ZzjeE

Figure 23: IEC61131 program download

16. Select the TCP/IP communication driver and enter the target address as configured in
Section 2.2. Start the download process by pressing the OK button.

17. After the download completed check the PLC LED. If it is steady green, the logic is not
yet running. Reboot the L-INX to start the IEC61131 program.

2.7 Connect with an OPC XML-DA Client

After the configuration has been downloaded to the L-INX it is ready to serve OPC XML-
DA clients. All data points with the OPC check box activated will be exposed. Connect to
the L-INX using the URL

http://192.168.24.99/DA,
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given that 192.168.24.99 is the IP address of the device. Note, that by default, writing to
OPC tags needs basic HTTP authentication using the password for the operator user. This is
‘operator’ by default.

2.8 Reset to Factory Defaults

In case the password of the device or the PIN code of the LCD Ul has been forgotten you
may need to reset the device back to factory defaults to gain access again. On the L-INX
models 10X, 11X, 20X, 21X press the service button and power-cycle the device. On the
L-INX models with the jog dial press the jog dial and power-cycle the device. Keep the
button/jog dial pressed until the port LEDs illuminate orange permanently. Release the
button/jog dial within five seconds from that time on to reset the device to factory defaults.
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3 Hardware Installation

3.1 Enclosure

3.1.1 LINX-10X/11X

The LINX-10X/11X enclosure is 107 mm wide for DIN rail mounting, following
DIN 43 880 (see Figure 24).

Mr===[T1

Ethernet DIP Switch 8
1234567

nnnnnn

AEARAH|) - | ——HER
o —IE{ Y

OPC/PLC FT,CNIP CS/RNI Ethernet Console Power Status Button

Status Status LEDs LED LEDs Connector LED nd LED
u| \ \ = / / 1
\\ \\ / I / L

o
serial % 9
OLOYTEC ‘11 TG
L1BA £BA -
(0/0/040/6/0) @.@
123 456 1516 17 \
LT —
pogoeg = = |peg S
- 107 N
) 112 _

Figure 24: LINX-10X/11X Enclosure (dimensions in mm).
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3.1.2 LINX-12X/15X

The LINX-12X/15X enclosure is 159 mm wide for DIN rail mounting, following
DIN 43 880 (see Figure 25).

w

Power USB Ethernet 2
HHET — ErEE i e T
HEA] E‘UU I[LJI[ |

— EE

Jog OPC, PLC Ethernet USB, FT Modbus M-Bus
Dial LEDs LEDs SD Card LEDs LED LED
N \ = \\ \ JTL|

h“wr}!loevusa MXROSD T

UOB-FT  MUOBUS  ET

L-INX

Automatlon Server

Ethernet 1| Ethernet 2 L‘“” MDDB
-n-mnn

DLOYTEC

LINX-120

89
100

PWR @3 @3 €2 24vac/oc |0t SERE

= = Eodbedboded

164

Figure 25: LINX-12X/15X Enclosure (dimensions in mm).
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3.1.3 LINX-20X/21X

The LINX-20X/21X enclosure is 107 mm wide for DIN rail mounting, following
DIN 43 880 (see Figure 26).

Mr===T1

[=]
O

N

OPC/PLC MS/TP BACnet/IP, Ethernet Console Power Status Button
and LED

Status LED BBMD LEDs LEDs Connector LED
N = | 3
\ I | ]

Ethernet DIP Switch
1234567

HEH

| |

' \, R s
@.;;L_Eﬁ B -

000 RO
4 5 6 1516 17 v

EE '

) 107 -

) 112 -

Figure 26: LINX-20X/21X Enclosure (dimensions in mm).
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3.1.4 LINX-22X

The LINX-22X enclosure is 159 mm wide for DIN rail mounting, following DIN 43 880
(see Figure 27).

=

w
Power USB Ethernet 2
HEA] E‘UU I[LJI[

- st

Jog OPC, PLC Ethernet USB, MS/TP FT Modbus M-Bus
Dial LEDs LEDs SDCard LED LED LED LED
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NN

Made i Ausria Eunemnct @4rUsB  MCROSD MY/TP  LBFT  MODBUS  EXT

(DLOYTEC L-".\lX

Automation Server

MS/TP LIOB-FT MODBUS

LINX-220

PLC OPC

89
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164

Figure 27: LINX-22X Enclosure (dimensions in mm).
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3.1.5 LGATE-900

The LGATE-900 enclosure is 107 mm wide for DIN rail mounting, following DIN 43 880
(see Figure 28).

Mr=—==IT

Ethemet DIP Switch ]
1234567
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MS/TP FT, CNIP BACnet/IP Ethernet Console Power Status Button
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' E\é/ [ﬁ % .
———d o sin S =]
) @- X
00 G0 | 100BaseT Q!’Tu:;‘f“fg GHE
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L]
ooopog — ocg ’
- 107 .
112 .

Figure 28: LGATE-900 Enclosure (dimensions in mm)
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3.1.6 LGATE-950

The LGATE-950 enclosure is 159 mm wide for DIN rail mounting, following DIN 43 880
(see Figure 29).

w
Power USB Ethernet 2
[EEA] E‘UU I[LJI[
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Figure 29: LGATE-950 Enclosure (dimensions in mm).

3.2 Product Label

3.2.1 LINX-10X/11X

The product label on the side of the LINX-10X/11X contains the following information (see
Figure 30):

e L-INX order number with bar-code (e.g., LINX-100, LINX-111),

e serial number with bar-code (Ser#),

e unique node ID and virtual ID of each port (NID1, VID1) with bar-code,
e Ethernet MAC ID with bar-code (MACL1).
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Node ID of CEA-709 Port 1

Virtual (Node) ID of CEA-852 port (Ethernet)

dlIh
LOYTEC electronics GmbH
MAC address of CEA-852 Ethernet port NIDL TN |y q0q Date Code

B810000F12A07

ShvIod N i (€ l.'@
B10000F12A08
LTI L

UOUABOUFFAAT
W12/2010

== MV TAL
006101810000F12A07

Serial number of the device J \

Figure 30: LINX-10X/11X product label.

Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the L-INX for documentation purposes. A virtual 1D (VID) is a Node ID
on the IP channel.

3.2.2 LINX-12X/15X

The product label on the side of the LINX-12X/15X contains the following information (see
Figure 31):

e L-INX order number with bar-code (e.g., LINX-120, LINX-151),

o serial number with bar-code (Ser#),

e unique node ID and virtual ID of each port (NID1, VID1) with bar-code,
e Ethernet MAC ID with bar-code (MACL1).

Node ID of CEA-709 Port 1

Virtual (Node) ID of CEA-852 port (Ethernet) , \

LOYTEC electronics GmbH
MAC address of CEA-852 Ethernet port S ——

I
VBB Linx-121

I
( v e (€ FE

C1
MACT NI e g e

W12/2010

sl L1110
006101810000F12A07

Date Code

Serial number of the device J \

Figure 31: LINX-12X/15X product label.

Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the L-INX for documentation purposes. A virtual ID (VID) is a Node ID
on the IP channel.

3.2.3 LINX-20X/21X

The product label on the side of the LINX-20X/21X contains the following information (see
Figure 32):

e  L-INX order number with bar-code (e.g., LINX-200, LINX-211),
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e Date Code, which defines the production week and year,
e  Serial number with bar-code (Ser#),

e MAC address of Ethernet port with bar-code (MAC1).

MAC address of Ethernet port dlIh

LOYTEC electronics GmbH

ol 111171 e
00DABOD12858 (E RC

MADE IN EC
W12/2010

=<V
00610181 1

Q0DOF12A07

Date Code

Serial number of the device J \

Figure 32: LINX-20X/21X product label.

Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the L-INX for documentation purposes.
3.2.4 LINX-22X

The product label on the side of the LINX-22X contains the following information (see
Figure 33):

e  L-INX order number with bar-code (e.g., LINX-221),
o Date Code, which defines the production week and year,
o  Serial number with bar-code (Ser#),

e MAC address of Ethernet port with bar-code (MAC1).

MAC address of Ethernet port j \

LOYTEC electronics GmbH

= (I e
000AB0012856 (€ m

MADE IN EC
W12/2010

7

Date Code

===+ NI
1 1

006101810000F 1241

o

Serial number of the device

Figure 33: LINX-22X product label.

Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the L-INX for documentation purposes.

3.2.5 LGATE-900

The product label on the side of the LGATE-900 contains the following information (see
Figure 30):

e LGATE-900 order number with bar-code,

e Date Code, which defines the production week and year,
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o serial number with bar-code (Ser#),
e unique node ID and virtual ID of each port (NID1, VID1) with bar-code,
e  Ethernet MAC ID with bar-code (MAC1).

Node ID of CEA-709 Port 1

Virtual (Node) ID of CEA-852 port (Ethernet)

dlTh

LOYTEC electronics GmbH

MAC address of Ethernet port o m——
( viDl “3-“:935';%“ (€ m
o |IMMUII 05

OO0ABO 2658
o | T BT

006101810000 12A07
Serial number of the device

.

Figure 34: LGATE-900 product label.

Date Code

Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the device for documentation purposes. A virtual ID (VID) is a Node ID
on the IP channel.

3.2.6 LGATE-950

The product label on the side of the LGATE-950 contains the following information (see
Figure 31):

e LGATE-950 order number with bar-code,

o Date Code, which defines the production week and year,

e serial number with bar-code (Ser#),

e unique node ID and virtual ID of each port (NID1, VID1) with bar-code,
e Ethernet MAC ID with bar-code (MACL1).

Node |1D of CEA-709 Port 1

Virtual (Node) 1D of CEA-852 port (Ethernet) f \

LOYTEC slestronics GmbH

MAC address of CEA-852 Ethernet port A————| -1,
( WiB1 ":!"(ﬂ,ﬂ,-‘m-,.l,"" (E m
MACT NUNERNARRNRRAN e (1

Wi22o1

L
Serial number of the device J \

Figure 35: LGATE-950 product label.
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Unless stated otherwise, all bar codes are encoded using “Code 128”. An additional label is
also supplied with the device for documentation purposes. A virtual ID (VID) is a Node ID
on the IP channel.

3.3 Mounting

The device comes prepared for mounting on DIN rails following DIN EN 50 022. The
device can be mounted in any position. However, an installation place with proper airflow
must be selected to ensure that the device’s temperature does not exceed the specified range
(see Chapter 18).

3.4 LED signals

3.4.1 Power LED

The power LED lights up green when power is supplied to the power terminals.

3.4.2 Status LED

This LED is available on L-INX models 10X, 11X, 20X, 21X and on LGATE-900 only.
The device is equipped with a red status LED (see Figure 26). This LED is normally off.
During boot-up the status LED is used to signal error conditions (red). If the fall-back image
is executed the status LED flashes red once every second.

3.4.3 OPCLED

The OPC Server LED illuminates green when at least one OPC client is connected to the
OPC server. The LED flickers on OPC XML-DA traffic activity.

3.4.4 PLCLED

The three-color PLC LED indicates the state of the IEC61131 kernel and the IEC61131
program (see Figure 26). Table 2 shows the different LED patterns and their meaning. This
LED is not available on the L-INX models 10X, 20X. On L-INX models with a green LED
(12X, 15X, 22X) an alternative pattern is used.
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Behavior

Description

Comment

GREEN permanent

No IEC61131 program running

The IEC61131 kernel is running but
either there is no IEC61131 program to
execute or the program execution was
stopped.

GREEN flashing slow

Normal condition, IEC61131

The IEC61131 kernel and program were

GREEN flashing fast in
an on-on-pause pattern

at1Hz program running successfully loaded. The IEC61131
program is executed.

ORANGE 1/0 driver disabled The /O driver is disabled, that is that no

or updates from or the IEC61131 program

were handled.

RED
or
GREEN flashing fast

CPU overload

CPU load exceeded 80%. Modify the
PLC program to reduce CPU load in
order to guarantee normal system
operation (for example, reduce the cycle
time of the program).

OFF

IEC61131 kernel not started

A problem occurred while starting the
IEC61131 kernel. No IEC61131 features
available.

Table 2: PLC LED Patterns

3.4.5 FT Activity LED

The FT port on the device has a three-color LED (green, red, and orange, see Figure 26).
Table 3 shows different LED patterns of the port and their meaning.

Behavior Description Comment

GREEN flashing fast
GREEN flashing at 1Hz

Traffic

The OPC node or LINX-101"s router port is
unconfigured

On the LINX-101 this LED only
stops flashing if both, node and
router, are commissioned.

RED permanent
RED flashing fast

RED flashing at 1 Hz
(all ports)

ORANGE permanent
ORANGE flashing fast

Port damaged

Traffic with high amount of errors

Firmware image corrupt Please upload new firmware.

Port disabled
Traffic on port configured as management port
Table 3: CEA-709 Activity LED Patterns.

e.g., using LSD Tool

e.g., using LSD Tool

3.4.6 MSTP Activity LED

The MS/TP port has a three-color MSTP Activity LED (see Figure 26). Table 4 shows the
different LED patterns of the port and their meaning. A permanent color reflects a state.
Flicker is for 25 ms when there is activity on the MS/TP data link layer.
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Behavior Description Comment
GREEN permanently, Multi-Master, token ok, flicker when traffic Normal condition on a multi-master
flicker off MS/TP network.

ORANGE flicker

Sole master, flicker when traffic Normal condition on a single-master
MS/TP network.

GREEN

RED permanent, flicker Token lost state, flicker when transmit Cable might be broken.

attempt

RED flash fast

Transmission or receive errors This indicates bad cabling.

Table 4: MS/TP Activity LED Patterns.

3.4.7 Ethernet Link LED

The Ethernet Link LED lights up green whenever an Ethernet cable is plugged-in and a
physical connection with a switch, hub, or PC can be established.

3.4.8 Ethernet Activity LED

The Ethernet Activity LED lights up green for 6 ms whenever a packet is transmitted or
received or when a collision is detected on the network cable.

3.4.9 CNIP LED

This LED is available on L-INX models 10X, 11X only. The CNIP LED is a three color
LED that indicates different operating states of the device’s CEA-852 device.

Green: The CEA-852 device is fully functional and all CEA-852 configuration data
(channel routing info, channel membership list, send list) are up-to-date.

Green flicker: If a valid CEA-709 packet is received or transmitted over the IP channel the
CNIP LED turns off for 50 ms. Only valid CEA-709 IP packets sent to the IP address of the
LINX-10X can be seen. Stale packets or packets not addressed to the device are not seen.

Yellow: Device is functional but some configuration data is not up-to-date (device cannot
contact configuration server but has configuration data saved in Flash memory)

Red: Device is non-functional because it was rejected from the CEA-852 IP channel or
shut-down itself due to an internal error condition.

Off: Device is non-functional because the CEA-852 device has not started. This can be the
case if the device uses DHCP and it has not received a valid IP configuration (address) from
the DHCP server.

Flashing red at 1 Hz: Device is non-functional because the CEA-852 device is started but
has not been configured. Please add the device to a CEA-852 IP channel (register in
configuration server).

Flashing green or orange at 1 Hz: The device’s CEA-709 side of the gateway has not been
commissioned yet. The color indicates the CEA-852 IP channel status as described above.

3.4.10 CS/RNI LED

This LED is available on L-INX models 10X, 11X only. On the CEA-709 L-INX with the
router option this LED indicates the status of the CEA-852 configuration server. If
illuminated green, the configuration server is enabled.

On the CEA-709 L-INX without the router option this LED indicates the remote network
interface (RNI) status. The LED is dark, if RNI is not supported by this device or the
interface is not enabled. The LED is green, if the RNI is currently in use.
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3.4.11 BACnet/IP LED

This LED is available on L-INX models 20X, 21X only. The BACnet/IP LED flashes green
for 25 ms when BACnet packets are transmitted or received over the BACnet/IP interface.

3.4.12BBMD LED

This LED is available on L-INX models 201, 211 and on LGATE-950 only. The BBMD
LED is permanent green if BBMD is enabled. Otherwise, it is off.

3.4.13 Wink Action

If the CEA-709 device receives a wink command on any of its network ports, it shows a
blink pattern on the CNIP and the CEA-709 activity LEDs. The CEA-709 activity and the
CNIP LED turn green/orange/red (each 0.15 s). This pattern is repeated six times. After
that, the CNIP LED flashes orange six times if the wink command was received on the IP
channel or the CEA-709 activity LED flashes orange six times if the wink command was
received on the CEA-709 channel. After that the device’s LEDs resume their normal
behavior.

3.4.14 Network Diagnostics

The CEA-709 device provides simple network diagnostics via its CEA-709 activity LED:

If the LED does not light up at all, this port is not connected to any network segment or the
connected network segment currently shows no traffic.

If the LED is flashing green, the network segment connected to this port is ok.

If the LED is flashing red, a potential problem exists on the network segment connected to
this port. This state is referred to as overload condition.

A port overload condition occurs if
e the average bandwidth utilization of this port was higher than 70 %, or
o the collision rate was higher than 5 %, or

e more than 15 % CRC errors have occurred on a port with a power-line transceiver, or
more than 5 % on a port with a transceiver other than power-line, or

e the device was not able to process all available messages.
For a deeper analysis of the reason for the overload condition, it is recommended to use a

protocol analyzer (e.g., LOYTEC’s LPA) or a similar tool. The exact reason of the overload
condition can also be determined with the LSD Tool.

3.5 Status Button

The L-INX models 10X, 11X, 20X, 21X and the LGATE-900 are equipped with a status
button (see Figure 26). When pressing the status button shortly during normal operation of
the device, it sends a “Service Pin Message” on the active CEA-709 network port (FT or
CEA-852) and a BACnet “I Am” message on all active BACnet data link layers. As an
alternative to pressing the status button, a service pin message can be sent via the Web
interface (see Section 4.1).

The status button can also be used to switch the device back to factory default state. Press
the service button and power-cycle the device. Keep the button pressed until the port LEDs
illuminate orange permanently. Release the button within five seconds from that time on to
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reset the device to factory defaults. Alternatively, the device can be switched back to factory
defaults over the console Ul (see Section 16.2.2).

3.5.1 Resetting Forwarding Tables

This function is available on CEA-709 models with the router option. In order to reset the
forwarding tables of the device’s router, the status button needs to be pressed for at least 20
seconds during normal operation of the device. Resetting forwarding tables means:

e  Resetting the CEA-709 transceiver to the standard values.

e  Setting all ports to unconfigured.

o  Clearing the group forwarding, the subnet/node forwarding and the router domain table
when used in smart switch mode.

e Clearing the device status and statistic data.

e But does not clear the IP address, the CEA-852 configuration settings, and the data
point configuration.

All this is done when the button is released. Afterwards a reset is performed to let the
changes take effect.

Important:

If the L-INX is moved from one location to another or if major changes to the
configuration of the network are made, it is recommended to reset the configuration to
factory defaults.

Important:

Wait at least 30 seconds after power-up of the device before pressing the Status Button to
ensure that the device has booted properly!

3.6 LCD Display and Jog Dial

Device models with an LCD display can also be configured to their basic settings through
jog dial navigation on the LCD UI. The main page of the LCD Ul is shown in Figure 36. It
displays the device’s IP address, hostname, CPU load, system temperature and supply
voltage.

Below are menu items. Turn the jog dial to navigate between menu items and press to enter
a menu or go into selection mode. When in selection mode turn the jog dial to alter the
value and press again to quit the selection. The Datapoints »» menu allows browsing
through the data points on the device.

LOYTEC LIM#-151
LIM®151-053
192.168.24.156
LIOE .~ LIOB-FT-¥
o oox FroEl g oeec =
Datapoints ==
Dewice Settings =

Figure 36: Main Screen of the LCD Ul.

The Device Settings »» menu allows configuring basic device settings. Navigate to the
Device Mgmt »» sub-menu, which is displayed in Figure 37.
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TCF-IF Setup
50 Card w=
USE Storage

Send L-DISCO message
Reload config

Reboot swstem

Figure 37: Device Management Menu on the LCD UI.
This menu gives you the following options for basic device configuration:
e  TCP/IP Setup: This menu allows configuring the device’s IP address.
e Send ID messages: When selecting this menu, the device sends out service pin,
BACnet I-Am, and identification broadcasts for finding the device in the L-Config tool

on all applicable ports.

e Reload config: By choosing this menu, the device performs a quick restart by
reloading its configuration only.

e Reboot system: By choosing this menu, the device performs a full reboot.

e Clear DP config: By choosing this menu, the user can clear the devive’s entire data
point configuration. This is equivalent to the same Web Ul function. The IP address as
well as other settings needed to reach the device are not deleted.

e Factory Defaults: By choosing this menu, the user can reset the entire device to its
factory default. Also IP addresses are cleared.

¢ Remote Config: When enabling this option, the LWEB-822 master device manager
restores the last saved configuration to the discovered device, if it has no configuration
yet. This feature is beneficial when replacing a device.

e Change PIN: Alter the default PIN to any 4-digit number to protect certain operations
on the LCD UI. The user will be prompted to enter the PIN on protected areas.

3.7 DIP Switch Settings

The DIP switch assignment for the device is shown in Table 5. Please leave all switches at
default state. Note, that the L-INX models 12X, 15X, 22X and the LGATE-950 do not have

DIP switches.

DIP Switch # Function Factory Default
1 Must be OFF OFF

2 Must be OFF OFF

3 Must be ON ON

4 Must be OFF OFF

5 Must be OFF OFF

6 Must be OFF OFF

7 M-Bus enable OFF

Table 5: DIP Switch Settings.
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3.8 Terminal Layout and Power Supply

3.8.1 LINX-10X/11X

The LINX-10X/11X provides pluggable screw terminals to connect to the network as well
as to the power supply. The screw terminals can be used for wires of a maximum thickness
of 2.5 mm?/AWG12. The device can either be DC or AC powered.

Terminal Function

Modbus RS-485 Ground

Modbus RS-485 Non-Inverting Input

Modbus RS-485 Inverting Input

Earth Ground

CEA-709 A, B of TP/FT-10 Channel Port

Ethernet 100Base-T

15 Earth Ground

16, 17 Power Supply 12 — 35 VDC or 12 — 24 VAC = 10 %
Do not connect terminal 17 to earth ground!

Table 6: LINX-10X/11X Terminals.

(o)}
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3.8.2 LINX-20X/21X

The LINX-20X/21X provides pluggable screw terminals to connect to the network as well
as to the power supply. The screw terminals can be used for wires of a maximum thickness
of 2.5 mm?/AWG12. The device can either be DC or AC powered.

Terminal Function

4 BACnet MS/TP / Modbus RS-485 Ground

5 BACnet MS/TP / Modbus RS-485 Non-Inverting
Input
BACnet MS/TP / Modbus RS-485 Inverting Input

8 Ethernet 100Base-T

15 Earth Ground

16, 17 Power Supply 12 — 35 VDC or 12 — 24 VAC = 10 %
Do not connect terminal 17 to earth ground!

Table 7: LINX-20X/21X Terminals.

3.8.3 LGATE-900

The LGATE-900 provides screw terminals to connect to the network as well as to the power
supply. The screw terminals can be used for wires of a maximum thickness of 2.5
mm?%AWG12. The device can either be DC or AC powered.
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Terminal Function

BACnet MS/TP Ground

BACnet MS/TP Non-Inverting Input

BACnet MS/TP Inverting Input

Earth Ground

CEA-709 A, B of FT-10 Channel Port

Ethernet 100BaseT

15 Earth Ground

16, 17 Power Supply 12-35 VDC or 12-24 VAC * 10%
Do not connect terminal 17 to earth ground!
Table 8: LGATE-900 Terminals.

(o)}
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3.9 Wiring

3.9.1 LINX-10X/11X

The CEA-709 network segment connected to the LINX-10X/11X needs to be terminated
according to the rules found in the specification of the transceiver (see Section 14.1).

Important: When using shielded network cables, only one side of the cable should be connected to
earth ground. Thus, the shield must be connected to earth ground either at the
LINX-10X terminals or somewhere else in the network.
Important: Never connect terminal 17 to earth ground!
e
e ofEe
. serial power  status
(DLOYTEC e, 470 e
4B A Ao lk
oot EEO
gu
Power Supply
Ethernet
(-
Figure 38: Connecting the LINX-10X/11X.
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3.9.2 LINX-20X/21X
If BACnet over MS/TP is enabled, the MS/TP network segment must be properly
terminated with an LT-04 network terminator connected at each of the two ends of the

segment media.

When using 2-wire MS/TP, earth ground must be connected to both terminal 15 and 16

Important:
(see Figure 39a). Never connect terminal 17 to earth ground!
®.,0 0.0 ®.,0 .0.0
| o ofERRc/o® | o ©/Fclc®
. el power  status . serial power  status
(DLOYTEC ESAWE, arTor (DLOYTEC TEE do o
At AR L+ - S
000 ©/0/0) 000 ©0/0)
- - |
2-wire Power Supply 3-wire Power Supply
MS/TP Ethernet MS/TP Ethernet
O m O
(@) (b)

Figure 39: Connecting the LINX-20X/21X: (a) 2-wire MS/TP, (b) 3-wire MS/TP.

3.9.3 LINX-12X/15X
The terminals and wiring information for the LINX-12X/15X can be seen in Figure 40. The
CEA-709 network segment connected to the LINX-10X/11X needs to be terminated
according to the rules found in the specification of the transceiver (see Section 14.1).
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3.94

0
USB-B
0 O () :]SDO @] _O/, @]
[e)e) micro
RESET
o0
DISPLAY DIAL
USB1 Ethernet1 FT-10 LIOB-FT Modbus EXT
USB2 Ethernet2 4 56 7 8 9 101112131415
| T T T T T
= +24-35VDC  2x 10/00Base-T LB ALBA S+-2BA
~ ~24 VAC (RJ45) \ " e 8
2 x USB-A CEAT08 | _ EIA485 ]
LIOB-FT M-BUS
Connectors Connectors
POWER | 1|Power supply input EARTH GND USB1 USB-A | USB Host
2| Power supply input MINUS usB2 USB-A | USB Host
Can be connected to EARTH GND| | USB-B USB-B | PC
3| Power supply input PLUS Ethernet1 |RJ45 | 10/100Base-T
Must NOT be connect to Ethernet2 | RJ45 | 10/100Base-T
EARTH GND microSD | slot microSD card
CEA-709 | 4|Input EARTH GND max. 2 GB
TP/FT-10| 5|Input B
6| Input A
LIOBFT | 7|Input EARTH GND Buttons
8|Input B RESET | Reset
9/Input A DIAL Turn-and-Push Dial
Modbus |10]Input GND <=2, Weidmiller
ElA-485 |11 Input + < BLZP 5.08/03/180
12| Input — 5
EXT 13| Input GND 0.2-2.5mm
M-Bus  |14|Input B ——
15| Input A 7

LINX-22X

Figure 40: Connecting the LINX-12X/15X.

The terminals and wiring information for the LINX-22X can be seen in Figure 41. If
BACnet over MS/TP is enabled, the MS/TP network segment must be properly terminated
with an LT-04 network terminator connected at each of the two ends of the segment media.
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3.9.5 LGATE-900

M — ,I :l
USB-B
co —o o 04,0
00 microSD _/
RESET
(o)e]
DISPLAY DIAL
USB1  Ethernet1 MSTP LIOB-FT Modbus EXT
USB2 Ethermet2 4 56 7 8 9 101112131415
0 T T T T T \1 D
% OISO OISO NSIO OISIO)
> — +24-35VDC  2x10/100Base-T z+—,J-,BA S+-8pa
~ ~24VAC (RJ45) o ;o o,
2 X USB-A BACnetMS/TP | ElA-485 |
LIOB-FT M-BUS
Connectors Connectors
POWER | 1|Power supply input EARTH GND usB1 USB-A | USB Host
2| Power supply input MINUS usB2 USB-A | USB Host
Can be connected to EARTH GND | | USB-B USB-B | PC
3| Power supply input PLUS Ethernet1 | RJ45 | 10/100Base-T
Must NOT be connect to Ethernet2 | RJ45 | 10/100Base-T
EARTH GND microSD | slot microSD card
BACnet | 4|Input GND max. 2 GB
MS/TP 5| Input +
6| Input —
LIOBFT | 7| Input EARTH GND Buttons
8|Input B RESET | Reset
9/Input A DIAL Turn-and-Push Dial
Modbus |10 Input GND ===, Weidmiller
ElA-485 |11 Input + ~ BLZP 5.08/03/180
12| Input — )
EXT 13[Input GND 0.2-2.5 mm
M-Bus |14 |Input B ]
15| Input A 7

Figure 41: Connecting the LINX-22X.

The CEA-709 network segment connected to the LGATE-900 needs to be terminated
according to the rules found in the specification of the transceiver (see Section 14.1). If
BACnet is configured to run over MS/TP, the MS/TP network segment must be properly
terminated with an LT-04 network terminator connected at each of the two ends of the
segment media.

Important: When using shielded network cables, only one side of the cable should be connected to
earth ground. Thus, the shield must be connected to earth ground either at the L-GATE
terminals or somewhere else in the network.

Important: When using 2-wire MS/TP, earth ground must be connected to both terminal 15 and 16
(see Figure 39a). Never connect terminal 17 to earth ground!

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual

60

LOYTEC

L-GAT

1+- +BA
OOR OeE 18T

o[EER|o[e-9

LOYTEC & I %
e GO0

©

power  status

1235 VDC NPT o
1224 8C, 4070k

3.9.6 LGATE-950

Ethemet

(@)

Power Supply

LGATE
7 %o o[Ele®
Q@ serial el S e
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Power Supply
Ethernet
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Figure 42: Connecting the LGATE-900: (a) 2-wire MS/TP, (b) 3-wire MS/TP.

The terminals and wiring information for the LGATE-950 can be seen in Figure 43. The
CEA-709 network segment connected to the LGATE-950 needs to be terminated according
to the rules found in the specification of the transceiver (see Section 14.1). If BACnet over
MS/TP is enabled, the MS/TP network segment must be properly terminated with an LT-04
network terminator connected at each of the two ends of the segment media.
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Figure 43: Connecting the LGATE-950.
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4 \Web Interface

The L-INX/L-GATE comes with a built-in Web server and a Web interface to configure the
L-INX and extract statistics information. The Web interface allows configuring the IP
settings, CEA-709, CEA-852, BACnet and other configuration settings.

4.1 Device Information and Account Management

In a Web browser, enter the default IP address 192.168.1.254 of the device. Note that if
your PC has an IP address in a subnet other than 192.168.1.xxx, you must open a command
tool and enter the following route command to add a route to the device.

To Add a Route to the Device

1.

2.

Windows START = Run
Enter ‘cmd’ and click OK.

In the command window enter the command line

route add 192.168.1.254 %COMPUTERNAMES%

In Windows7 replace %COMPUTERNAME% with the PC's actual IP address.
Then open your Web browser and type in the default IP address ‘192.168.1.254°.

The device information page should appear as shown in Figure 44.
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LINX-120
T'_‘) General Info
Device Info e Product code LINX-120
Conﬂg g Hostname linx120sts, 192 166 24 120
(W) Firmware LINX-AT91 Primary Image
Statistics a Version 400
o Build date 2010-08-17 13:39:26
L-Web c Serial number 016101-30000009FFF4
LIOB =] Free memory A8784K, 0K
vy
N Free flash 167024K
Reset o) CPU load 5.0%
g System temperature 41.0°C
Contact 45 Supply voltage 230V
Logout =
Project Information
Project file test-sched4.linx2
Project name Unnamed Project
Project timestamp | 2010-09-17 08:54:56
CEA-709 application unique node IDs and program IDs
MID: 80 00 00 09 FF F9 (Online) .
1P PID" 90 00 D7 34 0A 35 19 00 Send Senice Pin Msg_ |
E

Figure 44: Device Information Page.

The device information page shows information about the L-INX and the current firmware
version. Below, it shows operational parameters, such as free memory, CPU load, system
temperature and supply voltage. The project information area shows details on the currently
loaded project.

The page also includes the unique node IDs (“Neuron IDs”) of the CEA-709 network
interfaces. This page can also be used to send the CEA-709 service pin messages. This is a
useful feature when commissioning the device, since it is not necessary to be on-site to press
the status button

Click through the menus on the left hand side to become familiar with the different screens.
If you click on Config in the left menu, you will be asked to enter the administrator
password in order to make changes to the settings as shown in Figure 45. Enter the default
administrator password ‘loytec4u’ and select Login. Note, that firmware versions previous
to 4.0 used ‘admin’ as the default password.

WLOYTEC

Device Info Enter your username and password
Account: acimin [
Pagsword LITTL]

networks under control

Statistics

Figure 45: Enter ‘loytec4u’ as the default administrator password.
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The Config menu opens. Click on Passwords in the Config menu, which opens the
password configuration page as shown in Figure 46. The device has three user accounts: (1)
guest allows the user to view certain information only, e.g., the device info page. By default
the guest user has no password. (2) operator is able to read more sensible information such
as calendar data. (3) admin has full access to the device and can make changes to its
configuration. Note that the user accounts are also used to log on to the FTP and Telnet
server.

DLOYTEC Config Passwords

) Enter the desired passwaord for the Administrator and Guest accounts. The Administrator has
Device Info full access to the device, whereas a Guest can only view the status information but not change
the configuration. In order to clear a password leave the password field empty.

Config

Account

Passwords

Mewr passward: asese

Retype password:

Change password

Statistics

Figure 46: Password Configuration Screen.

Please change the administrator password in order to protect yourself from unwanted
configuration changes by anyone else. To do so, select the admin account in the drop-down
box and enter the new password. If the administrator password is left empty, password
protection is turned off and everyone can access the device without entering a password.
Click on Change password to activate the change.

4.2 Device Configuration

The device configuration pages allow viewing and changing the device settings. Here are
some general rules for setting IP addresses, port numbers, and time values:

e Anempty IP address field disables the entry.
e Anempty port number field sets the default port number.

e Anempty time value field disables the time setting.

4.2.1 System Configuration

The system configuration page is shown in Figure 47. This page allows configuring the
device’s system time and other system settings. The TCP/IP Configuration link is a
shortcut to the Ethernet port configuration. Follow that link to change the IP settings of the
device.

The time sync source can be set to auto, manual, NTP, BACnet, or LonMark. In the auto
mode, the device switches to the first external time source that is discovered. Possible
external time sources are NTP, BACnet, LonMark. The option manual allows setting the
time manually in the fields Local Time and Local Date. In manual mode, the device does
not switch to an external time source. Note, that if NTP is selected, the NTP servers have to
be configured on the IP Configuration page (see Section 4.2.2).

In order to use BACnet as the time source, a BACnet device (time master) must be
configured to distribute time synchronization. For doing so, the BACnet address of the

Version 4.4

LOYTEC electronics GmbH



L-INX/L-GATE User Manual 65 LOYTEC

devices, which shall be synchronized, must be added to the device object of the BACnet
time master (see Section 13.3.8). The device synchronizes automatically as soon as it is
contacted by the BACnet time master.

The time zone offset must be defined independently of the time source. It is specified as the
offset to GMT in hours and minutes (e.g., Vienna/Austria is +01:00, New York/USA is
-06:00). For setting the daylight saving time (DST) predefined choices are offered for
Europe and USA/Canada. DST can be switched off completely by choosing none or set
manually for other regions. In that case, start and end date of DST must be entered in the
fields below.

DLOYTEC Config System

Go to TCPAP Configuration to configure the IP settings.

Date/Time

Time sync source auto [

Local Date 2010-04-27 (yyyy-rmedd)

Local Time 12:05:14 (hh:mm:ss)

UTC DatefTime 2010-04-27 12:05:14

Timezaone offset +00:00 (hh:mm)

Daylight saving time {DST) | None [+]

DST start (hh:mm)
DST end (hh:mrm)

Sawve DatefTime ] [ GetDate/Time ]

Earth Position

Latitude 48 13 14 ME
L-Web Langitude 6 * 2 o5 " E R
Altitude 200 m

Statistics

Reset

Sawve Earth Position ] l Get Earth Position

Contact

Logout CSV Files
G5V delimiter N~

Sawve CBY Settings ] [ GetCSY Settings

Figure 47: System Configuration Page, e.g., for Vienna, Austria.

The next section on the page allows configuring the device’s earth position. This setting
defines the longitude, latitude and elevation of the device. The latitude and longitude are
entered as degrees, minutes, and seconds. The altitude is entered in meters height above sea
level. This setting is used for an astronomical clock. For fixed locations such as a building,
the position can be entered on this page. For moving locations, this setting can be updated
over the network using the network variable nciEarthPos (see Section 13.2.2) or by writing
to the corresponding system register.

For generating CSV files for trend logs, alarm logs, etc., the delimiter for those CSV files
can be configured. This setting can be changed between a comma °‘,” and a semi-colon *;’.
The change takes effect immediately for all files generated by the device.

4.2.2 Backup and Restore

A configuration backup of the device can be downloaded via the Web interface. Press the
backup link as shown in Figure 48 to start the download. The device assembles a single file
including all required files. A file requestor dialog allows specifying the location where the
backup file shall be stored.

To restore the device settings, simply select a previously generated backup file in the
Restore Configuration section of the page by clicking the button next to the Filename
field. Then press the Restore button.
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The backed up configuration data consists of:

e Device settings (Passwords, IP settings, e-mail config, etc.),
e Data point configuration,

e CEA-709 binding information,

e BACHet server objects and client mappings,

e LIOB configuration and parameters,

e  AST settings,

e |L-WEB configuration and custom Web pages,

e |EC61131 logic program.

e Backup Configuration

E Press the backup link to download the current configuration and store it as a file on your cormputer.
o

Lo Restore Configuration

1 -

[} To restore a configuration select the backup file (e.0. hackup.zip) and press the Restore button.
©

c

= Filename
v

—

g

et

Q

[

Statistics

Figure 48: Backup/Restore page.

4.2.3 Port Configuration

This menu allows configuring the device’s communications ports. For each communication
port, which is available on the device and shown on the label (e.g., Port 1, Port 2 Ethernet),
a corresponding configuration tab is provided by the Web Ul. An example is shown in
Figure 49. Each port tab contains a selection of available communication protocols. By
selecting a checkbox or radio button the various protocols can be enabled or disabled on the
communication port. Some ports allow exclusive protocol activation only, other ports (e.g.,
the Ethernet port) allow multiple protocols bound to that port.

(DLOYTEC

LINX-101
Logged in as
admin

re
H Port Config

(_:) Port1 Part 2 Ethernet
i —
Device Info ] € Disable
c 5 Transceiver: FT-10
« CEA-T09
Config 8 Bitrate: 781 kBit
EJ Save Settings Get Settings g TR
©
c
=

Figure 49: Port Configuration Page.

When selecting a protocol on a communication port, the protocol’s communication
parameters are displayed in a box on the right-hand side. To save the settings of the

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 67

LOYTEC

currently opened protocol, click the Save Settings button. Pressing Get Settings retrieves
the current settings from the device.

4.2.4 |P Configuration

The TCP/IP configuration is done under the Ethernet port tab as shown in Figure 50. The
mandatory IP settings, which are needed to operate the device, are marked with a red
asterisk (IP address, netmask, gateway). The Enable DHCP checkbox switches between
manual entry of the IP address, netmask, and gateway address, and automatic configuration
from a DHCP server.

Hostname and Domainname are optional entries and can be left empty. For some DHCP
configurations it may be necessary to enter a hostname. Please contact your system
administrator on how to configure DHCP to acquire an IP address. Further, you can
configure up to 3 Domain Name Servers.

[=]
DLOYTEC

Logged in as
admin

Ie) Port1 | Fort2 | Ethernet
Device Info b 5
2 TCP/IP
- = Enable DHCP: r
¥ FTP
o IP Address* 192.168.24 21
o ¥ Telnet
— IP Metmask" 2552551920
Q F HTTP
o IP Gateway:* 192.168.11
c Hostname:
E-mail - . l—
Data Points : DengiwEE.
- I : DNS Server 10
S Sett Get Sett
—\é S £ Els | (leave empty to disable)
L o DNS Sener 2 —
Alarm g (leave empty to disabla)
"q_; DNS Server 3:
et (leave empty to disable}
MAC Address: W Use Factory Default

00:0A:80:01:0C:9F

NTP Server 1 10.101.17.2

(leave empty to disable)

MNTP Server 2:

(lzave empty to disable)

MNTP Status: in-sync

Link Speed & Duplex: Auto Detect j

The entries marked with (*} are required for proper operation

Figure 50: IP Configuration Page.

The device comes configured with a unique MAC address. This address can be changed in
order to clone the MAC address of another device. Please contact your system administrator
to avoid MAC address conflicts.

The device can be configured to synchronize its clock with NTP time. Enter the IP address
of a primary and, optionally, a secondary NTP server. The device will use NTP as a time
source if the time sync source in the system configuration page is set to NTP (see Section
4.2.1). The field NTP status below the NTP server settings displays the current NTP
synchronization status (out-of-sync, or in-sync).

If the device is operated with a 10 Mbit/s-only hub, the link speed should be switched from
Auto Detect to 10Mbps/Half-Duplex. With modern 100/10 Mbit/s switches, this setting
can be left at its default.

Other standard protocols that are bound to the Ethernet interface are FTP, Telnet, and
HTTP (Web server). By deselecting the checkbox, those protocols can be individually
disabled. The standard UDP/TCP ports can be changed in the respective protocol settings.
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An example for the FTP server is shown for FTP in Figure 51. The FTP server is used for
instance to update the firmware (see Section 15.1) or to upload a new data point
configuration. Note that HTTP for the Web server can only be disabled on the console
interface or by using the device configuration of the Configurator.

Port 1 FartZ | Ethernet

7 TCPIP
I FTP

¥ Telnet
¥ HTTP

FTP port: 21

Save Settings I Get Settings

Figure 51: FTP server configuration on the Ethernet port.

4.2.5 Ethernet Sniffer

The L-INX models, which provide a built-in Ethernet switch/hub, can configure the switch
to operate as a hub. This allows connecting a laptop computer to the second Ethernet port
and running a packet sniffer (e.g., Wireshark) on the device. To activate the sniffer mode,
go to the Ethernet port config and select the Ethernet Sniffer item as shown in Figure 52.
In the settings box select the Ethernet port, on which the network traffic shall be forwarded
to. Note that a reboot will reset this setting.

Port 1 PortZ  Port3 ' Port4 | LIOB | Ethernet

TCRIP " Forward all traffic to port Ethernet1

Ethernet Sniffer " Forward all traffic to port Ethernat2

FTP
Telnet
HTTP

Save Settings I Get Settings |

I I R R |

Figure 52: Activating the Ethernet Sniffer.

4.2.6 VNC Configuration

LOYTEC devices equipped with an LCD display also provide remote access over Ethernet
to the LCD display. The VNC protocol is used for this purpose and the device implements a
VNC server for exposing the display. The VNC server is by default disabled on the device.
On the PC a VNC client needs to be installed. Using the default settings, the VNC client
connects to port 5900 of the device. The password is ‘loytec4u’.

The VNC server can be configured on the Ethernet tab of the port configuration. To turn
on the VNC server, enable the VNC for LCD Ul checkbox. The VNC protocol settings are
displayed in the settings box on the right-hand side as shown in Figure 53. The VNC port
and VNC password can be changed. As a default, only one VNC client may connect. This
limit may be increased in Max VNC clients. In order to protect changes made on the LCD
Ul over VNC with a PIN code, the Admin PIN code can be configured. To disable PIN
protection, enter ‘0000°’.
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Port1 Pot2| |Pot3| |Portd| |LIOB| |Ethemet

TCPAP

. VNC port: 5900
Ethernet Sniffer Masx UNC clients: ”
4 FIP VNC password: loytecdu
£ Telnel Admin pin code: 0000
v] SSH

Global Connections (CEA-852)
V| CEA-T09 over IP (CEA-B52)
HTTP
Modbus
BACnet/P
VNC for LCD UI
OPC XML-DA

< 9

Save Settings H Get Settings

Figure 53: VNC Configuration.

4.2.7 CEA-709 Configuration

The CEA-709 protocol can be enabled on the device’s ports Portl, Port2, etc. if available.
To enable it, click the CEA-709 radio button as shown in Figure 54. Note, that depending
on the device model, other protocols on the same port will be disabled in this case. The
protocol settings box on the right-hand side displays the current transceiver settings.

port1] |Pont2 | | Ehermet

 Disable

Transceiver: FT-10
& CEA-T09
Bitrate: 78 1 kBit
Save Settings Get Settings Talis geh3

Figure 54: CEA-709 Configuration Page.

4.2.8 CEA-852 Device Configuration

The CEA-852 protocol is only available on the Ethernet port. To enable CEA-852 on the
device, select the CEA-709 over IP (CEA-852) checkbox on the Ethernet tab of the port
configuration page. Please note that on device models without a router or a proxy, the
CEA-709 protocol on other ports will be disabled (e.g., LINX-100, L-GATE).

The CEA-852 protocol settings are displayed in the settings box on the right-hand side as
shown in Figure 55. Typically, the device is added to an IP channel by entering the relevant
information on a configuration server. The configuration server then contacts the CEA-852
device of the L-INX and sends its configuration.
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Port 1 PotZ | Ethernet

Changes will take effect after reset

" i
7 TCPiP Config server address: 192.168.24 23
F FTP
Config server port: 1629
¥ Telnet )
Config client port: 1628
F HTTP
Device name: device-23

<

CEA-852 (CEA-T09 over IP)
Channel mode: Standard

Pri. SNTP server:

,W Get Sellings | Sec. SNTP sener:

Channel timeout [ms]: off

Escrow timeout [ms] 54
{leave empty to disable)

Aggregation timeout [ms]: 16
{leave empty to disable)

MD5 authentication: off =

Warning: This internet connection is insecure. All data will be transmitted in clear text. Use the
console interface to change the MD& sacret in a secure way

MD5 secret (16 bytes. hex) |

Location string |Lmknovm

NAT Address: M Automatic NAT
{leave empty to disable)

Multicast Address: 255.0.0.39

{leave empty to disable)

Figure 55: CEA-852 Device Configuration Page.

The field Config server address and Config server port display the IP address and port of
the configuration server, which manages the L-INX and the IP channel. The field Config
client port represents the IP port of the L-INX’s CEA-852 device. This setting should be
left at its default (1628) unless there are more than one CEA-852 devices operating behind a
single NAT router. Please refer to the L-IP User Manual [1] to learn more about NAT
configuration.

In the field Device name the user can enter a descriptive name for the L-INX, which will
appear in the IP channel to identify this device. You can enter a device name with up to 15
characters. It is recommended to use unique device names throughout the IP channel.

The Channel mode field reflects the current channel mode of the CEA-852 device. It is
configured by the configuration server. If there are any two devices in the channel which
use the same IP address but different ports (e.g., multiple devices behind one NAT router)
the channel switches to Extended NAT mode. Please refer to the L-IP User Manual [1] to
learn more about configuring the Extended NAT mode in the configuration server.

The configuration server sets the SNTP server addresses and the Channel timeout.

The filed Escrow timeout defines how long the CEA-852 device on the L-INX waits for
out-of-sequence CEA-852 data packets before they are discarded. Please enter the time in
ms or ‘0’ to disable escrowing. The maximum time is 255 ms.

The field Aggregation timeout defines the time interval in which multiple CEA-709
packets are combined into a single CEA-852 data packet. Please enter the time in ms or ‘0’
to disable aggregation. The maximum time is 255 ms. Note that disabling aggregation will
negatively affect the performance of the CEA-852 device of the LINX.

The field MD5 authentication enables or disables MD5 authentication. Note that MD5
authentication cannot be used together with the Echelon’s i.LON 1000 since the
i.LON 1000 is not fully compliant with the CEA-852 authentication method. MD5 can be
used with the i.LON 600. In the following field MD5 secret enter the 16-byte MD5 secret.
Note that for security purposes the active MD5 secret is not displayed. You may enter the
16 bytes as one string or with spaces between each byte, e.g., 00 11 22 33 44 55 66 77 88
99 AA BB CC DD EE FF.
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Also note that entering the MD5 secret on the Web interface may pose a security risk. Since
the information is transmitted over the network it can be subject for eavesdroppers on the
line. It is recommended to use a cross-over cable.

In the field Location string the user can enter a descriptive test which identifies the
physical location of the device. A location string can have a maximum length of 255
characters. This is optional and for informational purposes only.

If the CEA-852 device on the L-INX is used behind a NAT router, the public IP address of
the NAT router or firewall must be known. To automatically detect the NAT address leave
the Auto-NAT checkmark enabled.

The Multicast Address field allows the user to add the CEA-852 device of the L-INX into
a multi-cast group for the CEA-852 IP channel. Enter the channel’s IP multi-cast address
here. Please contact your system administrator on how to obtain a valid multi-cast address.
To learn when it is beneficial to use multi-cast addresses in your channel please refer to the
L-IP User Manual [1].

4.2.9 Global Connections Configuration

The CEA-852 device used for global connections (see Section 5.4.2) can be configured on
the Ethernet port. The global connections function is always enabled on the CEA-852
device. This is indicated by the checkbox Global Connections (CEA-852) on the Ethernet
tab of the port configuration page as shown in Figure 56. The settings are shared with the
CEA-709 over IP settings, if that protocol is enabled. Otherwise, the CEA-852 device is
configured on this tab as described in Section 4.2.8.

If the user does not want to share the CEA-709 over IP channel with his global connections,
the checkbox Use separate IP channel for global connections can be activated. In this
case, a separate CEA-852 device is configured on this tab as described in Section 4.2.8.
Note, that this CEA-852 device will need a different port number, e.g. 1630.

Port 1 Port2 | (Port3| |Port4| LIOB| | Ethernet

TCP/P
Ethernet Sniffer

7 FTP Select CEA-T09 over IP (CEA-852) to configure the CEA-852
configuration client.

Use separate IP channel for global connections

¥| Telnet
¥] SSH

Global Connections (CEA-852)
V| CEA-T09 over IP (CEA-852)

Figure 56: Global Connections Configuration Page.

4.2.10 CEA-709 Router Configuration

This page is only available on CEA-709 L-INX models with the router option (101, 111,
121, 151). The CEA-709 router configuration page allows configuring the built-in router
mode. Available modes are Configured Router and Smart Switch. The L-INX must be
rebooted to let the changes on this page take effect.

The configured router mode is the default setting. Choose this setting if you want to use the
L-INX as a standard configured CEA-709 router that can be configured in a network
management tool such as NL-200 or LonMaker.

The Smart Switch mode lets the device act as a self-learning router like the L-Switch. In this
configuration the LINX’s router doesn’t need to be configured with a network management
tool but is completely transparent in the network. Use this operating mode in a plug&play
networking environment. The switch mode should only be used in LAN networks. In Smart
Switch mode, this page has two more configuration fields: Subnet/node learning and
Group learning.
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DLOYTEC

LIN

Router mode: Configured Router
Subnet/node learning | subnet/node =
Group learning enabled =

Save Settings I Get Settings I

Device Info

Config

CEA-709 Router

networks under control

Figure 57: CEA-709 Router Configuration Page.

4.2.11 CEA-852 Server Configuration

This page is available on all L-INX and L-GATE models. On this configuration page the
configuration server on the device can be enabled or disabled. In the drop-down box Config
server status select enabled and click on Save Settings to activate the configuration
server. Then the configuration server settings page appears as shown in Figure 58. If the
configuration server is enabled the green configuration server LED labeled CS will be on,
otherwise it will be off.

The configuration server port can be changed in the Config server port field. It is
recommended to keep the default port setting of 1629. The field Channel name is
informational only and can consist of up to 15 characters.

The field Channel members displays the current number of members on the IP-852
channel. The field Channel mode reflects the current channel mode. The L-INX
configuration server automatically determines this mode. Depending on if there are any two
devices in the channel which use the same IP address but different ports (e.g., multiple
CEA-852 devices behind one NAT router). If all IP addresses are unique, the mode is
Standard, if some are not unique the mode is Extended NAT mode. Please refer to
Section 7.4.2 to learn more about the implications of this mode.
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Config server status enabled
Device Info Canfig server part: 1629
Conﬁg NAT address:
Channel name: default
Channel members 2
Channel mode: Standard
Pri.SNTP server: I .|123
(leave empty to disable)
Sec. SNTP server. | .|123
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Channel timeout [ms]:
(leave ermpty to disable)
Auto members: off =
Roaming members: an T
MDS authentication off =
Statistics
Wyarning: Thiz internet connection is insecure. All data will be transmitted in clear text. Use the
L-Web conzole interface to change the MDS secret in a secure way.
MD5 secret (16 bytes, hex) |
Reset
Save Settings Get Settings
Contact e | v |
Logout |

Figure 58: Configuration server settings.

Enter NTP timer server address and ports in the fields Primary SNTP and Secondary
SNTP. The L-INX will synchronize to NTP time if primary or primary and secondary NTP
servers are specified. A list of available timeservers can be found at www.ntp.org.

The Channel timeout is an IP-852 channel property and indicates how old a packet can be
before it is discarded. The channel timeout is set in ms. To disable the channel timeout enter
a value of 0. To select the proper value please consult Section 7.7.1. Setting a channel
timeout other than O requires a valid SNTP server entry on the configuration server.

The Auto members option allows members to be automatically added to the channel. If
turned on, CEA-852 devices can register on the IP-852 channel without the device being
explicitly added on the configuration server. This special feature is useful in combination
with the LPA-IP since it can add itself to the configuration server during the debug session.
Non-responding auto members are automatically removed from the channel. This feature is
turned off by default and must be explicitly turned on. Use this option with care because
new CEA-852 devices can add themselves to the channel without knowledge of the system
operator. This could cause a potential security hole.

The Roaming members option allows tracking CEA-852 devices when their IP address
changes. This feature must be turned on if DHCP is used and the DHCP server can assign
different IP addresses to the same device (same Neuron-1D). In combination with Auto-
NAT the L-INX’s router can also be operated behind NAT routers, which change their IP
address between connection setups. For more information on this topic refer to Section
7.4.1. The roaming member feature is turned on by default. It is recommended to turn off
this feature if DHCP is not used or if the DHCP server always assigns the same IP address
to a given MAC address.

Use the drop-down box MD5 authentication to enable and disable MD5 authentication. If
MD5 authentication is enabled, all devices on the IP-852 channel must have MD5 enabled
and must use the same MD5 secret. Note that MD5 authentication cannot be used together
with the Echelon’s i.LON 1000 since the i.LON 1000 is not fully compliant with the
CEA-852 authentication method. MD5 can be used with the i.LON 600. The MD5 secret
can be entered over the Web interface. You may enter the 16 bytes as one string or with
spaces between each byte, e.g., 00 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF.
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It is recommended, however, to enter the secret locally and not over an Internet connection.
It is best to use a cross-over Ethernet cable connected to the PC.

4.2.12 CEA-852 Channel List

This page is available on all L-INX and L-GATE models. If the configuration server is
enabled on the L-INX, the CEA-852 device list can be seen in the CEA-852 channel list
menu. An example is given in Figure 54.

The Add Device button is used to add another CEA-852 device to the IP-852 channel. The
Reload button updates the Web page and the Recontact button contacts all devices to
update their status. The Execute button executes the option selected in the adjacent drop-
down box on the checked members. Each member can be selected for that action in an
individual check-box in the Sel column. Actions available are: disable, enable, delete,
assign to NAT, and remove from NAT. For more information on the actions on NAT
routers refer to Section 7.4.2.

£} L-IP Config Channel List - Microsoft Internet Explorer =101 x|

Datei  Bearbeiten Ansicht  Eavoriten  Eztras 2 | l';'

@Zuruck S \ﬂ @ :\l | /.jjSuchan \;n:/Favnrltan {f]| - ;f - QJ 3
| £ werchseinzu | Links

Norkon Antivirus - & -

Adresse [{€] httpjf192. 168.1. 253/config/eiaB52chlist

DLOYTEC

o]
—
E Add Device | Feload | Fecontact | Action an Selected |  Execute |
o
(W) No Name IP Address Stat Flags ]
[ "
] 0 Iocal 192.168.1.263:1628 - Edit
_g NAT Router 192 168.1.250 Edit
=] 1 |:\|p-n1 10.0.2.21628 - Edit| Stats 2
2 2 lip-n2 10.02.3.1631 » Edi| Stets|
—
(@] 3 pc37 192.168.1.37 1628 - Edit | Stats -
Statistics JQ_J‘ X unregistered ? notcontacted « registered ! notresponding no ext. NAT @ disabled
Reset =
Contact
Logout
|
[ Fertin [ [ [ N3 Lokales intranet 7

Figure 59: CEA-852 channel membership list.

The device status information is indicated with descriptive icons of different colors. The
description for the different status indicators is shown in Table 9. The Flags column
indicates with an A that the device is an auto member.

Click on the Edit button to change the device name, IP address, and port number for this
device. Click Edit on a NAT router to change the NAT router address. The Stats button
retrieves the statistics summary page from the client device.
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Icon Status Description
- registered The CEA-852 device has been successfully registered
with the 1P-852 channel and is fully functional.
4 unregistered The CEA-852 device has never been registered with
the 1P-852 channel.
? not contacted The CEA-852 device has not been contacted since
the configuration server has started.
1 not The CEA-852 device has been registered but is not
responding responding at the moment.
disabled The CEA-852 device has been disabled on the
channel (or rejected).
No extended The CEA-852 device does not support the extended
NAT NAT mode. This device is disabled.

Table 9: Possible Communication Problems in the Configuration Server.

4.2.13 BACnet Configuration

Figure 60 shows the BACnet device configuration page. This configuration page allows
setting the Device ID, which is the instance part of the Object_ldentifier property of the
BACnet Device object. The field Device name holds the name of the BACnet device object
(property Object_Name).

Important!

The device ID and device name must be unique within the BACnet internetwork.

DLOYTEC BACnet Configuration

Device ID:* 224150

Device name:* LINX-0G3
Device description: LINX-150
Device Info Device location 3dfoor

APDU timeout: 30 s

Config

APDU segment timeout: i s
APDU retry count: 3

* These settings must be specified and unique on the network.

Save Settings ] [ Get Settings

Figure 60: BACnet Device Configuration.

Further, the description and location can be configured. These configuration items
correspond to the properties Description, and Location respectively of the BACnet Device
object. For tuning BACnet application timing parameters, set APDU timeout, APDU
segment timeout, and APDU retry count. The timeout values are entered in seconds
allowing decimal notation, e.g. "7.5".

On the settings for BACnet/IP refer to Section 4.2.14. For configuring the MS/TP data link
refer to Section 4.2.15.

Note:

If this page displays the message "Device communication is disabled via BACnet network!"
the device has been externally disabled. Reboot the device to activate communication
again.
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4.2.14 BACnet/IP Configuration

The BACnet/IP protocol is available on the Ethernet port. To enable BACnet/IP on the
device, select the BACnet/IP checkbox on the Ethernet tab of the port configuration page.
Please note that on device models without a router, the BACnet MS/TP protocol on other
ports will be disabled (e.g., LINX-200, L-GATE).

The BACnet/IP protocol settings are displayed in the settings box on the right-hand side as
shown in Figure 61. On devices with a router (e.g., LINX-201) the Network Number of the
BACnet/IP port must be configured to operate the built-in router. If the BACnet/IP network
uses a non-default UDP port number other than 47808/0xBACO, enter this port in the
BACnet/IP port field. Enter ‘0’ in this field for switching back to the default setting.

Important!

For operating the LINX-151,201,211,221 as a BACnet router between BACnet/IP and
MS/TP, the BACnet network numbers for the BACnet/IP and MS/TP ports must be set.

Port1  Ethernet

TCPAP

FTP Network number. 1
Telnet BAChet/IP port 0xBACD
HTTP BAChetAR maode Dewvice (Default)
[ hodbus
BAChetIP FD BBMD IP address

FO BEMD port Gea
[ Save Setings | GetSetings FD re-registration: [ s
FD retry timeout l— s
FD retries l—

Figure 61: BACnet/IP Configuration.

In the field BACnet/IP mode the operation mode of the device is selected:

o Device (Default): In this mode the device operates as a regular BACnet/IP device on
the local network without other advanced features.

e Foreign Device (FD): In this mode, the device registers at an existing BBMD in the
BACnet/IP network as a foreign device. It is used, if the device is located as a single
BACnet/IP device on a remote IP subnet or behind a NAT router. If operated as a
foreign device behind a NAT router, port forwarding to the BACnet/IP port (UDP,
default port OXBACO) and optionally to the Web server and FTP server port (TCP,
default port 80 and 21) must be setup in the NAT router. If foreign device is selected,
the following, additional settings must be made:

o FD BBMD IP address and FD BBMD port: IP address and port of the
remote BBMD the device registers at as a foreign device.

o FD re-registration: A foreign device must periodically re-register at a
BBMD. Here you can setup the corresponding interval. The default is 1800
seconds.

o FD retry timeout and FD retries: Here you can specify the behavior, if
registration does not work instantly. These values should be left at default:
30000ms / 3 retries.

e Broadcast Management Device (BBMD): This option is available on the L-INX
models with the router only and on the L-GATE models. Same as ‘Device’ but the
BBMD function is enabled (see Section 4.2.16). For BBMD-only function, MS/TP can
also be disabled (see Section 4.2.15).
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On L-INX models with a BACnet router, the BACnet/IP port can be disabled while having
MS/TP still enabled. This effectively disables the router, which can be useful for debugging
purposes.

4.2.15 MS/TP Configuration

The BACnet MS/TP protocol can be enabled on the device’s port Port2 if available. To
enable it, click the BACnet MS/TP radio button as shown in Figure 62. Note, that
depending on the device model, other protocols on the same port will be disabled in this
case. On a BACnet L-INX without a BACnet router and on the L-GATE BACnet MS/TP
port is not enabled by default. On a BACnet L-INX with a BACnet router the MS/TP port is
enabled by default.

Port1| |Poi2 |Port3 | Portd |LIOB | Ethernet

 Disabl
1sable Network number: 2
€ Modbus
MS/TP node number: 127
& BACnet MS/TP
MS/TP baud rate: 35400 {default) 'I
Save Settings I Get Settings WISTP max info frames: |1
MS/TP max master: 127
MNetwork timing: Standard

Figure 62: MS/TP Configuration.

The MS/TP protocol settings are displayed in the settings box on the right-hand side as
shown in Figure 62. Mandatory settings are the MS/TP node number and the MS/TP
baud rate. The MS/TP node number determines the physical address of the device on the
MS/TP channel and must be in the range from ‘0’ to the number configured with the
MS/TP max master configuration option. It must be unique within the MS/TP channel.
The Baud rate on the MS/TP channel can be set to 9600, 19200, 38400, and 76800 Baud.

Important:

All masters on the MS/TP channel must have the same setting for MS/TP max master.
Decreasing the default value 127 of MS/TP max master may reduce latency on the
MS/TP bus.

It is strongly recommended to leave the MS/TP max info frames and the MS/TP max
master configuration options at their default settings. In any case the MS/TP max master
number must be high enough to include the highest MS/TP node number of all masters on
the channel. Slave devices may have a higher MS/TP node number than MS/TP max
master.

To operate with slow devices on the MS/TP network set the Network Timing option to
slow. This increases a humber of timeouts, which is needed by some devices, but slows
down network communication. If communication problems occur in standard mode, try
setting the slow mode. For fine-tuning other parameters please refer to Section 14.4.

On L-INX models with a BACnet router (e.g., LINX-201), the Network Number of the
MS/TP port must be configured to operate the build-in router. On those L-INX models the
MS/TP port can also be disabled independently of the BACnet/IP port.

4.2.16 BACnet BDT (Broadcast Distribution Table)

The BBMD function is only available on L-INX models with the BACnet router option
(151, 201, 211, 221) and on the L-GATE models. The BBMD function is needed when a
BACnet/IP network spans over several IP subnets separated by IP routers. If the device is
configured as a BBMD, i.e. the BACnet/IP mode is set to Broadcast Management Device,
see Section 4.2.13, the BDT (Broadcast Distribution Table) specifies all other BBMDs of
the BACnet/IP network. The BDT is shown in Figure 63.
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Statistics

Reset

Contact

networks under control

Global Settings

Write-protect BOT from network
[T Enable 1-hop mode

[ Save Settings ] [ Get Settings

Broadcast Distribution Table

| “Add Device [ Reload ” Distribute I

No IP Address Port
0 101027777 0xBACO
1 10.102.77.78 0xBACD
2 10.102.77.79 0xBACO
3

10.102.77.80 0xBACD

Action on Selected -
Netmask ]
255 265 266 265 &
255 255 265 255 ]
255256 265 255 ]
255.255 255,255 B

Figure 63: BACnet Broadcast Distribution Table.

By clicking Add Device new BBMDs (IP address and port) can be added. With Action on
Selected and selecting existing entries, certain BBMDs can be deleted again from the table.
It is not necessary to reboot the device when changing the table. However, you may want to
click Distribute in order to propagate the table to all BBMDs in the list.

In the Global Settings section of this configuration page the behavior of the BDT can be

modified:

o Write-protect BDT from network: If this option is enabled, the BBMD will reject
any Write-BDT requests from the BACnhet network. This option may be useful to
protect your BDT tables from malicious access from the network.

e Enable 1-hop mode: Normally, the BBMD forwards broadcasts to the designated IP
addresses of other BBMDs. This mode is called 2-hop mode. If the IP infrastructure
allows sending directed broadcasts to other subnets, the BBMD can be switched to 1-
hop mode. In this case, the subnet masks of the destination networks must be
configured in the BDT entries.

4.2.17 BACnet ACL (Access Control List)

The device provides a feature in BACnet/IP to filter packets from certain sources on the
BACnet/IP network. This feature is based on an access control list (ACL). An example of
the ACL configuration is shown in Figure 64.

Device Info

Config

DLOYTEC

works under control

[l IP Address
[C] 192.168.1.64
1 10.101.17.0
[ 0.000

[ 0.000

Subnet Mask
255 2585 255 255
2552562550
0.0.0.0 deny
0.0.0.0

Access
allow
allow

allow

Figure 64: BACnet Access Control List (ACL).
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The user can add and delete entries to the ACL. Each entry contains a source specification,
which consists of an IP address and an IP mask, and an action (allow or deny). For
specifying single hosts use the IP address and the mask '255.255.255.255". For an address
range specify an appropriate mask. For example use '10.101.17.0' and the mask
'255.255.255.0' to specify all hosts with IP addresses '10.101.17.xxx". To specify all IP
addresses use '0.0.0.0" and the mask '0.0.0.0'.

The ACL is evaluated from specific host entries down to wider ranges. When adding new
entries the ACL is automatically sorted, having the most precise definition at the top and the
most general one at the bottom. The default behavior is to allow packets from all IP
addresses. This is also the default entry in the ACL.

The example shown in Figure 64 specifies the following behavior for BACnet/IP:

1. Allow packets from the device 192.168.1.64

2. Otherwise allow packets from devices in the network 10.101.17.xxx

3. Otherwise deny packets from all (other) IP addresses. Note, that a “deny"” overrules an
"allow".

4.2.18 E-mail Configuration

The Web interface provides the e-mail configuration page to set up an e-mail account,
which is used to send e-mails. The content and time when e-mails are sent is configured
through the Configurator software (see Section 6.11). The e-mail configuration page is
shown in Figure 65.

In the field for the outgoing e-mail server, enter the SMTP server of your Internet provider.
Typically, the SMTP server port can be left at 25. In the field Source E-mail Address,
enter the e-mail address of the device’s e-mail account. In the field Source E-mail Sender
Name enter a name that the e-mail will display as the source name. Note, that only ASCII
characters are allowed in the name. If replies shall be sent to another e-mail address, specify
this in the Reply E-mail Address.

If the provider’s SMTP server requires authentication, enter the required user name and
password. Note, that username/password is supported as well as SSL/TLS authentication
(e.g., for using Hotmail, gmail, or Yahoo!!).

To verify the e-mail configuration, reboot the device to let the changes take effect and
return to the e-mail configuration page. Then press one of the Send Test E-mail buttons.
Note, that a DNS server must be configured in the IP settings (see Section 4.2.4) to resolve
the e-mail server host name. The Web Ul displays a warning message at the top of the page,
if the DNS configuration is missing.
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Warning: Currently no DNS server configured!

Device Info Goto IP_ Configuration to set DNS server

Config

Outgoing e-mail server (SMTP)
Outgoing e-mail server port

Source e-mail address

|mgate chello.at

B

[lir_100@2chelio at

Send Test E-mail

Source e-mail sender name |Maﬂua\
Reply e-mail address (opt.) |huher@ann af|

E-mail zerver user name I

(Leave empty to disable authentification)
LUl L1l

E-rnail server password

Send Test E-mail

Save Settings Get Settings |

networks under control

Figure 65: E-mail Configuration Page.

4.2.19 Data Points

The device’s Web interface provides a data point page, which lists all configured data
points on the device. An example is shown in Figure 66. The data point page contains a tree
view. Clicking on a particular tree item fills the right part of the page with a data point list
of that tree level and all levels below. Thus, one can get an easy overview of all data points.

The data point list displays the data point name, direction, type, current value, and data
point state. Inactive points are displayed in gray. If the data point list does not fit on one
page, there are page enumerator links at the bottom. Important data point states and their
implications are listed in Table 10.

DLOYTEC

LINX-101
Logged in as
admin

Reload

. ©
Device Info — @Rroot
= e Folder: /System Registers/
g () User Reaisters older: 15y 9
(W] E'm Name Dir. Type Value State
— (D CEAB52 Port System Tims input  analog 1267190525 normal
(7] CPU Load input  analog 78 normal
o Free Memory input  analog 5415116 normal
c Free Flash input  analog 3471588 normal
S Supply Voltage input  analog 151 normal
System Temp input  analog 415 normal
1] Application Vendor input  analog - invalid value
i = Authentication Code output  analog - invalid value
B E-mail — = ; .
m Data Points o Authentication Result input  binary FALSE normal
. . 011301-
g Serial Mumber input  string 200000039E88 normal
+— MAC Address input  user 000ABO0126F7 normal
m Alam v Eirmware Version input  string 350 normal
o Device |P Address input  string 192.168.24.101 normal
o Device [P Port input  analag 80 normal
Statistics TZ Offset input  analog 3600 normal

Figure 66: Data point page.
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Data Point Status Description

normal The data point is in normal operation state and possesses a value.
invalid value The data point has no valid value.
offline (config) The data point has a value but it is not reflected on the network

due to a configuration error (not commissioned, no binding, no
client mapping, etc.)

offline The data point has a value but it is not reflected on the network
due to a communication error (e.g., the peer node is not online).

unreliable The data point is in normal operation. The value of it, however,

(offline) is qualified as unreliable because a connected data point is

offline. For an output data point it means that the value was fed
from a connection, where the source is offline. For an input data
point it means that the connected output data point could not
send the value to the network.

unreliable (range) The data point is in normal operation. The value of it, however,
is qualified unreliable because the value is an out-of-range value
for the connected data point. The value is limited to the
supported range.

unreliable The data point is in normal operation. The value of the data point
or a connected data point has been tagged as unreliable over the
network. This is the case when the BACnet reliability has been

written.

not configured The data point is mapped to a port, which is not configured (e.g.,
the port is disabled).

inactive The data point is inactive and the line is grayed-out. Values can

be written but no network communication is triggered. This can
be the case, if a data point is not used in the configuration or it is
connected to a BACnet server object, which is not present on the
device.

Table 10: Data Point States.

The data point names are links. Clicking on such a link opens a detailed page on that data
point. If the data point supports it, the user can also enter a new data point value as depicted
in Figure 67. The Status field is discussed in Table 10. The field Status Description
contains a describing text for the data point status. The Flags, Poll cycle, Min/Max send
time and Max age fields are the common timing parameters for the data point. See Section
5.2.2 for a closer discussion on timing parameters.
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pack  Reload |

Read from Metwaork |

Data Point Details

Path

{CEAT09 Port/Datapoints/

Name

abs_humid

Description

Direction

output

Type analog

Value L] gram/kilogram
Enter "--" for invalid

Timestamp 31.03.2011 15:25:27 (GMT +02:00)

Status offline {config)

Status Description |Local node is not configured. online

Flags

Poll cycle 0ms

Min. send time

0ms

Max. send time

0ms

Max age

infinite

Native Name

Figure 67: Data point details page.

Clicking on the Set button writes the new value to the device’s data server. When setting a
value, the Web page displays the status of the action:

e Successfully set value: The new value has been successfully set in the data point and
the update has been sent on the network, if it is a network data point.

e Could not send value update: The new value has been set but it has not been sent out
on the network. The reason can be that the peer node is currently offline or there is a
configuration error. The data point status reflects this error.

e Could not set value (error code): The new value has not been set because of an
internal error. Please contact LOYTEC with the error code.

4.2.20 Trend

The Web interface provides a configuration page to re-configure trend logs at run-time. The
changes made to the trend logs take effect immediately without the needs for a reboot of the
device. Allocating new trend logs can only be done in the configuration software (see
Section 6.14.1). The trend log main page displays all available trend logs. Click on the trend
log to be edited. This opens the trend log configuration page. An example is shown in

Figure 68.
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Logged in as

EL LT

E Save | Reload
Device Info o
—
c e
o] MName trend1
e Description
a Trend Mode | Interval hd
g} Fill Mode |Ring Buffer
c
-
vy
_\é Log Size 500
o) Log Interval |3 sec
g Fill Level Motification |30 %
=
7]
c
Name COV delta Type
JCEATOZ PortDatapoints/abs_humid 0 Va\uej
JCEATO9 PortDatapoints/motor_state 0 Va\uej

Trend Enable | Disable Data Point

I-’Uaer Registers/trend_enable_Read J Remove

Figure 68: Trend log configuration page.

The user can change the Trend Mode, the Fill Mode, the Log Interval and the Fill Level
Notification. Furthermore, data points can be added to the trend log by clicking the Add...
button. A data point selector dialog opens. Click on a data point for adding it. For removing
a data point from the trend log, click on it in the Logged Data Points list and hit the
Remove button. Save the changes made by clicking the Save button. For more information
on how a trend log can be configured please refer to the Configurator Section 6.14.2.

4.2.21 Scheduler

The Web interface provides the scheduler page to edit its schedules at run-time, i.e., change
the times and values that shall be scheduled. Allocating new schedules and attaching data
points to those schedules can only be done in the configuration software (see Section 6.12).
The scheduler main page displays all available schedules. Click on the schedule to be
edited. This opens the scheduler page. An example is shown in Figure 69.

The effective period defines when this schedule shall be in effect. Leave From and To at
x> *> to make this schedule always in-effect. Otherwise enter dates, such as ‘30.1.2000°.
To entirely disable a scheduler de-select the Enable Schedule check box.

Schedules are defined per day. On the left-hand side, the weekdays Monday through
Sunday can be selected, or exception days from the calendar, e.g., Holidays. Once a day is
selected, the times and values can be defined in the daily planner on the right-hand side. In
the example shown in Figure 69, on Monday the value day is scheduled at 8:00am. The
same principle applies to exception days. Exception days override the settings of the
normal weekday. Put a check mark on those exception days from the calendar, which shall
be used in the schedule. To edit the date ranges of exception days click on the links to the
used calendars, e.g., ‘calendar’ or ‘Scheduler 1’. The ‘Scheduler 1’ is a calendar, which is
embedded into the schedule and not accessible by other schedulers. For more information
on how to set up schedules and calendars refer to Section 6.12.

To define actual values for the names such as day click on the tab Presets as shown in
Figure 70. To define a new value, click on the button Add Preset. This adds a new column.
Enter a new preset name (e.g., ‘day’). Then enter values for the data points in the preset
column. The data point description column displays the short-hand name defined in the
configuration software. This description can also be changed on the Web UI.
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Figure 69: Schedule Configuration Page.
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Schedule Configuration . | Presets | Data Points
Device Info
Reload Add Preset
Data Point Description Data Type default day
@
temp daouble o 20

'DF[
B E-mail

B Calendar
B Alarm

works under control

Figure 70: Scheduled Presets Configuration Page.

You can switch back and forth between the two tabs. Once the configuration is complete,
click on the Save button. This updates the schedule in the device. Any changes made
become effective immediately.

On local schedulers the Web Ul also allows to reconfigure the scheduled data points. This
change takes effect immediately without a reboot of the device. To add and remove data
points to the scheduler, go to the Data Points tab. The configuration page is depicted in
Figure 71. To add a new data point, click the Add... button. To remove a data point, select
the data point in the list Scheduled Data Points by clicking on it and then press the
Remove button. Finally, store the changes by clicking the Save button. After modifying the
scheduled data points, go back to the Presets tab and enter descriptive value label names.

For more information on how to configure a scheduler please refer to the Configurator
Section 6.12.4.
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Figure 71: Re-configure scheduled data points on the Web UI.

4.2.22 Calendar

The Web interface provides the calendar page to edit its calendars at run-time, i.e. change
the exception days. The calendar main page displays all available calendars. Click on the

calendar to be edited. This opens the calendar configuration page. An example is shown in
Figure 72.

The effective period defines when this calendar shall be in effect. Leave From and To at
x> *> to make this calendar always in-effect. Otherwise enter dates, such as <30.1.2000°.

B back to schedule

prast

= Save | Reload

c

o

v
- Name: Calendar Description:

] P

_g Effective Period:  From- I‘ "E @ To |“ wE @

=
L

— Pattern Name Pattern Name: [holiday

o Tipe:| Date o

3 Add new entry = e T ->

& P ot e

CICJ Delete Selected Add new entry 14 B | RS | A

Delete Selected

Figure 72: Calendar Configuration Page.

On the remainder of this page, work from left to right. Click on a calendar pattern or create
a new calendar pattern by clicking Add new entry. A calendar pattern defines a set of
pattern entries, which defines the actual dates or date ranges. In the example in Figure 72,
the calendar pattern Holidays is selected.

In the Pattern Configuration box, the calendar pattern’s name can be edited. It also lists
the entries. New entries can be added by clicking Add new entry. Existing entries can be

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 86 LOYTEC

4.2.23 Alarm

selected and edited in the box on the right-hand side. In the example in Figure 72, the date
14.7.* is selected, which means “The 14.7. of every year”. Other entry types such as Date
Range and Week-and-Day can be selected. See Section 5.5.3 for more information about
defining exception dates.

The Web interface provides the alarm page to view the currently pending alarms of its alarm
data points. The alarm main page displays all available alarm data points. Alarm objects
which have active alarms are displayed in red. Click on the alarm object to be viewed. This
opens the alarm summary page. An example is shown in Figure 73.

MWLOYTEC

| 2312200015:37:35  highlimit 127 LightAlarm :ﬁﬁ;mn N30 3000 goonon

]
dew 224200
input, 0y

W Alarm

(@) Reload | sjamm Log Surnman
—
+ N .
c Alarm Object Name: critical
o}
(W) Summary
— [Number
Q At doed 1
o] Active, acknowledged 1
c Inactive, not acknowledged 1
=1 Others o
(%3]
o Details
= Alarm Time p Description [Source Name
o]
e
[4¥]
C

Statistics

() 22122009153715  high-limit 127 OwerheatAlarm (N9 g gonann

Figure 73: Alarm Summary Page.

Active alarms are highlighted red. Inactive alarms which have not been acknowledged are
rendered in green. Alarms that can be acknowledged have an Ack button. Press on the Ack
button to acknowledge the alarm. Depending on the technology, this and older alarm
records will be acknowledged. Acknowledged, active alarms are rendered in red. Click on
Reload to refresh your alarm list.

Inactive alarms that have been acknowledged disappear from the list. To record historical
information about those alarms, the alarm log must be used. See Section 4.3.11 for the
alarm log Web interface.

4.2.241EC61131 Configuration

On the IEC61131 configuration page the user can download an IEC61131 program as well
as controlling the behavior of the 1/O driver, see Figure 74. After downloading the
IEC61131 program rebooting the L-INX is necessary in order to load and start the new
IEC61131 program. After resetting the device check the PLC LED for a successfully started
program.

Important!

Downloading a new IEC61131 program may result in the need for a new data point
configuration. Hence, take care about the requirements of the downloaded program and
in case of a different set of IEC61131 variables use the L-INX Configurator to adapt the
data point configuration.

The data exchange of the IEC61131 program can be disabled by disabling the 10 driver. As
a result the IEC61131 program is not able to receive or send update from/to the appropriate
data points. Hence, for debugging purpose, the data point values can be manipulated
regardless of the data set from the IEC61131 program.
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The information about the running program is also displayed. The IEC61131 program can
be removed from the device by clicking the Remove button. The device needs to reboot
after this action.

DLOYTEC

LINX-121
Logged in as

admin
6 Current IEC61131 Program
Device Info o
+ Date: 2010-09-18 13:28:53
c Size: 265 45 KByte
S
- Remove
]
©
c
=1 Download IEC61131 Program
vy
_— To download a new IECE1131 program select the file (default name MBRTCode.so) and press the
[ download button
E-mail (@]
Data P 3 Filename
e Durchsuchen
“ (]
C
m Download
IEC61131 4'
Statistics IEC61131 10 Driver
L-Web IECE113110 driver |enabled x
LIOB Apply Settings | Get Settings |

Reset

Figure 74: IEC61131 Configuration Page.

4.3 Device Statistics

The device statistics pages provide advanced statistics information about the CEA-709
device, the CEA-852 device, the BACnhet device, the system log, the scheduler, the alarm
log and the Ethernet interface.

4.3.1 System Log

The System Log page prints all messages stored in the system log of the device. An example
is shown in Figure 75. This log data is important for trouble-shooting. It contains log entries
for reboots and abnormal operating conditions. When contacting LOYTEC support, have a
copy of this log ready.
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Clear systern log Update system log

Device Info

2005-06-19 13:04:08.555|NOTE| | Application| | |Loy initislized - LINEZ-200 V1.8.9 Bui-d

2008-06-19 13:04:14.276|NOTE| | Application]| | |Boot process finished
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2008-11-26 13:56:34.668|HOTE| | Application| | | Reset

2008-11-26 13:56:34.675|NOTE| | 0351| 00000002 | | 0SSI Loy terminating

2005-11-26 13:56:55.144|NOTE| | Application| | |Loy initislized - LINEZ-200 V1.8.9 Bui

2008-11-26 13:57:12.079|NOTE| | Application]| | |Boot process finished

2005-11-26 13:59:27.068|HOTE| | Application| || Shutdown

2008-11-26 13:59:28.159|NOTE| | Application| | | Reset

2008-11-26 13:59:28.166|NOTE| | OSSI|00000002| |0SSI Log terminating

2008-11-26 13:59:50.820|HOTE| | Application|||Log initialized - LINZ-200 V3.0.0 Bui

2005-11-26 13:59:57.236|NOTE| | Application]| | |Boot process finished

2009-11-26 14:15:31.455|NOTE| | Application| | |Loy initislized - LINEZ-200 V3.0.0 Bui

2009-11-2¢6 14:15:37.555|NOTE| | Application]| | |Boot process finished

2009-11-27 14:02:42.452 |HOTE| | Application|||Loy initialized - LINE-200 V3.0.0 Bui

Contacl 2009-11-27 14:02:49.907|NOTE| | Application| | |Boot process finished

2009-11-27 14:03:16.336|NOTE| | Application| | | Shutdown _'J
3

Config

Statistics

1P
System Log
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ul
m Lo

L-Web
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networks under control

Figure 75: System Log Page.

4.3.2 |P Statistics

Figure 76 shows the IP statistics page. It allows finding possible problems related to the IP
communication. Specifically, any detected IP address conflicts are displayed (if the device’s
IP address conflicts with a different host on the network).

[-]
MLOYTEC
6 Update [P statistics
Device Info =
c Ethernet Interface St;
Conﬁg 8 Rx packets 0
. Rx bytes 3391700
Statistics -
(] Rx dropped 0
_g Rx no clusters 0
Rx CRC errors 0
= Rx missed 0
v % missed errors
= Tx collisions 0
—
X resends
o) T; I 0
g Tx packets 0
-Iq—; Tx bytes 275696
c Ex no ml.)uf E
X oversize errors
Contact
Ry runt errors 0
L gOLIl Tx ok 0
Tx dropped 0
TCP/IP Statistics
Total IP packets received 5348
Total IP packets generated here |2214
Total TCP packets sent 2201
Total TCP data packets sent 1164
Total TCP data bytes sent 497411
Total TCP packets received 2076
Total UDP packets received 3271
Total UDP packets sent 13
Update IP statistics
=

Figure 76: IP Statistics Page.
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4.3.3 CEA-852 Statistics

The CEA-852 statistics page displays the statistics data of the CEA-852 device on the
device. It is only displayed if the CEA-852 interface is enabled and supported by the device
model. The upper part of the CEA-852 statistics page is depicted in Figure 77. To update
the statistics data, press the button Update all CEA-852 statistics. To reset all statistics
counters to zero, click on the button Clear all CEA-852 statistics. The field Date/Time of
clear will reflect the time of the last counter reset.

DLOYTEC

IP Packets received

IP Bytes received

re) Clear all CEAGEZ statistics | Update all CEABS2 statistics |
i —
Device Info =
c CEA852 Device Statistics
Conﬁg 8 Seconds since cleared 63000
A Date/Time of clear (GM Man Jan 19 15:24:12 2009
Statistics - _ (GHD
(}] No. of registered members 2
LT Packets received 0
©
% LT Bytes received unknown
v LT Packets sent 3
= LT Bytes sent unknaown
—
o) IP Packets sent 0
g IP Bytes sent 0
—
<]
c

Reseat

Contact

Logout

IP Packets data sent

IP Packets data received

LT Stale packets

RFC Packets sent

RFC Packets received

Avg. aggregation to IP

Avg. aggregation from IP

UDP Packets sent

TCP Packets sent

Multi-cast Packets sent

Session 1D

Extended CEA-852 Device Statistics

0295660

SNTP synchronized

no

Number of CR member infos

1

Current channel routing mode

CR

Message alloc count

0

Figure 77: Part of the CEA-852 Statistics Page.

4.3.4 Enhanced Communications Test

The Enhanced Communications Test allows testing the CEA-852 communication path
between the CEA-852 device on the L-INX/L-GATE and other CEA-852 devices as well as
the configuration server. The test thoroughly diagnoses the paths between individual
members of the IP channel and the configuration server in each direction. Port-forwarding
problems are recognized. For older devices or devices by other manufacturers, which do not
support the enhanced test features, the test passes as soon as a device is reachable, but adds
a comment, that the return path could not be tested. A typical output is shown in Figure 78.
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Device Info

Config
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Restart Enh. Com. Test | Enhanced Communication Test finished

CEA 852 Device Address Result Round Trip Comment
192.1668.24.101:1629 (C3) > I ms oK
192.1658.24.33:1625 1 nfa Peer not reachable
o OK ! FAILED ? testing communication

Enhanced Communication Test Summary

w Ok 1 Device(s)
w QK (return path not tested) 0 Device(s)
! FAILLED 1 Device(s)

Figure 78: Enhanced Communication Test Output.

The Round Trip Time (RTT) is measured as the time a packet sent to the peer device needs
to be routed back to the device. It is a measure for general network delay. If the test to a
specific member fails, a text is displayed to describe the possible source of the problem.
The reasons for failure are summarized in Table 11.

Text displayed (Web icon) Meaning
OK, Return path not tested (green Displayed for a device which is reachable but which does not support the
checkmark) feature to test the return path (device sending to this CEA-852 device).

Therefore a potential NAT router configuration error cannot be detected. If
the tested device is an L-IP, it is recommended to upgrade this L-IP to 3.0 or

higher.
Not reachable/not supported This is displayed for the CS if it is not reachable or the CS does not support
(red exclamation) this test._ To remove this uncertainty it is recommended to upgrade the L-IP to
3.0 or higher.
Local NAT config. Error This is displayed if the CEA-852 device is located behind a NAT router or
(red exclamation) ﬁrewall, and the p_ort-forV\_/ar_ding in the NAT-Router (usually 1628) or the
filter table of the firewall is incorrect.
Peer not reachable Displayed for a device, if it is not reachable. No RTT is displayed. The device
(red exclamation) is either not online, not connected to the network, has no IP address, or is not

reachable behind its NAT router. Execute this test on the suspicious device to
determine any NAT configuration problem.

Table 11: Possible Communication Problems.

4.3.5 CEA-709 Statistics

The CEA-709 statistics page displays statistics data of the CEA-709 port on the device as
shown in Figure 79. This data can be used to troubleshoot networking problems. To update
the data, click on the button Update CEA-709 statistics.
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Figure 79: CEA-709 Statistics Page.

4.3.6 OPC Server Statistics Page

The OPC server statistics page shows statistics data, which contains information on
currently and previously connected clients. An example list of OPC clients is shown in
Figure 80. Clicking on the Update OPC statistics button retrieves the current statistics.

The Summary table on the top of the page displays the number of currently connected
clients. These clients occupy TCP connections. The next line specifies the total number of
accepted client connections since the device is running. The figure for rejected connections
can be used to detect situations, where too many clients try connecting at the same time.

DLOYTEC

Logged in as
guest

Device Info
Config

Statistics

Vi
B OPC Server

[ ] r
m Alarm Log

networks under control

Update OPC statistics |

Clear OPC statistics |

Seconds since cleared 73011

Date/Time of clear{GMT) Thu Feb 25 18:53:17 2010
Currently connected clients 2

Total connections accepted 24208

Rejected (too many clients) 0

Total Authentication header missing 97

Total Authentication failed 5

Total SOAP requests received 234660

Total SOAP responses sent 234553

Total SOAP errors sent 5

Total SOAP bytes received 110861048

Total SOAP bytes sent 160161950

Humber of active subscriptions 2

Total tags in subscriptions 26

Client Srvc |Idle/s |Agent Last Action
01]10.101.17 64:1130 DA |0 L-YWEB 800 (P) SubscriptionPolledRefresh
02 |10.101.17.76:2592 DA |1 L-WEB 800 (P) SubscriptionPolledRefresh
03 {10.101.17 46:2166 /DA |nfa L-WEB 801 (T) Read

04 {10.101.17.76:3891 /DA Infa L-WEB 800 (T) GetStatus

05 {10.101.17 64:1228 /DA |nfa L-WEB 800 (T) GetStatus

ae [1nn 1e0 19 1 1m0 na lnia 1 ED ona M et Chabin

Figure 80: OPC Server Statistics Page.
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The Connection Details list shows more information on the history of client connections.
The green lines at the top denote currently active connections. Active connections have an
idle time figure specified in seconds. The following lines in black represent a history of the
most recent connections. Inactive connections read “n/a” in the Idle column.

All lines contain client information, which specifies the client IP address and port of the
connected client. The Srvc column specifies the type of Web service (Web, DA, and DL).
The Agent column contains information on the HTTP agent of the client, and the Last
Action column contains information on the last known Web service SOAP action the client
has requested.

4.3.7 BACnet MS/TP Statistics

The BACnet MS/TP statistics page is only available, when the MS/TP data link layer is
enabled (see Section 4.2.15) and supported by the L-INX model. An example is shown in
Figure 81. The separated part on the top of the table contains the most important statistics
data.

The MS/TP token status reports the current token passing state. In state OK, the token is
circulating between the masters. This is the normal state, when multiple masters are on the
MS/TP network. The state SOLE MASTER is the normal state when the device is the only
master on the network. If there are multiple masters on the network, this state is a hint to a
broken cable. In state TOKEN LOST, the token is currently not circulating.

The counter MS/TP lost tokens is an indicator for communication problems on the
MST/TP network. If it increases, there is a cabling, ground, or termination problem. The
counters Rcv OK and Send OK reflect the number of successfully received or transmitted
MS/TP frames. Check these counters to verify that communication is flowing on the MS/TP
segment.

Update BAChet statistics | Clear BACnet statistics |
Device Info
Config MS/TP Token Status SOLE MASTER
- MS/TP Lost Tokens 1
Statistics Rov OK g
Send OK 64354

Extended BACnet MS/TP Statistics

Rev ldle Errors

¥ Log
m BACnet MS/TP

Rcv Preamble Timeouts

Rcv Preamble Errors

Rev Header Frame Too Long

Rcv Header Timeouts

networks under control

Rcv Header Errors
Rcv Header BAD CRC
Contact Rev Header No Data

Reset

Rcv Header Not For Us
Logout Rcv Data Timeout

Rcv Data Error

Rcv Data Bad CRC

MS/TP Master Polls

MS/TP Revd Tokens

MS/TP Revd Unwanted Frame
MS/TP Revd Unexpected Frame
MS/TP Revd Invalid Frame
MS/TP Revd FPM

MS/TP Revd Data No Reply
MS/TP Revd Data Needing Reply
MS/TP Revd Reply Timeouts
MS/TP Revd Replies

MS/TP Revd Postpone

]
2
&
|

Slowm|ojooooooloooolaoloolaloaolala

Figure 81: BACnet MS/TP Statistics Page.

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 93

LOYTEC

4.3.8 BACnet Bindings Statistics

The BACnet bindings statistics page displays a list of all currently active address bindings.
This list can be used for troubleshooting to see, which BACnet device instance numbers
could be resolved and to what BACnet network number and MAC address. See Figure 82

for an example list. In this case the device instance 224095 has been resolved to the local
network and MAC address 192.168.24.95:BACO.

Instance Number Network Number
224095 local 192.168.24.95, Port: 0xBACO

control

Figure 82: BACnet bindings statistics page.

4.3.9 BACnet FDT Statistics

The BACnet FDT (Foreign Device Table) Statistics page displays a list of all BACnet/IP
foreign devices currently registered with the device (see Figure 83). Note, that foreign

devices can only register with the device if the latter is configured as BACnet Broadcast
Management Device (see Section 4.2.14).

o 1P Address—[port T Ramain
[0 [192.168.20.200 OxBACD  [1800s  |1407 s

r control

Figure 83: BACnet FDT Statistics page.

4.3.10 Scheduler Statistics Page

The scheduler statistics page provides an overview of what is scheduled at which day and
which time. In the Display Schedules list, select a single schedule to view its scheduled

values and times. Use the multi-select feature to get the overview of more schedules. An
example is shown in Figure 84.
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Figure 84: Scheduler Statistics Page.

The alarm log page provides an overview of all alarm logs on the system. Click on one of
the links to view a specific alarm log. Each alarm log contains a historical log of alarm
transitions. When an inactive and acknowledged alarm disappears from the alarm summary
page (live list), the alarm log contains this last transition and maintains it over a reboot. An
example is shown in Figure 85.

To refresh the alarm log contents click on the Reload button. Currently active alarms
cannot be acknowledged in this historical view. Follow the link to the attached alarm
objects to get to the respective live lists, where alarms can be acknowledged on the Web
interface (see Section 4.2.23).
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Figure 85: Alarm Log Page.
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The alarm log contents can be uploaded from the device in a CSV formatted file. Click on
the button Upload Alarm Log to upload the current log. To clear the log, press the button
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Clear Alarm Log. Please note, that this permanently purges all historical alarm log data of
this alarm log.

4.4 L-WEB

4.4.1 Installation

This configuration page provides a download link to the L-WEB application installer and a
listing of L-WEB projects available on the device (see Figure 86). Clicking on Install will
download the installer for L-WEB and start the installation process. See Section 9.2 for
more information on working with the L-WEB visualization.

DLOYTEC

Logout

(_:) Install the LOYTEC L-Weh Visualization software on your PC
Device Info i
=
Config (@]
(W) Awvailable L-Web projects
Statistics T
ame ast modified ize es)
) N Last maodified Size (Bytes)
©
L-Web e
S @ roorn_3. lweh 23.12.2008 10:16:37 137432
Reset & roorn_1.lweb 23.12.2008 10:15:50 137017
32 & room_2.lweb 23.12.2008 10:15:08 137186
Contact by @ roorm_B. lweh 22.12.2008 17:11:57 170675
@] & roomn_5.lweb 22.12.2008 17:11:04 170704
E & office_roorn bweb  28.11.2008 17:47:52 170640
<]
o

Figure 86: L-WEB Page.

4.4.2 Access Control List

The device provides a security feature to restrict access to the OPC server from the Internet.
This feature is based on an access control list (ACL). An example of the ACL configuration
is shown in Figure 87.

DLOYTEC

‘admin Successfully saved access control list

16:41:09 o
o
o
Device Info (W) B P Address Subnet Mask Access
— ] 192 168 1 64 D55 255 265 255 allow
Config @ [ 10.101.17.0 255 255 2650 allow
- _8 [] 0.0.0.0 0.0.0.0 deny
Afizles S [ 0.0.00 0.0.0.0 allow
v
=
-
g

Figure 87: OPC Server Access Control List (ACL).

The user can add and delete entries to the ACL. Each entry contains a source specification,
which consists of an IP address and an IP mask, and an action (allow or deny). For
specifying single hosts use the IP address and the mask '255.255.255.255'. For an address
range specify an appropriate mask. For example use '10.101.17.0' and the mask
'255.255.255.0' to specify all hosts with IP addresses '10.101.17.xxx". To specify all IP
addresses use '0.0.0.0" and the mask '0.0.0.0".
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The ACL is evaluated from specific host entries down to wider ranges. When adding new
entries the ACL is automatically sorted, having the most precise definition at the top and the
most general one at the bottom. The default behavior is to allow packets from all IP
addresses. This is also the default entry in the ACL.

The example shown in Figure 87 specifies the following behavior:

1. Allow requests from the device 192.168.1.64

2. Otherwise allow requests from devices in the network 10.101.17.xxx

3. Otherwise deny requests from all (other) IP addresses. Note, that a "deny" overrules an
"allow".

4.5 Reset, Contact, Logout
The menu item Reset allows two essential operations:
e Rebooting the device from a remote location, or

e  resetting the data point configuration from a remote location. This option clears all data
points and the entire port configuration. It leaves the IP settings intact.

The Contact item provides contact information and a link to the latest user manual and the
latest firmware version. The Logout item closes the current session.
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5 Concepts

5.1 Universal Gateway

The operating principle of a universal gateway is to connect data points of one network
technology to data points of another technology. This is the primary function of the
L-GATE product family. Gateway function are, however, also available in the L-INX
family.

Data points in the CEA-709 network are known as network variables (NVs). For more
information on this technology refer to Section 5.6. Data points in the BACnet technology
are known as BACnet server objects. They have a specific type (e.g. analog input or binary
output) and a set of properties, which describe the data point more closely. The actual value
is stored in the “Present Value”. For more information on this technology refer to Section
5.7.

The typical task in configuring the universal gateway consists of the following steps:

1. Selecting the data points of the network to be mapped (e.g., select the NVs in the CEA-
709 network nodes or create new NVs)

2. Select or create matching counterparts of the other technology (e.g., create matching
BACnhet objects)

3. Create connections between the data points (e.g. connect NVs and BACnet objects).
The connection is the central part of the gateway functionality. It defines, which data points

are mapped to which data points. Refer to Section 5.4 about the nature of connections in the
device.

5.2 Data Points

5.2.1 Overview

Data points are part of the fundamental device concept to model process data. A data point
is the basic input/output element on the device. Each data point has a value, a data type, a
direction, and a set of meta-data describing the value in a semantic context. Each data point
also has a name and a description. The entire set of data points is organized in a hierarchy.

At the data point level, the specific technological restrictions are abstracted and hidden from
the user. Working with different technologies at this level involves common work-flows for
all supported technologies.
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The direction of a data point is defined as the “network view” of the data flow. This means,
an input data point obtains data from the network. An output data point sends data to the
network. This is an important convention to remember as different technologies may define
other direction semantics.

The basic classes of data points are:

¢ Analog: An analog data point typically represents a scalar value. The associated data
type is a double precision machine variable. Meta-data for analog data points include
information such as value range, engineering units, precision, and resolution.

e Binary: A binary data point contains a Boolean value. Meta-data for binary data points
includes human-readable labels for the Boolean states (i.e., active and inactive texts).

e Multi-state: A multi-state data point represents a discrete set of states. The associated
data type is a signed integer machine variable. Each state is identified by an integer
value, the state ID. State IDs need not be consecutive. Meta-data of a multi-state data
point includes human-readable descriptions for the individual states (state texts) and the
number of available states.

e String: A string data point contains a variable-length string. The associated data type is
a character string. International character sets are encoded in UTF-8. A string data
point does not include any other meta-data.

e User: A user data points contains un-interpreted, user-defined data. The data is stored
as a byte array. A user data point does not include any other meta-data. This type of
data point also serves as a container for otherwise structured data points and represents
the entirety of the structure.

5.2.2 Timing Parameters

Apart from the meta-data, data points can be configured with a number of timing
parameters. The following properties are available to input or output data points,
respectively:

e Pollcycle (input): The value is given in seconds, which specifies that this data point
periodically polls data from the source. This is referred to as static polling.

e Receive Timeout (input): This is a variation on the poll cycle. When receive timeout is
enabled, the data point actively polls the source unless it receives an update. For
example, if poll cycle is set to 10 seconds and an update is received every 5 seconds, no
extra polls are sent. The receive timeout setting cannot be used for feedback data
points.

e Poll-on-startup (input): If this flag is set, the data point polls the value from the source
when the system starts up. Once the value has been read, no further polls are sent unless
a poll cycle has been defined.

¢ Minimum Send Time (output): This is the minimum time that elapses between two
consecutive updates. If updates are requested more often, they are postponed and the
last value is eventually transmitted after the minimum send time. Use this setting to
limit the update rate.

e Maximum Send Time (output): This is the maximum time without sending an update.
If no updates are requested, the last value is transmitted again after the maximum send
time. Use this setting to enable a heart-beat feature.

Dynamic polling is an option that some network technologies offer. With static polling the
policycle is used to permanently poll values over the network. This is required for data
points that require constant value updates a fixed pollcycle (for example to trend the data).
For other data points that do not need permanent value updates, so-called dynamic polling is
activated, as soon as the values are needed (for example displayed on L-WEB). When the
data is not needed, polling stops and no longer puts a burden on the network. The advantage
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is that a few data points can be refreshed at a higher rate at a time compared to static
polling, where all data points must permanently share the available network bandwidth.

5.2.3 Default Values

Default values can be defined for data points when needed. The value of a data point will be
set to the defined default value, if no other value source initializes the data point. Default
values are beneficial, if certain input data points are not used by the network and need a pre-
defined value, e.g., for calculations. Default values are overridden by persistent values or
values determined by poll-on-startup.

5.2.4 Persistency

Data point values are by default not persistent. This means that their value is lost after a
power-on reset. There exist different strategies for initializing data points with an
appropriate value after the device has started.

For input data points, the value can be actively polled from the network when starting up.
Use the Poll-on-Startup feature for this behavior. Polling the network values has the
advantage that intermediate changes on the network are reflected. An input data point can
be made persistent, if the last received value shall be available after a power-on reset before
a poll-on-startup completes. This can be beneficial, if the remote device is temporarily
offline and the last value is considered usable.

For output data points, the value can be restored after starting up by the application. For
example, if the output data point’s value is determined by an input data point and a math
object, or the output data point is in a connection with an input, the input can poll its value
on startup. If the output data point has no specific other value source, e.g., it is a
configuration parameter set by the user, it can be made persistent.

To make a data point persistent, enable the Persistent property of the respective data point.
The persistency option is only available for the base data point classes analog, binary, multi-
state, string and user. More complex objects such as calendars, schedules, etc., have their
own data persistency rules.

For structured data points, only all or none of the structure members can be made persistent.
The configuration of the top-level data point, which represents the entire structure, serves as
a master switch. Setting the top-level data point to be persistent enables persistency for all
sub-data points. Clearing it disables persistency for all sub-data points.

5.2.5 Parameters

A data point can be qualified as a parameter data point. This is accomplished in the
Configurator software by setting a Parameter check box on the data point. Those parameter
data points are automatically persistent and will typically have a default value. Their
purpose is to store parameterization values, which can be changed from the default value at
run time and influence the behavior of the device or the logic running on the device. This
way, a number of devices can have the same basic configuration and be adapted by
parameter values. Examples are sunblind run times for control logic or descriptive strings
for the LWEB visualization.

The qualified parameter data points are also exported via a parameter file, which contains
the entire set of current parameter values including meta-information for external tools to
display parameter data in a human-readable way. The LWEB-821 master parameter editor
can process such parameter data points and manage them for a large number of devices. For
more information on how to manage parameters on your devices please refer to the LWEB-
821 Master Parameter Editor manual [8].
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5.2.6 Behavior on Value Changes

The value of a data point can change, if it is written by the application or over the network.
For all data points (input and output) the application (connection, user control, etc.) can be
notified, when the value is written to. The property Only notify on COV defines, whether
the notification is done with each write or only if the value changes (change-of-value,
COV). If only notify on COV is disabled, writing the same value multiple times will result
in multiple notifications.

When the value of an output data point is updated, an update is usually sent out onto the
network. The property Send-On-Delta decides how the update is reflected on the network.
If send-on-delta is inactive, each update of the value is sent. If send-on-delta is active, value
changes only are sent. The send-on-delta property is only valid for output data points.

For analog data points, the COV or send-on-delta takes an extra argument, which specifies
by what amount the value must change to regard it as a change for action. Both, COV and
send-on-delta for analog data points check the Analog Point COV Increment property. A
change is detected, if the value increment is bigger or equal to the specified increment. If
the property is zero, all updates are considered.

5.2.7 Custom Scaling

Custom scaling is applied to all analog data points when they communicate values to or
from the network. This feature can be used, if a network data point has engineering units not
suitable for the application (e.g., grams instead of kilograms). The scaling is linear and
applied in the direction from the network to the application as:

A=kN+d,

where N is the network value, k the custom scaling factor, d the custom scaling offset, and
A the application value. When sending a value to the network, the reverse scaling is applied.
If this property is enabled, the analog values are pre-scaled from the technology to the data
point. The custom scaling is in addition to any technology-specific scaling factors and can
be applied regardless of the network technology.

5.2.8 System Registers

The device provides a number of built-in system registers. They are present without a data
point configuration. The system registers, such as the System time or the CPU load, can be
exposed to the OPC server. By default, all system registers are checked for being exposed to
OPC. To reduce the number of needed OPC tags, you may deselect certain system registers,
which are not useful in a specific project.

System registers are read-only by default. System register can also serve as a testing setup
for the OPC XML-DA communication without a network data point configuration. The
System Time register is updated every second and may serve for testing subscriptions. The
Authentication Code register can be used to verify writing to OPC tags.

The available system registers and a short description of their function are listed below:

e System Time: This register is an analog data point. It supplies the system time of the
local clock in UTC as seconds since 1.1.1970. It increments each second. Example:
1302533716.

e CPU Load: This register is an analog data point. It displays the average system CPU
load in percent over the last minute. Example: 17 %.

o Free Memory: This register is an analog data point. It displays the current amount of
free RAM memory in Bytes. Example: 20522288 Bytes.

e Free Flash: This register is an analog data point. It displays the current amount of free
memory in Bytes of the Flash storage. Example: 8482688 Bytes.
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Supply Voltage: This register is an analog data point. It displays the currently
measured supply voltage in volts. Example: 15.1 V.

System Temp: This register is an analog data point. It displays the currently measured
system temperature in degrees Celsius. Example: 39 °C.

Application Vendor, Authentication Code, and Authentication Result: These
registers can be used to implement an IP protection mechanism for application
programs, such as IEC61131 programs. Please refer to Section 12.6.6 for more
information.

Serial Number: This register is a string data point. It displays the device’s serial
number as an ASCII string. Example: “011401-000AB001D1E4”.

MAC Address: This register is a user data point. It displays the device’s MAC address
as an array of 6 hexadecimal Bytes. Example: 000AB001D1EA4.

Firmware Version: This register is a string data point. It displays the device’s
firmware version as an ASCII string. Example: “4.1.0”.

Device IP Address: This register is a string data point. It displays the device’s IP
address as an ASCII string. Example: “10.101.18.204”.

Device IP Port: This register is an analog data point. It displays device’s HTTP port
as an integer value. Example: 80.

TZ Offset: This register is an analog data point. It displays the time zone offset relative
to UTC in seconds. This means a positive value for a time zone, which lies east of
Greenwich. The offset includes daylight savings time. The local time can be derived by
adding this register to the system time register. Example: +7200 for GMT+1 (Paris,
Berlin, Vienna) including DST.

Device Status: This register is a string data point. It contains an XML document with
the device status file contents. It is not displayed on the Web UI.

Ethernet Link Mask: This register is a multistate data point. It displays the link
information of the Ethernet port. Example: “Eth 1”.

Hostname: This register is a string data point. It displays the host name, which has
been configured in the IP settings. Example: “my_linx”.

Position Longitude: This register is an analog data point and can be written. Writing
to it sets the device’s longitude in degrees.

Position Latitude: This register is an analog data point and can be written. Writing to
it sets the device’s latitude in degrees.

Position Altitude: This register is an analog data point and can be written. Writing to
it sets the device’s altitude in meters above sea level.

Longitude: This register is an analog data point. It displays the longitude part of the
device’s location in degrees. Example: -16.33472.

Latitude: This register is an analog data point. It displays the latitude part of the
device’s location in degrees. Example: 48.22056.

Altitude: This register is an analog data point. It displays the altitude of the device’s
location in meters above sea level. Example: 200 m.

5.2.9 User Registers

The device can be configured to contain user registers. In contrast to system registers, these
are only available as a part of the data point configuration. User registers are data points on
the device that do not have a specific technological representation on the control network.
Thus, they are not accessible over a specific control network technology.
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A register merely serves as a container for intermediate data (e.g., results of math objects,
calculation parameters). The register can have the following, basic data types:

o Double: A register of base type double is represented by an analog data point. It can
hold any scalar value. No specific scaling factors apply.

e Signed Integer: A register of base type signed integer is represented by a multi-state
data point. This register can hold a set of discrete states, each identified by a signed
stats ID.

e Boolean: A register of base type Boolean is represented by a binary data point. This
register can hold a Boolean value.

e String: A register of base type string is represented by a string data point. This register
can hold a variable-length character string in UTF-8 format.

e Variant: A register of base type variant is represented by a user data point. This
register can hold any user-defined data of up to a specified length of Bytes. This length
is defined when creating the register and cannot be changed at run time.

Since a register has no network direction, it can be written and read. Therefore, two data
points are generated for each register, one for writing the register (output) and one for
reading the register (input). A suffix is added to the register name to identify the respective
data point. For example, the register MyValue will have two data points generated for:
MyValue_Read and MyValue_Write.

5.2.10 Structures

Complex data belonging semantically together may be structured. The data point model
allows mapping structure types onto user-defined data points of variant type. This can be
necessary, if a network technology carries such structured data or if a user-defined register
shall provide structured data for access through a single data point. In any case, the structure
is modeled as a top-level data point and a hierarchy of sub-data points representing the
structure members.

The top-level data point is a user data point of variant data type. It contains the image of the
entire structure as a Byte array. Each structure field is then modeled as a sub-data point of
the appropriate class (e.g. analog, binary, or multi-state). A structure field may itself be a
structure going down one level in the hierarchy of sub-data points.

An example is shown in Figure 88. In this case a user register of two Bytes is bound to a
structure type mapping the two bytes on analog data points. The two sub-data points byte 0
and byte_1.

= example2_Read 1 v In
byte 0 11 @ In
byte 1 12 @ In

Figure 88: Example of a structured data point.

The structure types are available in a type repository with the Configurator. This repository
is divided into scopes. Within each scope a type has a unique name. When selecting a type,
the scope and the type name needs to be specified.

5.3 Math Objects

5.3.1 General Properties

Math objects are advanced application objects that can execute mathematical operations on
data points. A math object takes a number of input data points (variables vy, v,, ..., v,) and
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calculates a result value according to a specified formula. The result is written to a set of
output data points. The formula is calculated each time one of the input data points updated
its value. The formula is only evaluated if all of the input data points have a valid value (i.e.,
don’t show the invalid value status).

Using the assigned variable names, immediate values, parenthesis, operators and function
names, the user can enter a formula in the usual way (infix notation). Apart from the
functions in the next Section, the short-hand operators +, -, /, *, %, AND, OR, XOR,
~& |, o=, =, < >, <=, >= can be used directly. Further, it is possible to use
parenthesis to define the precedence of the operations.

Example: (vl + v2) * sqgrt(pow(v3,0.1))

Note:

As usual practice in programming languages, the comma is used to separate arguments in
expressions and the decimal point is used in decimal values. The expression sum (4,5) *2
evaluates to 18, while sum (4. 5) *2 evaluates to 9.

As you enter the formula, it will be parsed and the resulting sequence of calculations will be
displayed in a list at the right of the property page. This list shows your formula in reverse
polish notation (RPN), also known as postfix notation, as used by many scientific pocket
calculators.

5.3.2 Usage Hints

A few functions end with a ... (three dots) in the argument list. This means that they accept
a variable number of arguments. When used in the formula, they will fetch all available
values from the stack and then calculate the result, which will be put back on the stack and
be the only value on the stack, since all other values were used as input to the function.

This behavior causes some limits in how these functions may be used. You are on the safe
side, if you use such a function only as the outermost function (infix), or as the last function
on the stack (postfix) for example:

sum(vl, v2, exp(v3, -1))
Or the postfix equivalent: v1, v2, v3, -1, exp, sum

If you have to use it as an argument to another function, it may only be the first argument;
otherwise the formula cannot be processed by the math object, which internally uses an
RPN machine, with precompiled instructions for optimal performance. Example:

add (avg (vl, v2, v3), 5)oravg(vl, v2, v3)+5 will work.
add (5, avg(vl, v2, v3))or5 + avg(vl, v2, v3) will NOT work.

Another property of those functions is that they ignore input values, which have the invalid
value. Therefore, assuming v1=5, v2=invalid, v3=3 the calculation add (vl,v2,v3)
evaluates to 8 while v1+v2+v3 returns invalid. This can be used to purposely allow inputs
in the calculation that have no value.

To limit the number of re-calculations, the data point option Only Notify on COV should
normally be checked on all connected input data points. This avoids recalculating the
formula and writing a value to the output data point when it is already clear that the result
will be the same, because the input value did not change. The same option can also be
checked for the output data point to avoid unnecessary writes to the output data point, in
case the inputs changed but the result of the formula is still the same.
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5.3.3 Function List

The currently supported math function calls are listed in Table 12.
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Function Return Value

add(vli,v2) vl +v2

sub(v1,v2) vl -v2

mul(vl,v2) vl *v2

div(v,d) v/d

mod(v,m) Returns t_he remainder of dividing v b_y m, where v ar!d m should be integer values. Fractional
values will be rounded to the nearest integer automatically

max(v1,...) Returns the maximum of all values on the value stack

min(v1,...) Returns the minimum of all values on the value stack

avg(vl,...) Returns the arithmetic mean value of all values on the stack

log(v) Returns the natural logarithm of v

log2(v) Returns the base 2 logarithm of v

log10(v) Returns the base 10 logarithm of v

exp(v) Returns the value of e (the base of natural logarithms) raised to the power of v

exp2(v) Returns the value of 2 raised to the power of v

expl0(v) Returns the value of 10 raised to the power of v

sqrt(v) Returns the non-negative square root of v

pow(V,exp) Returns the value of v raised to the power of exp

round(v) Round v to the nearest integer

floor(v) Round v down to the nearest integer

ceil(v) Round v up to the nearest integer

sum(vl,...) Returns the sum of all values on the stack

and(b1,b2) logical AND of the Boolean values bl and b2  (b1&&b2)

or(b1,b2) logical OR of the Boolean valuesbland b2 (b1||b2)

xor(b1,b2) logical exclusive OR of the values bl and b2 (b17b2)

not(b) logical inverse of the Boolean value b (!b)

It(vi,v2) returns 1 if v1 is lower than v2, else returns 0 (v1 < v2)

le(vl,v2) returns 1 if v1 is lower or equal v2, else 0 (V1 <=v2)

eq(vl,v2) returns 1 if v1 equals v2, else 0 (vli=v2)

ge(vl,v2) returns 1 if v1 is greater or equal v2, else 0 (V1 >=v2)

gt(vi,v2) returns 1 if v1 is greater than v2, else 0 (v1>v2)

if(b,vt,vf) returns vt if b is true, else returns vf (b ? vt : vf)

Reads all values from the stack, converts them to Boolean values and encodes them into an

encode(bl....) integer value, where the first value is used as the LSB and the last value as the MSB.

sin(vl) Returns the sine of v1, where v1 is given in radians

cos(vl) Returns the cosine of v1, where v1 is given in radians

tan(vl) Returns the tangent of v1, where v1 is given in radians

sinh(v1) Returns the hyperbolic sine of v1, which is defined mathematically as (exp(v1) - exp(-v1)) / 2
cosh(vl) gzeturns the hyperbolic cosine of v1, which is defined mathematically as (exp(v1) + exp(-v1)) /
tanh(v1) Returns the hyperbolic tangent of v1, which is defined mathematically as sinh(v1) / cosh(v1)
asin(vl) Returns the arc sine of v1; that is the value whose sine is v1

acos(v1) Returns the arc cosine of v1; that is the value (in radians) whose cosine is v1

atan(v1) Returns the arc tangent of v1; that is the value (in radians) whose tangent is v1

asinh(v1) Returns the inverse hyperbolic sine of v1; that is the value whose hyperbolic sine is v1
acosh(vl) Returns the inverse hyperbolic cosine of v1; that is the value whose hyperbolic cosine is v1
atanh(vl) Returns the inverse hyperbolic tangent of v1; that is the value whose hyperbolic tangent is v1
gamma(v1) Returns the value of the Gamma function for the argument v1. The Gamma function is defined
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Function

abs(vl)

Return Value

by Gamma(x) = integral from 0 to infinity of t*(x-1) e”-t dt. It is defined for every real number
except for no positive integers. For nonnegative integral m one has Gamma(m+1) = m! and,
more generally, for all x: Gamma(x+1) = x * Gamma(x) For x < 0.5 one can use Gamma(x) *
Gamma(1-x) = PI/sin(PI*x)

computes the absolute value of the argument v1
Table 12: Available math functions.

5.4 Connections

5.4.1 Local Connections

With the use of connections data points can interact with each other. Connections specify
which data points exchange values with each other. Both types of connections - “1:n” and
“m:1” connections — are supported. The single data point is referred to as the hub data
point, whereas the other data points are the target data points.

This means, the following connections are possible:

e 1 input data point is connected to n output data points,

e minputs data points are connected to 1 output data point.

The most common connection will be the 1:1 connection. This is the type of connection that

is auto-generated by the Configurator software. Other types must be created manually in the
Configurator.

In the 1:n connection the input value is distributed to all n output data points. In the m:1
connection, the most current input value is written to the output data point. When polling
the output data point in poll-through mode (maximum cache age is set on the output), the
value from the first input data point is polled.

Connections can connect data points of different technologies with each other (also mixed
among the target data points) but are restricted to the same class of data points. This means
only data points of class analog can exchange values within a connection.

For certain classes of data points, additional restrictions exist:

e Analog: The value range is capped on the output data points. This means, if the input
value in the hub does not fit into the range of an output data point, the value is capped
to the biggest or smallest allowed value.

e Binary: No special restrictions exist.

e  Multi-state: Only multi-state data points of an equal number of states can be placed
into a connection. The actual state Ids need not be equal. They are ordered and the n-th
state is propagated over a connection. For example, the 2nd state on the hub has the
state ID ‘2’, while on the target the 2nd state has the state ID “0’.

e  String: No special restrictions exist.

e User: Only user data points of the same length can be placed in a connection.

5.4.2 Global Connections

Global connections provide the same notions as local connections but extend beyond the
scope of one device. A global connection establishes a data cloud with a system-wide name.
Data points added to a global connection can send data into that connection or receive data
from the connection. The data is transferred over an IP-based network. All data is
automatically matched by the global connection name. This makes global connections
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especially useful to provide certain global data in a system, without knowing who will be
reading that data. Examples are weather station data, wind alarms or global on/off.

The system in which the data cloud of a global connection is established is defined by an
IP-852 channel. This channel is not related to the CEA-709 technology; it is purely used to
define the set of devices exchanging data through global connections. It can, however,
coexist with an IP-852 channel for CEA-709. The configuration of the IP-852 channel is
done by adding devices to a configuration server. This is described in closer detail in
Section 7.3.

A global connection has the following properties:

e Max Send Time: This timing parameter of the global connection specifies a time in
seconds, in which a value update is transmitted into the connection, even if not value
has changed. This is typically used for heartbeat functions.

e Min Send Time: This timing parameter of the global connection specifies a time in
seconds, for which transmissions will be delayed after sending out a value into the
connection. This setting can be used to limit the transmission rate to the connection.

The following properties are derived from the data points in a global connection:

e Receive Timeout: A data point with a receive timeout will be put into the state offline,
if it does not receive a value within the specified period of time (see Section 5.2.2).
This also applies to values received from the global connection.

e Poll on startup: If a data point in the global connection has the poll on startup feature
enabled (see Section 5.2.2), an initial value update will be triggered for the global
connection.

How a global connection is created and configured in the Configurator software is described
in Section 6.10.5.

5.5 AST Features

5.5.1 Alarming

The alarming architecture comprises a number of entities. Objects that monitor values of
data points and generate alarms depending on an alarm condition are called alarm sources.
The alarms are reported to an alarm server on the same device. The alarm server maintains
a list of alarm records, called the alarm summary. The alarm server is the interface to access
the local alarms. This can be done over the network or the Web Ul.

An alarm record contains the information about the alarm. This includes information about
the alarm time, the source of the alarm, an alarm text, an alarm value, an alarm type, an
alarm priority, and an alarm state. An alarm record undergoes a number of state changes
during its life-cycle. When the alarm occurs, it is active. When the alarm condition subsides,
the alarm becomes inactive. Active alarms can be acknowledged by an operator. Then they
become active acknowledged. Active alarms can also become inactive, but an
acknowledgement is still required. Then they become ack-pending. When an alarm is
inactive and was acknowledged it disappears from the alarm summary.

An alarm can be of different alarm types. The alarm type specifies the class of the alarm.
The following alarm types exist:

e Off-Normal Alarm: This alarm type is a generic alarm class that applies to binary and
multi-state alarm conditions. It indicates that the alarmed data point is on an off-normal
operating condition that triggered the alarm. An alarm value is supplied, if the
technology supports it.
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e High/Low Limit Alarm: This alarm type is typical for analog alarm conditions. It
applies when the alarmed value is over or under the defined alarm limits. An alarm
value is supplied, if the technology supports it.

e Fault Alarm; This alarm type is indicating that the monitored data point is in a fault
state. This is different from off-normal or high/low limit alarms. The value of the data
point is within the specifications of the alarm condition but the data point itself is
considered faulty. This can stem from an unreliable value or an offline value, i.e., if the
data point is offline.

Other devices can access the alarm information of an alarm server. These devices are alarm
clients. They register with the alarm server and get notified about changes to the alarm
summary. Alarm clients can be used to display the current alarm summary and acknowledge
alarms.

Depending on the underlying technology, some restrictions to the available alarm
information and acknowledgement behavior may exist.

5.5.2 Historical Alarm Log

The alarm summary of the alarm objects contains a live list of currently active and
acknowledge-pending alarms. As soon as an alarm becomes inactive and has been
acknowledged, it disappears from the alarm summary. To store a historical log of alarm
transitions an alarm log is utilized. An alarm log can log transitions of one or more alarm
objects.

The alarm log is always local and stored as a file on the device. The size of an alarm log is
configurable. The alarm log operates as a ring buffer. As soon as its size limit is reached,
the oldest alarm log records are overwritten by newer alarm transitions. The alarm log is
available on the Web Ul or can be uploaded from the device as a CSV file. The CSV file
can also be used as an e-mail attachment.

5.5.3 Scheduling

Schedulers are objects that schedule values of data points on a timely basis. A scheduler
object is configured by which data points it shall schedule. This configuration is done by the
system engineer once, when the system is designed. The configuration of the times and
values that shall be scheduled is not part of that initial configuration and may be changed
later. This distinction has to be kept in mind.

A scheduler object sets its data points to predefined values at specified times. The function
of the scheduler is state-based. This means, that after a given time, the scheduler maintains
this state. It can re-transmit the scheduled values as appropriate (e.g., when rebooting). The
predefined values are called value presets. A value preset contains one or more values
under a single label (e.g., “day” schedules the values { 20.0, TRUE, 400 } ).

Which value preset is scheduled at what time is defined through a daily schedule. The daily
schedule defines the times and value presets in a 24-hour period. A schedule typically
contains daily schedules for the weekdays Monday through Sunday. See Figure 89 for an
example of a daily schedule.

Version 4.4

LOYTEC electronics GmbH



L-INX/L-GATE User Manual 109 LOYTEC

J Monday [
0 oo

a1 o

0z oo

03 oo

04 00

05 on

= oo

o7 oo

08 0| 95 0000 - day
09 oo

10 oo

11 oo

12 oo

13 on

14 oo

15 oo

15 oo

17 oo

18 oo

15 o0

20 00 | 3R HE 00 Right
M oo

22 oo

23 oo

Figure 89: Example of a Daily Schedule.

For some tasks the daily schedules on weekdays is sufficient. However, on some specific
dates, there may be exceptions to the regular week. This can be implemented by defining
daily schedules for exception days. For instance, there may be a separate daily schedule for
Holidays. The exception days are defined through a calendar. The calendar contains a
number of calendar patterns. Each calendar pattern describes a pattern of dates that define
the class of an exception, e.g., Holidays.

When a calendar is defined on a system, the exception days are available in all schedules.
When a schedule wants to define daily schedules for some of the available exception days,
they need to be enabled in the schedule. See Figure 90 for an example where Holidays is
used.

‘Weekly | Exception Schedule Configuration

‘Weekday [ Exception Priarity Events ﬂ
o2
Tue a I7
wed 0 el
Thu 0 =
Fri 0 el
Sat 0 e
Sun - il I7
#1724 1 (highest) | o 2
Mainkenance Day g LI il I_
Holiday 16 (lowe. .. ﬂ i] |7

Figure 90: Example of used Exception Days.

The function of the exception is simple. The daily schedule of a regular weekday is
overridden by the daily schedule of the exception, when one of the specified date patterns is
in effect (e.g., July 14" in Holidays overrides the regular weekday). If more than one
exception days are in use, there may be conflicts on specific dates. These conflicts are
resolved by defining priorities for the different exceptions. The daily schedule of the
exception with the higher priority is eventually in effect. If two exceptions with the same
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priority exist, it is not defined, which one is in effect. Therefore, always use distinct
priorities.

Apart from the defined value presets, there exist special events that can be scheduled in a
daily schedule. They affect how the scheduler behaves and which exception is active:

e Invalid: If this value is scheduled, the scheduler transmits the invalid value. The
numeric representation of that invalid value is defined by the underlying data point and
is technology-specific.

e Withdraw: If this value is scheduled, the scheduler takes the previously value preset
out of effect. This means that the daily schedule with the next lower priority becomes
effective. If no daily schedule with lower priority applies, the scheduler behaves as if it
was disabled. Figure 91 presents an example of the Maintenance Day exception day,
which schedules the maint value at 6 am and goes out of effect at 10 am. If the
maintenance day falls on a Monday, the regular schedule for Monday will be
overridden by the Maintenance schedule at 6 am and become effective again at 10 am
sending the day value.

e Temporary Disable: If this value is scheduled, the entire scheduler is disabled until a
new event is scheduled in a daily schedule of the same or higher priority than the one
that has the temporary disable event. This type of event can be used to define periods
for manual override.

Please also refer to the technology-specific limitations described in Section 6.12 to learn
about special behavior of the respective networking technology.

‘4 Maintenance Day ‘7 ‘4 Monday ‘7 ‘4 Result ‘7
00 2% 0o:00:00 - Default 00 2% 00:00:00 - Defautt 00 ) ooeo:o0 - Defautt
[}l oo [}l oo 01 oo
oz oz oz w
3w 3w 3w
o400 o4 040
o5 00 o5 o 5w
w 06:00:00 - maint m W O 0000 - maint
o7 oo o7 oo o7 oo
05 0 | -
109 10600 Wruraw 00 I | " |
i T — -
i 4 —— T+
7 7 — 7
2000 20 00 20
2100 0 >
Figure 91: Example using withdraw in an exception schedule.
The configuration of exceptions is done by calendar patterns in the calendar. Each calendar
pattern contains a number of pattern entries. These entries can define the following:
e Asingle date: This defines a singe date. Wildcards may be used in the year to specify
July 14" of every year.
Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 111 LOYTEC

e A date range: This defines a range. Starting with a start date and ending with the end
date. No wildcards should be used.

e A Week-and-Day definition: This defines dates based on a week, such as every 1st
Friday in a month, every Monday, every last Wednesday of a month.

While exception days of a calendar are accessible to all schedules on a device, specific
exceptions can be defined, which are embedded into a specific schedule. These are referred
to as an embedded calendar. In contrast to a regular calendar each calendar pattern of an
embedded calendar can hold exactly one date entry. This can be a single date or a date
range. The embedded exception days are only visible to the schedule they are defined in.
Apart from these restrictions, embedded calendars behave like the regular calendar. Figure
90 shows an example for an embedded exception day named ‘*-12-24’.

A schedule defines at which time instants certain states of the scheduled data points are
maintained. The next-state feature allows looking ahead into the future and predicting when
the next scheduled state will occur. There are two data points involved: the time-to-next-
state is a counter in minutes to the next scheduled event, and the next-state data point is the
state of the next scheduled event. This information can be used by controllers to optimize
their algorithms (e.g., pre-heat a room for the scheduled occupancy state). Use the
SNVT _tod_event in CEA-709 to accomplish this task.

When a scheduler is executing the schedule on the local device, it is called a local
scheduler. Such a scheduler is configured to schedule data points and later its daily
schedules can be modified. When accessing the daily schedules of a scheduler, which
executes on a remote device, the object is called a remote scheduler. A remote scheduler
has the same interface to the user to modify daily schedules. A remote scheduler object can
be used as a user-interface for schedulers that execute on different devices.

5.5.4 Trending

Trending refers to the ability to log values of data points over time. A trend log object is
responsible for this task. It is configured, which data points shall be trended. Log records
are generated either in fixed time intervals, on change-of-value (COV) conditions, or when
a trigger is activated. Trend log objects can trend either local or remote data points.

The trend data is stored in a binary format on the device. The capacity of a given trend log
is configured. The trend log can be operated in one of two modes: In linear mode the trend
file fills up until it reaches its capacity. It then stops logging. In ring buffer mode the oldest
log records are overwritten when the capacity is reached.

Devices with SD cards also allow backups of the trend logs on external Flash storage. This
backup can be triggered by the user over the LCD display or be triggered by certain actions.
The trend data is stored in CSV format under a folder identifying the device by serial
number and the trends sub-directory, e.g. '016101-8000000DEA51/trends'. The SD card can
be used on different devices. In this case different device directories will be created. The
trend backup files can be opened directly on a PC. The backup on external storage can be
enabled individually per trend log.

A fill-level action can be activated, whenever the trend log has logged a percentage of its
log size with new log records. A fill-level condition of 70% on a trend log with 1000 items
capacity will activate the fill-level trigger every 700 logged records. This trigger can be
used to send E-Mails or backup trend data on external storage if available.

Trended data points can be logged as their actual values at given time instants or as an
aggregated value over the defined log interval. Aggregation can be calculated as minimum,
maximum, or average. Aggregation can be beneficial, if the trended value changes more
frequently than the selected log interval. Using aggregation, the log interval can be chosen
to limit the amount of logged data while preserving information of the trended value.

Version 4.4

LOYTEC electronics GmbH



L-INX/L-GATE User Manual 112 LOYTEC

5.5.5 E-malil

How many data points can be trended in one trend log is limited by the underlying
technology. So are some of the log modes. Refer to the technology sections for more
information.

The e-mail function can be combined with the other AST features. The format of an e-mail
is defined through e-mail templates. An e-mail template defines the recipients, the e-mail
text, value parameters inserted into the text and triggers, which invoke the transmission of
an e-mail. An e-mail template can also specify one or more files to be sent along as an
attachment.

A prerequisite to sending e-mails is the configuration of an e-mail account on the device.
This can be done on the Web Ul (see Section 4.2.18). It is recommended to use the e-mail
server of your Internet provider. For public mailers, enable the required authentication.
SSL/TLS e-mail authentication is supported for using Hotmail, gmail or Yahoo!.

The amount of generated e-mails can be limited using a rate limit algorithm. The
transmission of e-mails can be disabled altogether by using a special data point. That data
point can be scheduled or driven over the network.

If an e-mail cannot be sent (e.g. the mail server is not reachable), the mail delivery is retried
up to 24 times every 30 minutes.

5.6 CEA-709 Technology

5.6.1 CEA-709 L-INX Device

The CEA-709 L-INX implements a LONMARK device which exposes network variables
(NVs) and configuration properties (CPs) from the CEA-709 network to data points in the
automation server.

The L-INX has one physical FT port and one IP-852 port, which is accessible over
Ethernet. On the L-INX with the RNI option, the automation server node is internally
connected either to the FT port or to the 1P-852 port. Which one is used can be configured
in the CEA-709 port configuration (see Section 4.2.7). The schematic is shown in Figure 92
(@). If configured for the FT channel, the L-INX provides an RNI for remote access to the
FT channel. The RNI can be used to commission nodes and trouble-shoot communications
on the FT channel.

The L-INX with the CEA-709 router connects the FT port and the IP-852 port. On this
L-INX the automation server node is always internally connected to the FT port. The
schematic is shown in Figure 92 (b).
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LINX LINX IP-852
Server Server Channel
Node Node
LINX
Router
FT or IP-852 Channel FT Channel

() (b)

Figure 92: (a) LONMARK node on L-INX with RNI, (b) LONMARK node and router on the L-INX with
router option.

If the automation server shall only expose network variables from the local FT channel and
there is no IP-852 backbone, then the router is not needed. In this case, the user needs to
commission only the L-INX server node. To attach the FT channel to an IP-852 backbone,
the CEA-709 router in the L-INX needs to be commissioned. See Chapter 7 for more
information on the built-in router and configuration server.

5.6.2 CEA-709 L-GATE Device

The L-GATE implements a LONMARK device which exposes network variables (NVs) and
configuration properties (CPs) from the CEA-709 network for connections to other network
technologies.

The L-GATE has one physical FT port and one IP-852 port, which is accessible over
Ethernet. The gateway node is internally connected either to the FT port or to the IP-852
port. Which one is used can be configured in the CEA-709 port configuration (see Section
4.2.7). The schematic is shown in Figure 92. If configured for the FT channel, the
LGATE-950 provides an RNI for remote access to the FT channel. The RNI can be used to
commission nodes and trouble-shoot communications on the FT channel.

L-GATE
Node

FT or IP-852 Channel

Figure 93: LONMARK node of the L-GATE.

5.6.3 CEA-709 Data Points

Data points in the CEA-709 network are known as network variables (NVs). They have a
direction, a name, and a type, known as the standard network variable type (SNVT) or user-
defined network variable type (UNVT). In addition to NVs, also configuration properties
(CPs) in the CEA-709 network can be accessed as data points. Both standard CP types
(SCPTs) and user-defined CP types (UCPTS) are supported.
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The typical procedure in configuring the device consists of the following steps:

1. Select the data points of the network to be used on the device (e.g., select the NVs in
the CEA-709 network nodes).

2. Create necessary registers, math objects.

3. Select those data points on the device, which shall be exposed as OPC tags or as PLC
variables.

The CEA-709 NVs on the device can be created in three different ways:

e Static NV: For each selected NV on the network there is a static NV created on the
device. This NV can be bound to the NV on the network. Note that adding static NVs
to the device results in a change to the default XIF file. The device is assigned a new
“model number” to reflect this change (see Section 5.6.4). Static NVs are the way to
use NVs in non-LNS systems, where bindings are used for the NVs instead of polling.

e Dynamic NV: For each selected NV on the network there is a dynamic NV created on
the device. Compared to static NVs, dynamic NVs do not change the XIF interface of
the device. The dynamic NVs are created by the network management tool. Currently,
only LNS-based tools can manage dynamic NVs. As for static NVs, with dynamic NVs
it is possible to use bindings instead of polling.

o External NV: The selected NVs on the network are treated as external NVs to the
device. The device doesn’t create any NVs on the device, but instead uses polling to
read from those NVs and explicit updates to write to the NVs. Therefore, no bindings
are necessary for external NVs. For input data points using external NVs however, a
poll cycle must be configured. If not configured explicitly, a default poll cycle of 60
sec. is chosen. The default poll cycle can be changed in the project settings menu. Note,
that the receive timeout option cannot be used with external NVs.

Based on the NV the data point is derived from, the following kinds of data points are
created:

e Simple NVs that hold only one scalar value, e.g., SNVT_amp: Those kinds on NVs are
represented as analog data points. The data points holds the current value, NV scaling
factors are applied.

e Simple NVs based on an enumeration, e.g., SNVT_date_day: Enumeration types result
in multi-state data points. They represent the state of the NV.

e Structured NVs that consists of a number of fields, e.g., SNVT_switch: All structured
NVs are represented as user point. That is, the data point is structured similar to the NV
it is based on. Beneath the user data point, the individual structure fields are presented
as “sub-data points”.

For more information on the different types of network variables and their implications
please refer to the application note in Section 17.2. For CPs the allocation type “File” is
used.

5.6.4 Static Interface Changes

The device can be configured to use static NVs. Unlike dynamic NVs, static NVs cannot be
created in the network management tool. They are part of the static interface and are usually
compiled into the device. When static NVs are used, the device changes its static interface
and boots with a new one.

Each time the static interface of the device changes (i.e., static NVs are added, deleted, or
modified), the model number is changed. The model number is the last byte of the program
ID. Thus, a change in the static interface results in a change of the program ID and a new
device template needs to be created in the network management tool. A new device
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template usually means that the device has to be deleted and added again in the database.
All bindings and dynamic NVs have to be created again for the new device.

When the Configurator software is connected via LNS, it supports the process of changing
the device template for the new static interface. It automatically upgrades the device
template of the L-INX device in the LNS database and restores the previous bindings and
dynamic NVs. If the L-INX is not configured with an LNS-based tool, this support is not
available. The new static interface is only available in a new XIF file or by uploading the
new device template into the database. For more information on the static interface and
device templates please refer to the application note in Section 17.2.

Important! It is not recommended to mix manually created, dynamic NVs outside the virtual
function block and static NVs. In this case, the Configurator is not able to restore all
manually created dynamic NVs.

The Configurator supports model number ranges for different projects. By assigning a
model number range to a configuration, the Configurator can draw a new model number
from within the specified range. This feature is useful, if different device classes shall be
deployed and the model numbers need to be coordinated between installers. In this case, the
installers can agree on ranges they are free to use. The model number range can be set on
the data points tab as shown in Figure 94.

Datapoints |C0nnections| Connection Dverviewl Statisticsl L-web Proje

@@ G wodeine [0 |

f,j Datapoint Configuration Local calendar objects - CEA7O9 PortfCaler
- Imparted
- CEA709 C5Y File (0 Ttems) Calendar Hame Mo,
- CEATO9 LMS Sean
=~

Figure 94: Setting a model number range in for a project.

5.6.5 Limitations for Local CEA-709 Schedulers

CEA-709 schedulers and the CEA-709 calendar adhere to the LONMARK standard objects.
For CEA-709, certain restrictions exist that need to be kept in mind. Attached data points
can either represent an entire NV or individual elements of a structured NV. CEA-709
schedulers may have several different groups of data points attached, i.e., the value preset
may consist of more than one element. For example, a CEA-709 scheduler might schedule a
SNVT _temp and a SNVT_switch and have 3 elements in each value preset as depicted in

Figure 95.
Datapoink | Descripkion | Location | Group | Default | day | night |
nvio_sekpoink LIN=-110,CEA7OY Port,Datapoints - LI 0.00 21,00 16,00
nvo_switch,value LIN=-110,CEA7OY Pork,Datapoints - j 0.00 0.00 50,00
nvo_switch.stake LINX-110.CEAFDD Pork. Datapoinks - ﬂ 0.00 000 1.00

Figure 95: Example value presets in CEA-709 schedulers.

Priorities of exception days in a CEA-709 scheduler range from 0 (the highest) to 126 (the
lowest). The value 127 is reserved as a default for weekdays.

Further, the implementation as LONMARK standard objects requires the use of configuration
properties. If the number of CEA-709 schedulers or their capacities for daily schedules and
value presets is changed, the resource and static interface of the CEA-709 port changes. The
resources reserved for LONMARK calendar and scheduler objects can be changed in the
project settings (see Section 6.3.4). When downloading a project, the software verifies if
sufficient resources have been configured. If it detects a problem, the user is notified to
update the project settings. The Auto-Set feature automatically selects the right amount of
resources.
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5.6.6 Limitations for CEA-709 Alarm Servers

Local CEA-709 alarming supports only one alarm server object. This alarm server object is
represented by the device’s LONMARK node object and facilitates the SNVT_alarm2 output
network variable. Acknowledging alarms in the alarm server is adhering to the LONMARK
specification and relies on the RQ_CLEAR_ALARM mechanism.

5.6.7 Limitations for Local CEA-709 Trends

Local CEA-709 trend objects support trending multiple data points in all trend modes,
interval, COV, and trigger. The enable data point is also supported. All data points can be
NVs, registers or of any other technology. There is no LONMARK object linked to the trend
object. Consequently, trend data cannot be accessed over a LONMARK mechanism.

5.6.8 Dynamic Polling in CEA-709

External input NVs in CEA-709 rely on polling. Static polling can be configured by setting
the pollcycle (see Section 5.2.2). In addition, this technology also supports dynamic polling.
If the L-WEB requires a refresh on those NVs, polling is activated at the requested rate. If
those data points go out of scope, the polling on the external input NVs falls back to the
static poll interval. If no static polling is needed at all, the pollcycle setting can be left at
zero.

Dynamic polling has no effect on static or dynamic input NVs. These NVs are supposed to
have bindings and rely on update events. If static polling is configured via the pollcycle, no
change of the pollcycle is made at run-time.

5.7 BACnet Technology

5.7.1 BACnet Data Points

Data points in the BACnet technology are known as BACnet objects. They have a specific
type (e.g. analog input or binary output) and a set of properties, which describe the data
point more closely. The actual value is stored in the “Present_Value”.

On the device, there exist two classes of BACnet data points:

e BACHnet server objects (SO): These BACnet objects configured by the Configurator
software to be allocated locally on the device. These objects can be accessed by the
BACnet building control system or operating workstations. They support COV
subscriptions to deliver value changes in an event-driven way.

e BACHnet client mappings (CM): For certain applications, it is necessary that the device
acts as a BACnet client. This functionality can be configured by activating a client
mapping. Client mappings can be of the type Poll, COV, Write, or Auto. This specifies
how the BACnet client accesses other BACnet objects on the BACnet network. The
Auto method determines the best way (poll, COV, or write) to talk with other server
objects. Poll is used for objects that need to read data from other BACnet objects in a
periodic manner. COV is used to subscribe for COV at other BACnet objects in order
to get updates in an event-driven fashion. Write is used to send updates to other
BAChnet objects.

The direction of BACnet server objects deserves a closer look. The direction specified for
data points in the Configurator software always refers to the network view of the
communication. The definition of input and output objects in BACnet, however, refers to
the process view, which is opposite to the network. Therefore, a BACnet analog input (Al)
object is modeled as an analog output data point. The direction of client mappings naturally
refers to the network communication. Therefore, a write client mapping is represented as an
analog output data point.
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In BACnet commandable objects can be written with values at a certain priority. The value
with the highest priority is in effect. When revoking a written value, the NULL value is
written. This takes back the value. When all written values are withdrawn, the
Relinquish_Default value is in effect.

The default value feature of a data point is mapped to the Relinquish_Default property for
commandable objects. For BACnet objects, which are not commandable, the Present_Value
is initialized with the specified default value.

5.7.2 BACnet Alarming

BACnet alarming on the device is based on the intrinsic reporting mechanism. Currently,
algorithmic reporting is not supported. Alarm conditions can only be applied to data points,
which map to BACnet server objects. If defined, the intrinsic reporting properties of the
underlying BACnet objects are enabled. Alarm conditions can be specified for analog input,
output, value objects (Al, AO, AV), for binary input, value objects (BI, BV), and for multi-
state input, value objects (MSI, MSV). Since there is no value source for the
Feedback Value property available, alarm conditions cannot be defined for binary output
(BO) and multi-state output (MSO) objects.

Alarm servers in the BACnet technology are mapped to BACnet Notification Class (NC)
objects. Each alarm server is mapped to one NC. The notification class number can be
configured in the object instance number property of the alarm server object.

Remote alarms in the BACnet technology refer to a remote NC object. When the device
starts up, the remote alarm object reads out the current alarm state of the remote NC and
reporting objects. To get notified about alarm transitions during run-time, the device
registers in the Recipient_L.ist of the remote NC object.

Some BACnet devices do not send a usable text in their alarm notification messages. For
those devices the alarm client provides the option Ignore alarm message text. If this option
is enabled, the alarm client ignores the message text of an alarm notification and reads the
description property of the alarmed object instead.

5.7.3 BACnet Schedulers and Calendars

BACnet schedulers and the BACnet calendar adhere to the standard schedule and calendar
object in BACnet. For each scheduler a BACnet Schedule object is created. The calendar
deserves a closer look. For each calendar pattern a BACnet Calendar object is created. The
visible calendar on the Web Ul is therefore a collection of BACnet calendar objects. Each
calendar pattern therefore is associated with a BACnet object instance number. The
calendar pattern “Holidays” is for example visible as CAL,1 on the BACnet port.

The BACnhet schedule object allows only objects of one selected data type to be scheduled.
Therefore, schedulers on BACnet can only schedule one class of data points (e.g., only one
group of analog data points). As a consequence, the value preset in BACnet always has only
one element. The name of the value preset is not stored in BACnet. It is not accessible over
the BACnet network, either. Therefore, a default name is created, such as ‘Value(22)’ for an
analog value. An example of two scheduled BACnet objects is shown in Figure 96.

Datapaink |Description |Gr0up |Default |\-'a|ue(21) |Ualue(16) |
MY _bac_lonCkrinvolZ_temp  temp 1 0.00 21,00 16.00
MY _bac_lonCkrinvol3_temp  temp 1 0.00 21.00 16.00

Figure 96: Example value presets in BACnet schedulers.

Priorities of exception days in a BACnet scheduler range from 1 (the highest) to 16 (the
lowest). Weekdays in BACnet have no priority.
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Changing the number of calendar patterns in a BACnet calendar can only be done through
the configuration software and not during run-time. The individual calendar pattern entries
in the calendar patterns can be changed at run-time. Therefore, it is advisable to reserve a
suitable number of calendar patterns in a BACnet calendar and leave them empty if not
needed immediately.

5.7.4 BACnet Trend Logs

Trending in the BACnet technology is based on the BACnet TrendLog object. A number of
restrictions apply to trend log objects in BACnet. Trend log objects must be created by the
Configurator software. These objects are accessible over the BACnet network for other
BACnet devices and operator workstations (OWS). All configuration properties can be
modified by the Configurator software as well as an OWS. The number of trend log objects
cannot be changed at run-time. Therefore, if it is intended that an OWS configures the trend
logs, a suitable number of empty trend log objects (i.e., without attached data points) must
be created in the Configurator software.

In BACnet trend logs, only one data point can be trended per trend log object. The trended
data point can be either a local BACnet server object or a remote BACnet object accessed
through a client mapping. Data points of other technologies and the min/max/avg algorithms
cannot be trended in this firmware version.

BACnet trend logs are limited to interval and COV logs. The trigger mode is not supported
in BACnet. The setting linear and ring-buffer logging is mapped to the Stop_When_Full
property of the underlying BACnet trend log object. This setting in the Configurator
software is a default and can be overridden by writing to the Stop_When_Full property by
the OWS.

If an enable data point is configured by the Configurator software, the Log_Enable property
is written with the value of that data point. If no enable data point is configured, the
Log_Enable is TRUE as a default and can be modified over the network.

The fill-level action is mapped to generating a buffer event notification in the BACnet trend
log object. The fill-level trigger can still be used for e-mails even if no notification class is
configured in the BACnet trend log object. The fill-level percentage maps to the
Notification_Threshold property. The percentage setting in the Configurator software is a
default and can be changed by the OWS over the network.

The BACnet technology also supports remote trend logs. A remote trend log is basically a
BACnet trend log client, which accesses trend data on another device. The remote trend can
load the trend data from the remote device and supply it to L-WEB or the trend CSV files.

5.7.5 Dynamic Polling in BACnet

Reading client mappings in BACnet rely either on COV or on polling. Static polling can be
configured as a fallback, if COV is not supported, by setting the policycle (see Section
5.2.2). In addition, this technology also supports dynamic polling on devices, that do not
support COV. If the L-WEB requires a refresh on those client mappings, polling is activated
at the requested rate. If those data points go out of scope, the polling on the remote BACnet
object falls back to the static poll interval.

If no static polling is needed at all, the pollcycle setting can be left at zero in the client
mapping. In this case, only a COV subscription is made, if the device supports COV. If
COV is not supported, polling is only started, as soon as the values are required. This is
especially important on MS/TP channels with devices, that do not support COV.
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5.8 IEC61131 Variables

IEC61131 variables are used to exchange data with the IEC61131 program. These variables
are represented in the data point configuration as register data points and can be connected
to other data points, e.g. to CEA-709 NV points, via data point connections.

In contrast to CEA-709 or BACnet variables, IEC61131 variables are always represented as
single data point. In case of scalar values (representing CEA-709 scalar or enumeration
types) one of the following basic data types might be used:

o Double: A register of base type double is represented by an analog data point. It can
hold any scalar value. No specific scaling factors apply.

e Signed Integer: A register of base type signed integer is represented by a multi-state
data point. This register can hold a set of discrete states, each identified by a signed
stats ID.

e Boolean: A register of base type boolean is represented by a binary data point. This
register can hold a Boolean value.

Structured IEC61131 variables, representing for example structured NVs, or customer
defined IEC61131 structures, are stored as user type:

e User: A user data point contains un-interpreted, user-defined data. The data is stored as
a byte array. A user data point does not include any other meta-data. This type of data
point also serves as a container for otherwise structured data points and represents the
entire data structure. User data points can only be connected to other user data points of
the same data length.

5.9 Automatic Generation of Connections

When generating matching counter parts to NVs, there are two types of NVs to be
considered: Simple NVs that hold only one value (scalar or enumeration), and structured
NVs, that consist of a number of fields. For simple NVs only one BACnet object per NV is
generated. For structured NVs, one BACnet object is generated for each structure member.

Which type of BACnet object is created depends on the type of the simple NV or of the
structure member. For scalar types, analog objects are created. The scaling factors are
applied to the NV to get the resulting scalar value for the Present_Value property. Other
properties of analog objects are derived from the SNVT, including the engineering units,
min and max present value. Multi-state objects are created for NV enumeration types. The
CEA-709 state IDs are sorted and renumbered to start at ‘1’ in BACnet (i.e., a ‘-1° of
MOTOR_NUL in CEA-709 maps to a ‘1’ of MOTOR_NUL in BACnet). This is necessary
as the SNVT states ‘-1’ and ‘0’ cannot be represented in BACnet as a raw value, because
allowed BACnet multi-states start at 1. Which state IDs exist is documented in the BACnet
multi-state texts array. Optionally, binary objects are created for enumerated NVs with three
states, excluding the ‘-1’ state.

In BACnet commandable objects can be written with values at a certain priority. The value
with the highest priority is in effect. When revoking a written value, the NULL value is
written. This takes back the value. When all written values are withdrawn, the
Relinquish_Default value is in effect. In CEA-709 there is no notion of taking a value back.
To model this behavior, a distinctive invalid value can be written to an NV. Most SNVTs
have such an invalid value. For those that do not an invalid value, it can be specified when
editing the data point. To make a BACnet object convey that invalid value to the CEA-709
side, enable the property Relinquish to Invalid.
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6 The L-INX Configurator

This Chapter gives step-by-step instructions on how to commission the L-INX and
L-GATE, create a data point configuration with LONMARK network variables, BACnet
objects, how to expose those data points to the automation server, and how to maps data
points to other technologies in the universal gateway.

6.1 Installation

6.1.1 Software Installation

The L-INX Configurator must be used to setup the data point configuration of the L-INX
automation server and the L-GATE universal gateway. The Configurator is installed as a
plug-in tool for all LNS-based network management tools as well as a stand-alone tool (for
systems without LNS).

System requirements:
e NS 3.1, Service Pack 8 or LNS TE SP5 or higher (for LNS mode),

e  Windows XP, Windows 2003 Server, Windows Vista, Windows 7, or Windows 2008
Server.

The L-INX Configurator can be downloaded from the LOYTEC Web site
http://www.loytec.com. When asked for the type of installation, there are two options to
choose from. Select Typical to install the required program files. Select Full to install the
LONMARK resource files along with the software. This option is useful, when the system
does not have the newest resource files.

6.1.2 Registration as an LNS Plug-In

If the CEA-709 L-INX or the L-GATE shall be configured using LNS-based tools (e.g.,
NL200 or LonMaker), the L-INX Configurator needs to be registered as an LNS plug-in. In
the following, the process is described for LonMaker TE. Otherwise, please refer to the
documentation of your network management tool on how to register an LNS plug-in.

To Register in LonMaker TE
1. Open LonMaker and create a new network.
2. Click Next until the plug-in registration tab appears in the Network Wizard. Select the

LOYTEC LINX Configurator (Version X.Y) from the list of Not Registered (see
Figure 97).
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Figure 97: Select the Plug-in to be registered.

3. Click Register. The Configurator now appears in the Pending list.

4. Click Finish to complete the registration. Device templates for the LINX-10X, 11X,
12X, the LGATE-900 and 950 are added automatically and XIF files are copied into
the LNS import directory.

Note: If you are using multiple databases (projects) make sure you have registered the plug-in in
each project.

5. Under LonMaker > Network Properties = Plug-In Registration make sure that the
LOYTEC LINX Configurator (Version X.Y) shows up under Already Registered.
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Figure 98: Check that the L-INX Configurator is properly registered.
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6.1.3 CEA-709 Operating Modes

The Configurator can be used in on-line, off-line, and stand-alone mode. On-line and off-
line mode refers to the 2 operating modes of your LNS network management software.

On-line Mode: This is the preferred method to use the Configurator. The network
management tool is attached to the network and all network changes are directly
propagated into the network. This mode must be used to add the device, commission
the device, extract the port interface definition, and download the configuration into the
device.

Off-line Mode: In off-line mode, the network management software is not attached to
the network or the device is not attached to the network, respectively. This mode can be
used to add the device using the device templates, create the port interface definition
and to make the internal connections.

Stand-alone Mode: The Configurator can also be executed as a stand-alone program.
This mode is useful for the engineer who doesn’t want to start the configuration
software as a plug-in from within network management software (e.g., NL-220,
LonMaker or Alex). Instead the engineer can work directly with the device when online
or engineer it offline.

6.2 Data Point Manager

The Configurator uses a central concept to manage data points. The data point manager is
located on the Datapoints tab as shown in Figure 99. It is used to select, create, edit and
delete data points. The dialog is divided into three sections:

The folder list (number 1 in Figure 99),
The data point list (number 2 in Figure 99),
And a property view (number 3 in Figure 99).
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Figure 99: Data Point Manager Dialog.
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6.2.1 Folder List

At the left is a list of folders which is used to sort the available data objects by their
category. There are a number of predefined folders available:

e Imported: This folder has a number of sub-folders for different import methods:

o

CEA-709 CSV File: This folder is used to display data points imported from
CSV files.

CEA-709 LNS Scan: This folder is used to hold data retrieved from a
network database scan.

CEA-709 Network Scan: This folder holds NVs scanned online from an
attached CEA-709 network.

CEA-709 Devices from XIF: This folder holds sub-folders and NVs created
from XIF files.

BACnet Network Scan: This folder is used to display data points retrieved by
an online scan of the BACnet network.

BACnet EDE File: This folder is used to display data points imported from
an EDE file.

Data objects in the import folder are not stored on the device when the project is
downloaded. They represent data objects which are available on remote devices
and are shown here as templates to create suitable data objects for use on the
device by selecting the Use on Device option.

o Filter Templates: This folder contains the created data point templates. They contain a
set of properties, which are applied to data points, when they are created on the device.
There is a sub-folder for filter templates specific to different technologies, e.g. CEA-

709.

o LINX-XXX, LGATE-XXX: This is the device folder of the L-INX or the L-GATE. It
contains all the necessary data points which constitute to the device’s configuration.
These data points are created on the device when the configuration is downloaded. The
following subfolders may be present depending on the particular model:

o

Favorites: This folder contains freely configurable symbolic links to data
points, which may reside anywhere in the folder structure. This folder
represents a way to assemble an alternate logical view to the data point
hierarchy. This folder is also available on the Web Ul or the LCD UI.

System Registers: This folder contains system registers, which provide
information on the device itself.

User Registers: This folder holds user-definable registers. These registers are
not visible on the underlying network and are intended for internal usage.

CEA-709 Port: This folder contains data points, schedulers, calendars, trend
logs, statistics, and remote data points of the CEA-709 network technology.
See Section 6.2.2.

BACnet Port: This folder contains data points, schedulers, calendars, trend
logs, statistics, and remote data points of the BACnet network technology. See
Section 6.2.2.

e Global Objects: This top-level folder contains sub-folders that organize specific
application objects that operate on data points.

o

E-mail Configuration: This folder contains e-mail templates. An e-mail
template defines the destination address and text body of an e-mail, which is
triggered by data points and may contain data point values or file attachments.
To create an e-mail template, select the folder and use the context menu.
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o Math Objects Configuration: This folder contains math objects. Math
objects are used to perform a predefined calculation on a number of input data
points and write the result to a defined set of output data points. Each math
object contains one formula. To create a math object, select the folder and use
the context menu.

o Alarm Log Configuration: This folder contains the alarm log objects. Each
alarm log object creates a historical log of alarm transitions of one or more
alarm objects (alarm server or client). To create an alarm log, select the folder
and use the context menu.

Using the context menu on a folder, sub-folders may be created to organize the available
objects. If new objects are created automatically, they are usually placed in the base folder
and can then be moved by the user to any of his sub-folders. Note, that the folder structure
described above cannot be changed by adding or deleting folders at that level.

6.2.2 Network Port Folders

Each network port folder on the device has the same structure of sub folders. These sub
folders are:

e Datapoints: This folder holds all data points, which are allocated on the network port.
To create a data point, select the folder and use the context menu.

e Calendar: This folder is used to hold a locally available calendar object with its
calendar patterns (definitions of day classes like holiday, maintenance day, and so on).
Current devices allow one local calendar object. To create a calendar, select the folder
and use the context menu.

e Scheduler: This folder is used for local scheduler objects. Each of these objects will
map to a local scheduler on the device’s network port. Configuring schedules through
these objects actually transfers schedule configuration data to the underlying scheduler
objects on the network port. To create a scheduler, select the folder and use the context
menu.

e Alarm: This folder is used for local alarm server objects. Each of these alarm server
objects represent an alarm class, which other objects can report alarms to. Other
devices can use the alarm server object to get notified about alarms. To create an alarm
server object, select the folder and use the context menu.

e Trend: This folder is used for local trend log objects. Each of these objects will be able
to trend data points over time and store a local trend log file. To create a trend log
object, select the folder and use the context menu.

e  Statistics: This folder contains registers, which provide communication statistics
specific to the network port.

o Remote Devices: This folder is used to collect all remote calendars, schedulers, trend
logs, and alarm client objects, which were created from network scan data. For each
remote device, a subfolder will be created where the objects referencing this device are
collected.

6.2.3 Data Point List

At the top right, a list of all data objects which are available in the selected folder is shown.
From this list, objects may be selected (including multi-select) in order to modify some of
their properties. Click on the Include Subfolders button to show all data points of the
selected data point folder and all its sub-folders. This can be a convenient way for multi-
select across folders. To filter for data point names, enter a search text into the Datapoint
Name Filter text box and hit Enter. A drop-down list holds the previously used filters
available.
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The list can be sorted by clicking on one of the column headers. For example, clicking on
the Direction column header will sort the list by direction. Other columns display
Datapoint Name, NV name, SNVT, Object Name, object Type and Instance number,
allocation (Alloc) of server object (SO) and/or client mapping (CM), number of attached
Client Maps, and the data point unique ID. To apply the current sort order as the new data
point order on the device, right-click on the column header and select Renumber
Datapoints. Alternatively, select from the menu Tools = Renumber Datapoints.

The OPC column provides check boxes for each data point. If checked, the respective data
point is exposed to OPC on the device. Deselect the check box, if a data points shall not be
exposed to OPC. Note, that deselected data points do not add to the OPC tag limit.

The Param column provides check boxes for each data point. If checked, the respective
data point is exposed to the parameter file. The PLC column provides check-boxes, which
define if data points are visible inside the IEC61131 PLC program.

New objects may be created in the selected folder by pressing the New button to the right of
the list or via the New command in the context menu. A plus B sign in the list indicates
that the data point contains sub-points. Clicking on the plus H sign expands the view.

For the alarming, scheduling, trending (AST) features, there are columns, which display
icons for data points that are attached to an AST function. See Table 13 for details.

Icon Data Point Usage

i) Data point is scheduled

Data point has an active alarm condition

Data point has an inactive alarm condition.

=l Data point has sub-data point with alarm condition.
A Data point is a trigger for e-mails
] Data point used for trending

Table 13: Icons for used data points in the data point list view.

The data points in this list are color coded to make general information visible to the user
at-a-glance. The color codings are described in Table 14.

Color Coded Information

=L (orange) Data point is user-created and already has already been downloaded to
and exists on device.

22 (green) Data point is user-created and new. It hasn't yet been downloaded to the
device and is therefor not yet usable on the device.

MAC (blue) Data point is fixed on the device and cannot be edited, e.g. system
registers.

dark red Data point is user-created and its technology object (e.g. dynamic NV)

has been deleted. The data point, however, is still used in the
configuration. It will not work on the device until the technology pbject
is created again.

Table 14: Color coding used for data points in the data point list view.

6.2.4 Property View

When one or multiple data points are selected, the available properties are displayed in the
property view. Properties which are read-only are marked with a lock ® sign. When
applying multi-select, only those properties common to all selected data points are
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displayed. According to the frequency of usage, different views for the properties are
provided. Basic Properties list the most frequently used ones. All Properties is a list of all
available properties for the data point. Depending on the network technology and data point
class, different properties may exist.

Data point properties common to all technologies:

Datapoint Name: This is the technology-independent data point name. This name may
be longer than and different to the name of the native communication object (i.e.,
network variable). Data point names must be unique within a given folder. The
maximum length is limited to 64 ASCII characters.

Datapoint Path: This informational property specifies the entire path of the data point
within the data point hierarchy. The maximum length is limited to 64 ASCII characters.

Datapoint Description: This is a human-readable description of the data point. There
are no special restrictions for a description.

OPC Tag: If enabled, the data point will be exposed to OPC. If not enabled, this data
point does not contribute to the limit of OPC tags.

Parameter: If enabled, the data point will be exposed to the parameter file. Those data
points are visible to the LWEB-821 master parameter editor. A parameter data point is
also persistent. See Section 5.2.5.

PLC IEC61131 Variable: If enabled, the data point will be usable in the IEC61131
PLC program. This is only available on the L-INX.

Use Pollcycle value as: For input data points, this property defines whether the input
shall use a receive timeout or be constantly polling. See Section 5.2.2.

Poll on Startup: For input data points this property defines, whether the data point
shall be polled once at start-up. Poll-on-startup can be enabled independently of the
poll cycle. See Section 5.2.2.

Pollcycle: For input data points, this property defines the poll cycle in seconds. Set this
property to 0 to disable polling. See Section 5.2.2.

Receive Timeout: For input data points, this property defines the receive timeout in
seconds. Set this property to 0 to disable polling. See Section 5.2.2.

Min Send: For output data points, this property defines the min send time in seconds.
See Section 5.2.2.

Max Send: For output data points, this property defines the max send time in seconds.
See Section 5.2.2.

Send-on-delta: For output data points this property defines, if value updates shall be
sent only once they meet the COV condition of the data point. For analog data points
the analog COV increment is used. If not checked, updates are always transmitted
according to min and max send times. See Section 5.2.7.

Use Linear Scaling: If this property is enabled, the analog values are pre-scaled from
the technology to the data point. This scaling is in addition to any technology-specific
scaling factors. If enabled, the properties Custom Scaling Factor and Custom Scaling
Offset accept the scaling factors. See Section 5.2.7.

Custom Scaling Factor, Custom Scaling Offset: These properties only exist, if linear
scaling is enabled. They apply to analog data points only. See Section 5.2.7.

Only notify on COV: This property assists for binary and multi-state input data points.
It defines, if a data point shall trigger an update only when the value changes or on
every write. If this is enabled, consecutive writes with the same value do not trigger an
update. If you want to convey every write, disable COV on the data point.
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Persistent: This property defines, if the last written value shall be stored as a persistent
value. Persistent data points restore that value after a restart from the persistent storage.
See Section 5.2.4.

Default Value: This property defines a default value (see Section 5.2.3). Enter a
default value to enable this feature in the data point. Delete the value entirely to remove
the default value. If no default value is defined, this property reads “N/A”. The default
is no default value.

Point Type: This is the base data point type, e.g., “Analog Datapoint”.
Direction: This is the data point direction. Use input or output as directions.

Unit Text: For analog data points this property contains a human-readable text for the
engineering units of the scalar value, e.g., “kilogram”.

Analog Datapoint Max Value: For analog data points this property contains the upper
limit of the supported value range. Note that this does not define an alarm limit.

Analog Datapoint Min Value: For analog data points this property contains the lower
limit of the supported value range. Note that this does not define an alarm limit.

Analog Datapoint Precision: For analog data points this property defines the number
of decimals. ‘0’ specifies an integer value. Display units may use this to format the
floating point value accordingly.

Analog Datapoint Resolution: For analog data points this property defines the
smallest possible value increment.

Analog Point COV Increment: This property is valid for analog input data points. It
specifies by which amount the value needs to change, before an update is generated. If
every write shall generate an update even when the value does not change, specify 0 as
the COV increment. If any value change shall generate an update, delete the value,
which results in Any.

Active Text: For binary data points this property defines a human-readable text for the
active state (true).

Inactive Text: For binary data points this property defines a human-readable text for
the inactive state (false).

State Count: For multi-state data points this property defines the number of discrete
states.

State Text: For multi-state data points this property defines a human-readable state
label for each state.

6.2.5 Managing Multistate Maps

Multistate data points have a descriptive set of state texts for their state IDs. To manage
those state IDs and state texts among many multistate data points, they refer to multistate
maps. Some technologies have a fixed set of such multistate maps others have freely
configurable multistate maps (e.g, user registers). Editing a multistate map affects all
multistate data points, which are using that particular map. It is not necessary to edit each
data point individually.

To Edit a Multistate Map

Click on the (=] button in the State Count property of a multistate data point. This
opens the multistate map manager as shown in Figure 100.
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Il Manage Multistate Maps

Edit  Assign |
— Selected D atapoint: I Repository
Datapaint /| Assigned Map Filter lﬁ Clear |
.ﬂ.| State Map |
£ motor_state_t
a 2] Lo |

Figure 100: Assign multistate maps in the multistate map manager.

2. Select an existing state map in the State Map list and click on Assign. Maps that are
fixed and cannot be changed are marked with a lock symbol £.

3. If anew multistate map shall be created, change to the Edit tab.

4. Click on the Create button and enter a new multistate map name. Then hit Enter.

E dit | Assignl
I Repazitory
Filter I 'l Clear |

/4| State Map

user_map 1

5. Inthe Configure States box enter the desired number of states and click Set.

6. Edit the state texts as needed.

Court |3 5 |

Configure State:
et

7. Change back to the Assign tab.

8. Select the newly created multistate map and click the Assign button. The assigned map
is now displayed next to the data point.

Dratapoint 2| Azsighed Map

uzer_ms_Read uger_map_1

6.2.6 Organizing Favorites

There is a special Favorites top-level folder in the device data point folder hierarchy. This
folder contains freely configurable symbolic links to data points, which may actually reside
anywhere in the folder structure. This folder represents a way to assemble an alternate
logical view to the data point hierarchy.

To configure favorites, select any data point from any location in the data point folder
hierarchy and drag it onto the favorites folder. This will create a data point link, which is
displayed in the data point list:

Favarites - Favorites

Link Name | OPiZ | PLC | Link Path bie]
oy _name_hurnid_link |7 I_ LIN®-120,CEA7OD Port.Datapoints, abs_humid 10FE
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The link name can be edited to something different that the original data point name. The
contents of this folder are also available on the Web Ul or the LCD UI. The link names are
displayed there. The data point links can also be individually exposed to the OPC server or
PLC program notwithstanding if their original source is exposed or not.

Furthermore, the user can create sub-folders in the favorites folder and beneath to build a
hierarchy of data point links. Folder links are, however, not allowed.

6.2.7 CEA-709 Properties

Apart from the common data point properties discussed in Section 6.2.4 the data points of
the CEA-709 technology have additional properties. Depending on whether a NV is local or
external (remote), the properties may vary.

NV Allocation: This property defines how a data point shall be allocated on the device.
Choices are “Static NV”, “Dynamic NV”, and “External NV”. If the allocation type
cannot be changed, this property is locked.

SNVT: This property defines the SNVT of the NV, e.g., “lux (79)”.

Invalid Value: This property defines the “invalid value” for the NV. If set, this specific
value will be interpreted as “invalid” in the data point. If known by the SNVT, the
invalid value is filled in. Otherwise, the user can specify an invalid value.

CEA-709 Mapping Information: This information is derived from the SNVT. It
defines how the NV contents are mapped to the data point.

NV Scaling A, B, C: These are the scaling factors known from the SNVT table. The
scaling factors are applied to translate a raw NV value into the scalar representation of
the data point.

Data Type: This is the basic NV data type. This is usually filled in from the SNVT
definition.

Local NV Member Index: This property specifies the NV member index within a
given functional block. This must be a unique index in the functional block, which
identifies the NV after other NVs have been added or removed from the interface.

Local/Remote NV Index: This property specifies the NV index. For local, static NVs
this is the NV index of the static NV. For external NVs, this is the NV index of the NV
on the remote device.

Local/Remote NV Name: This property specifies the programmatic name of the NV.
For local, static NVs this is the programmatic name of the static NV. For external NVs,
this is the programmatic name of the NV on the remote device.

Local/Remote Functional Block: This property specifies the programmatic name of
the NV. For local, static NVs, one of the reserved functional blocks can be selected.

Local/Remote NV Flags: This property specifies the NV flags. For local (static or
dynamic) NVs, the flags can be configured. For external NVs, these flags are only
informational.

Remove NV Information: For external NVs, this property contains the information on
the remote device and the NV selector on that device.

Remote Device ID: For external NVs, this property contains information on the remote
device by listing the program 1D and location string.

Remote Device Address: For external NVs, this property contains the CEA-709
network addressing information to access the node, i.e., subnet, node, and NID.

Retry Count: For external NVs, this property defines the retry count. The default is 3.

Repeat Timer: For external NVs, this property defines the repeat timer in
milliseconds. The default is 96 ms.
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Transmit Timer: For external NVs, this property defines the transmit timer in
milliseconds. The default is 768 ms.

LNS Network Path: If available from an LNS scan, this property specifies the LNS
network path of the device where the given NV exists.

LNS Channel Name: If available from an LNS scan, this property specifies the LNS
channel name of the device where the given NV exists.

6.2.8 BACnet Properties

Apart from the common data point properties discussed in Section 6.2.4 the data points of
the BACnet technology have additional properties. Depending on whether a server object
and/or a client mapping exists, the properties may vary.

Engineering Units: For analog BACnet server objects, this property defines the
engineering units from the BACnet standard. One of those units can be chosen from a
drop-down box, if this property is not locked.

Server Object Type: This property defines the BACnet object type of the underlying
BACnet server object. It can be changed within the class, i.e., for an analog data point,
the server object type analog input, analog output, or analog value can be chosen.

Commandable: This property defines, if the underlying BACnet server object is
commandable. For BACnet value objects (AV, BV, MSV) this property can be edited
to create commandable or non-commandable BACnet value objects.

Relinquish to invalid value: This property defines whether the data point maintains
the Relinquish_Default value, if the priority array is empty or assumes the invalid
value. By default, this property is false and the Relinquish_Default value is used.
Setting this property to true can be beneficial when used in a connection to withdraw a
value in another technology.

Server Object Name: This property defines the object name of the underlying BACnet
server object. It must be unique among all server objects. It can be up to 64 characters.

Server Object Instance No: This property defines the object instance number of the
underlying BACnet server object.

Server Object Description: This property defines the object description of the
underlying BACnet server object. It can be left blank.

Server Object Device Type: This property defines the object device type of the
underlying BACnet server object. It can be left blank.

Allocate Server Object: This Boolean property defines, if a server object shall be
allocated for the data point. This option is useful, when a local server object shall be
allocated for a client mapping.

Allocate Client Mapping: This Boolean property defines, if a client mapping shall be
allocated for the data point. This option is always set, if at least on client mapping is
attached.

Client Map Count: This property defines the number of client mappings attached to a
data point. A data point can have one read client map or n write client mappings.

Client Map [n]: This is a list of client mappings. The property shows a summary of the
client mapping parameters. To edit a client mapping click on the ... button.

Confirmed COV: This Boolean property defines, if a client map subscribes with the
confirmed COV service. If not enabled, the unconfirmed COV is used.
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6.3 Project Settings

6.3.1 General

The project settings allow defining certain default behavior and default settings used
throughout the project. To access the project settings go to the menu Settings = Project
Settings.... This opens the project settings dialog, which provides several tabs as described
in the following sections.

The general tab of the project settings as shown in Figure 101 contains settings independent
of the technology port. The settings are:

Project Name: This setting allows entering a descriptive name for the project.

Parameter Settings: This setting defines whether parameters are managed by the
Configurator or an external source such as the LWEB-821 master parameter editor. If
managed by the Configurator, the configuration has to be uploaded into the
Configurator in order to synchronize any changes made on the device. Otherwise, they
will be overwritten by the Configurator. If not managed by the Configurator, the
parameters cannot be edited in the Configurator, either. It can configure default values
only. Any changes have to be made over the Web Ul or via the LWEB-821 master
parameter editor.

Device Configuration Download Default: This group of settings defines, how the
download of device configuration parameters shall proceed. If Download only data
point configuration is selected, the configuration download does not download
anything else than the data point configuration. If Ask is selected, the download will
pop up a dialog in which the user can choose what to download. If Download specific
is selected, the project settings of this dialog determine what is downloaded onto the
device. The individual items to download are selected by individual checkboxes below
the download option. As a default, the configuration download includes the schedules
and calendar patterns but does not include the device settings as defined in the System
Settings tab (see Section 6.3.6).

Automatically add downloaded device to the OPC Bridge: This option is only
available, if LOPC-BR800, the LOYTEC OPC bridge software, is installed on the same
PC. If this setting is enabled, the device which a configuration is downloaded to, is
automatically added to the OPC server list in the bridge. For more information on using
LOPC-BR800 refer to Section 9.3.

Automatically structure imported data points for faster OPC browsing: This
option enables the automatic generation of sub-folders when using data points on the
device. A sub-folder is created for each scanned or imported device. This allows OPC
clients to browse the OPC tags in a hierarchical way.
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Project Settings

General | Datapoint Naming Rules | CEA703 | CEA7O3 AST | System Settings | Logicap |

Froject Mame

IUnnamed Project

— Parameter Settings

Parameters managed by IConfigurator 'I

r— Device Configuration Download Default

" Download only data point configuration
 Ask which parameters are downloaded
' Download specific: parameters

[T Spstem zettings

¥ Schedules and calendar pattems

v Lweb projects

— OPLC Settings
[~ OPC Bridge: Automatically add downloaded device

V¥ Automatically structure imparted datapaints for faster OPC browsing

— Unit Settings
& Use 51 units 7 Use S urits

Figure 101: General Project Settings.

e Unit Setting: This setting defines whether SI units are displayed or U.S. units.
Internally, all calculations are performed in SI units. Currently, this setting applies only
to the L-1OB LCD display and L-10B Web page.

6.3.2 Data Point Naming Rules

The data point naming rules tab (see Figure 102) allows specifying how data point names
are automatically derived from scanned network variables. This function is applicable to the
CEA-709 technology only. The preview shows how names would look like, when the check
marks are modified. Note, that changing the name components does not change already
scanned NVs; this setting affects only new scan results.

e Separator: This setting defines a separator character, which is inserted between the
data point name components. As a default no separator is configured.

e Use programmatic name, Use display name: This option decides how the data point
name is extracted from the NV. The programmatic name is the NV name from the XIF
file and is limited to 15 characters. The display name may be extracted from LNS,
which allows displaying a different, longer name than the programmatic name.

System Settings | Datapoint Naming Rules | cEA709 | cEATDS AST

Select how the scanned datapoints name should be set.
Add MV_ prefix
[] Add Application Device Name
[] Add Functional Block Name
Add Metwork Variable Name
Separator
'@ Use programmatic name
_ Use display name
Preview:
MY _[MVMName]

Figure 102: Data Point Naming Rules Project Settings.
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6.3.3 CEA-709 Settings

The CEA-709 configuration tab as shown in Figure 103 allows configuring properties of the
device’s CEA-709 port. The options are:

Enable Legacy Network Management Mode: This group box contains check boxes
for each CEA-709 port of the device. Put a check mark on the port, if this port shall be
operated in the legacy network management mode. In that mode, the port does not use
the extended command set (ECS) of network management commands. This can be
necessary to operate the device with some network management tools that do not
support the ECS.

Default Pollcycle for External NVs: When using external NVs, this poll cycle is set as
a default for input data points. The poll cycle can be edited individually in the
properties view of the data point manager.

Use state-member of SNVT_switch as: This setting defines how the state member of
the SNVT_switch shall be mapped to a data point. Depending on how the data point
shall be used, it can be binary or multi-state. The multi-state setting allows setting the
UNSET state explicitly. As a binary point the UNSET state is implicitly chosen, if the
value is invalid.

Omit unused child data points of UNVT/UCPT structures: This setting defines, that
if set, also unsued sub-data points of user-defined structure types are not downloaded
onto the device. This option can reduce the total amount of data points in the
configuration. As a default it is not enabled to allow full structure information after an
upload to the PC even if the user does not have the original resource files installed.

Configuration Download: This group box contains self-configuration settings for the
CEA-709 ports. This is necessary if the device shall be used without being
commissioned by a network management tool. Set the check mark and enter the
CEA-709 domain and subnet/node information. If operated in self-configured mode,
the CEA-709 network can be scanned using the network scan (see Section 6.7.4) and
external NVs can be used on the device. Note, that the domain must match the nodes’
domain on the network and the subnet/node address must not be used by another
device.

NV Interface: On models that support it, the maximum number of NVs in the static
interface can be increased from the default number. Note that doing so changes the
static interface of the device (see Section 5.6.4).

General | System Settings | Datapoint Maming Rules | CEA7OS | CEATOS AST

Enable Legacy Network Management Mode
Datapoint Settings
Defautt Pollcylce for Exdemal Nvs 60 5
Use state-member of snvt_switch as:

binary datapoirt @ multistate datapoint

Omit unused child datapoints of UNVT/UCPT structures

Configuration Download
Configure device's domain

Domain Length {bytes): | 0
Domain 1D {in hex):
Subnet / Node: |254 /(120

NV Interface
Max. NV count: 1000 (100 ... 2000)

Figure 103: CEA-709 Project Settings.
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6.3.4 AST Settings

For CEA-709 devices, the use of alarming, scheduling, and trending (AST) features requires
additional resources (functional objects and NVs). This changes the static interface. Since
the number of used resources also influences the performance, the CEA-709 AST tab allows
configuring those resources for the project. In this tab, the required number of scheduler
units that may be instantiated and their capacity may be configured (how many time/value
entries, value templates, bytes per value template, etc.). It contains the following options
and settings, which are relevant to calendar and scheduler functionality of the device:

Enable Calendar Object: This checkbox enables a LONMARK compliant calendar
object on the device. It is automatically enabled together with local schedulers, since
the two are always used together.

Enable Scheduler Objects: This checkbox enables local LONMARK compliant
scheduler objects on the device. Checking this box will automatically enable the
calendar as well.

Enable Remote AST Objects: This checkbox enables the functional object for NVs,
which are used to access remote AST objects. If this box is checked, the Clients
functional block is included in the static interface.

Enable AST v2: This checkbox enables the AST interface version 2 for local CEA-709
schedulers on the device. This interface is not compatible with older devices. The new
interface provides access to the value label descriptions in schedule presets for remote
schedulers.

Number of calendar patterns: Specifies the maximum number of different exception
schedules (day classes like holiday, maintenance day) supported by this calendar
object.

Total number of date entries: Specifies the maximum number of date definitions
which may be stored by the calendar. This is the sum of all date definitions from all
calendar entries. A date definition is for example a single date, a date range, or a week
and day pattern.

Number of local schedulers: This is the number of local scheduler objects which
should be available on the device. Each local scheduler data point created in the data
point manager will connect to one of these scheduler objects. There may be more
scheduler objects available on the device than are actually used at a certain time. It is a
good idea to have some spare scheduler objects ready, in case another scheduler is
needed.

Number of daily schedules: This is the maximum number of schedules supported by
each scheduler object. This number must at least be 7, since a scheduler always needs
to provide one schedule for each day of the week (default weekly schedule). For each
special day defined by the calendar or embedded exception day, an additional daily
schedule is required to support it.

Entries in Time/Value table: This is the total number of entries in each scheduler
defining a value template that should apply on a specific day starting at a specific time
(the time table).

Number of value templates: This is the maximum number of value templates
supported by each scheduler.

Data size per value template: This specifies the buffer size reserved to hold the data
for each value template. More data points or bigger data structures require a bigger
value buffer.

Max. number of data point maps: Specifies the maximum number of individual data
points that this scheduler is able to control.

AST Configuration Size: This number in Bytes is calculated from the scheduler
settings above and represents the total size of the LONMARK configuration properties
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file stored on the device. While certain settings can be freely edited within the given
limits, the resulting configuration size is also limited.

Project Settings

General I Datapaint Naming Rules I CEa7oe  CEAFO9 AST |System Settings I LogiCaD I

—Calendar [ Schedule Object Settings

Resources required by the current project: [V Enable Calendar Obiject
TED BTt Yes [V Enable Scheduler Objects
Local calendar: o ¥ Enable Remote 45T Objects
Calendar patterns: 0
Total date entries: O ¥ Enable AST v2
[¥ | Enable &larm Server
Local schedulers: 0
Daily schedulss: 0 —Calendar Configuration
32?&“‘;‘2';;:?;2:35: g Murnber of calendar patterns: IS {max, 25)
Total value size: 0 bytes 5
Taotal number of date entries: I 100 maz, SO0
Datapoint maps: 0 ( )
Remote AST Objects: Mo r—Scheduler Configuration
Mumber of local schedulers: I 10 {max. 100}
Aubo-3et Set Defaults Mumber of daily schedules: I 62 {max, 256)

Entries in Time Value table: I 128 {max. 500)
Mumber of value templates: I g {max. 255)

Data size per value template: | & {max, 32)

IMax. number of data point maps: I 16 {max. 64)

AST Configuration Size: 33,610 Byte (max. 393,216 Byke)

Figure 104: CEA-709 AST Project Settings.

As can be seen from the above list, it is not easy to configure a LONMARK scheduler object.
There are many technical parameters which need to be set and which require some
knowledge of how these scheduler objects work internally. Therefore, the configuration
software provides the following mechanisms to help in choosing the right settings:

e Resources required by the current project: The absolute minimum settings required
by the current project are shown in a table at the left side of the window. This data may
be used to fill in the values at the right side, but some additional resources should be
planned to allow for configuration changes which need more resources.

e Auto-Set: This button may be used to let the configuration software decide on the best
settings to use, based on the current project. Since the current projects resource usage is
taken as a starting point, all schedulers and calendar patterns in the project should first
be configured before this button is used.

e Set Defaults: This button will choose standard values for all settings. In most cases,
these settings will provide more resources than necessary.

6.3.5 BACnet Settings

The BACnet configuration tab as shown in Figure 105 allows configuring properties of the
device’s BACnet port. The options are:

e Enable Unsolicited COV: Put a check mark on this option to enable COV-U on the
BACnet port. When active, the device sends unsolicited COV broadcast on all BACnet
objects, when their value changes in accordance to the respective COV rules.

e Always create value objects on auto-create: If activated, the auto-create BACnet
points function of the configuration software creates commandable value objects (AV,
BV, MV) instead of output objects (AO, BO, MO) and non-commandable value
objects (AV, BV, MV) instead of input objects (Al, Bl, MI). This feature can be
activated if the regular input/output model is not desired.

e Use 255.255.255.255 for global broadcast: This setting overrides the standard
behavior of BACnet to send broadcasts as global IP broadcasts. This can solve
scanning problems with some BACnet devices.

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 136 LOYTEC

e Enable periodic I-Am broadcast: This setting enables the periodic transmission of I-
Am broadcasts. Specify the interval in seconds. If disabled, the device sends an I-Am
only when starting up. This is the default behavior of BACnet devices.

e Support proprietary properties: Check this option if a scan on a remote device shall
find proprietary properties in addition to the standard properties of supported objects.

e String encoding: This setting defines, how strings in BACnet objects are encoded. By
default it is ASCII, which is compatible with most BACnet software. To support
characters of Western European languages, choose 1SO-8859-1. To support Unicode
character sets (e.g., Japanese) select UCS-2.

e Default Poll cycle, Default COV Expiry, Default Write Priority: This setting
defines the default values that are used when creating new client mappings. Changing
this option does not affect already existing client mappings.

General | System Settings | Datapoint Naming Rules | BACnet

BACnet Settings
Enable Unsolicited COV
Always create value objects on auto-create
Use 255,255,255,255 for global broadcast
Enable periodic I-Am broadcast
&0
| Support proprietary properties
String encoding:
@ ASCIL Default Pollcycle: 60 sec

UCS-2 {Unicode)

1S0-8859-1 Default COV Expiry: 900 sec

Default Write Priority: | None hd

Figure 105: BACnet Project Settings.

6.3.6 System Settings

This tab is shown in Figure 106. It is available only with the newest firmware version and
can be used to configure the device through the Configurator. In the configuration tree on
the left-hand side the user can select certain groups of settings, e.g. Web server settings. The
dialog displays the settings of the selected group in the dialog area. The structure is similar
to the menu structure on the Web Ul.

Under the port configuration tree, the user can enable or disable communication protocols
on the device’s ports. Enabled protocols are marked with a checkmark. Click on the
checkmark and toggle it. Note, that depending on the device model communication
protocols on other ports may be disabled.

The IP address settings cannot be changed in this dialog. The FTP server can not be
disabled in this dialog, either. This ensures that the Configurator can maintain connection to
the device.
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Project Settings 1[

eneral | Datapoint Naming Rules | CEA703 | CEA703 AST  System Settings |

(= System
i e Device )
Date/Time ‘Wb gerver port: ISD

Earth Position
: CSY delimiter
- E-Mail
- Port configuration
El-Part 1

=-Park 2
- Disable
" Modbus RS-485
[=]- Serial
- Disable
L M-Bus
[=I- Ethernet

=V1P
IP Settings
MTP Settings
IP-352
Modbus TCP

V' FTP Server
o Telnet Server

Uplaad Dawnload

oK I Cancel

Figure 106: Device Configuration Settings

The Upload button can be used to get the current device settings from the device and
display them in this dialog. The Download button can be used to explicitly transfer the
settings from this dialog onto the device. Those changes will be visible immediately on the
Web Ul but take effect only after a reboot of the device.

Important!

After downloading the device settings from this dialog the changes will be visible
immediately on the Web Ul but the device needs to be rebooted to let the changes take
effect.

6.3.7 LogiCAD

This tab is shown in Figure 107. It is available only with L-INX models that support the
IEC61131 PLC kernel. On this tab, the default path to the LogiCAD project may be
specified. This is used by the Configurator software to scan for device resources and
compiled IEC61131 programs, which may be attached to the L-INX project on the Project
Files tab in the main window.

Project Settings

General | Datapoint Naming Rules | CEA703 | CEA703 45T | System Settings LogicAD |

LogiCAD Project Path (*,.LZP)

| ]

Figure 107: LogiCAD Settings.
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6.4 Basic Workflows

6.4.1 Replace a Device

A device can be replaced in the network by another unit. This might be necessary if a
hardware defect occurs. First of all, the replacement device needs to be configured with the
appropriate IP settings. The remainder of this section focuses on restoring the device
configuration from a backup file. The work flow is depicted in Figure 108.

START

Start the Configurator stand-alone
Section 6.6.1

v

Restore a backup file to the device
Section 6.6.6

I

Replace the device in LNS
Section 6.4.7

DONE

Figure 108: Basic work flow to configure a replacement device.

Start the Configurator software stand-alone and connect via the FTP method (see Section
6.6.1). Then restore the device configuration from the backup file, which has been created
when the original device has been configured or modified (see Section 6.6.6). After the
restore all data points, dynamic NVs and bindings, BACnet server objects and client
mappings are restored. The device is again configured online and fully functional in the
network.

If using an LNS-based tool, the device needs to be replaced in that tool at some later point
in time (see Section 6.4.3) as the NID has changed. If you are not using LNS, then refer to
your network management tool’s reference manual on how to replace a device.

6.4.2 Adding the Device to LNS

To configure a device in your LonMaker drawing, the device needs to be added to the LNS
database and commissioned. This Section refers to LonMaker TE and describes how to add
a device to your database. The example discusses a LINX-10X but it is general to all CEA-
709 L-INX and L-GATE models

To Add a Device to LonMaker TE

1. Inyour LonMaker drawing, drag a device stencil into the drawing. Enter an appropriate
name as shown in Figure 109.
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New Device Wizard =

Device name: I I|nx|

' Mumber of devices to create: I 1 3:
V¥ Commission device
w

—Device Template

[ Create new device template

Mame: ILIN}{-1 0x_FT-10 j

—Channel
[~ Auto-detect channel

Tyhe: ITP.!'FT-'I i

Lef Lo

Mame: I Channel FT-10

= Zuriick I Wigiter = I Finizh | Abbrechenl Hilfe

Figure 109: Create a new device in the drawing.

2. Select Commission Device if the LINX-10X is already connected to the network.

3. In the Device Template group box select the existing device template of the LINX.
Select “LINX-xxx_FT-10", if the L-INX is configured to use the FT-10 interface, or
“LINX-xxx_IP-10L”, if the L-INX is configured to be on the IP channel. For
information on how to configure which port to use, refer to Section 4.2.7 for the Web
Ul. Note that for the LINX-15x the LINX-12x XIF has to be used.

4. Select the channel, which the device is connected to and click Next.

5. The following dialog shown in Figure 110 appears, click Next.

New Device Wizard x|
Device name: I lirix
—Liocation Pirg Interval
= ascl
o [ anasanoanoan [ever |
ok
Description:
=
H
= Zurlick I Weter = I Finish | Ahbrechen Hilte

Figure 110: Leave defaults for Location.

6. Check Service Pin as the device identification method as shown in Figure 111 and click
Next.
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New Device Wizard =

Device idertification method

Device names):

linze

" Manual  Meuron ID: I

= Zuriick I Wisiter = I Finizh | Abbrechen Hilfe

Figure 111: Use Service Pin.

7. Click Next in the following screens until you get to the final dialog shown in Figure

112.

8. If the device is already on-net, select Online.

New Device Wizard x|

Specify the intial state of the device and the source of CP valuss

Device name(s): liriz

State ——————— —Sowrce of CP Yalues Device Specific CPs
= Default | LWE datahase i+ Do not update

" Offline (+ Defaultts

[ Include MY type CPs

i Update with other CP=

i Upload from device

" Current device values

= Zurick | [ext= | Fertig stellenl Ahbrechen Hilte

Figure 112: Final dialog.

9. Click Finish. A dialog will prompt to press the service pin.
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Echelon LonMaker

.:’:?l Pleaze press the service pin on device linx'...

Optiong ——m————————————————— Total Received
[ Display data from service pin

[V Filter on progratm 1D I 1]

[~ Fitter on channel

Continue | Help |

10. Finally, you should get the device added to your drawing as depicted in Figure 113.

LNS Network Interface

Channel FT-10

Figure 113: The L-INX has been added to the drawing.

6.4.3 Replace a Device in LNS

This Section describes how to replace a device in your LNS database. The example
discusses a LINX-10X but is general to all CEA-709 L-INX and L-GATE models. The
description refers to LonMaker TE. Let’s assume there is a device ‘linx’ in the LNS
database as shown in Figure 114.

™
nvioltemp nvo0Otempp»
nvi03lux nvoO02luxgy
nvioSlev_percent nvoo4lev_percentpp
nvio7temp_f nvo06temp_fjp
nvi09switch nvoO!

nvillmotor_state nvolOmotor_statejp
nvil3amp nvol2amppy
nvilSfire_test nvol4fire_testpp
nvil7state nvol6statefp
nvil9temp nvo18temppp

Gateway|[0]

limx

Channel FT-10

Figure 114: LonMaker drawing with one L-INX.
To Replace a Device in LonMaker TE
1. Select the device and right-click on the device shape.

2. Select Commissioning > Replace.... This opens the LonMaker Replace Device
Wizard as shown in Figure 115.
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Replace Device Wizard =

Currert template: I LINA-10x_FT-10

Device name(s]): limse

External Interface Defintion

= Upload from device

~ Load ¥IF File: | T:'=haretssoucekifiLIn:-10x_FT-10.xIF Browvse... |

Template name: I

hlame: ILIN}{-1 ox_FT-10 |

= Zuriick I Weiter = I Finish | Abbrechenl Hilte:

Figure 115: LonMaker replace device wizard.

3. Choose the existing device template and click Next.

4. In the following window shown in Figure 116 click Next.

Replace Device Wizard x|

Specify device application image name

Device template: I LINA-10x_FT-10

Device name(s]): limse

I~ | Undlate fitmsvare in device to match spplication image

Image name: I T:'sharetssoucekixifiLINK-10x_FT-10 NXE Browse... |
HIF mame:
I T:'zharetszoucekxifLIMX-10x_FT-10 XIF Browse... |

= Zuriick I Weiter = I Finizh | Abbrechenl Hilfe: |

Figure 116: Click Next without loading an application image.

5. Then select Online as shown in Figure 117 and click Next.
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Replace Device Wizard

Specify the intial state of the device and the source of CP values

Device name(s):

limze

State Source of CP Yalues Device Specific CPs
" Defautt {* LMNS database {+ Do not updste
" Offline " Defaults

™ Update with ather CP=

I= | Incluicle 4y type CPs = Upload from nes device

" Mew device valies " Transfer from old device

= Zuriick I Wieiter = I Finish | Abbrechen Hilte:

Figure 117: Select online state.

6.

Replace Device Wizard =

Device idertification method

Device namels):

lime

" Manual

Meuran ID: I 0000001 LFEE
= Zuriick | [dext= | Fertig stellen I Abbrechen | Hilte:

Select the Service pin method and click on Finish as shown in Figure 118.

Figure 118: Select Service Pin and click Finish.

7.

Then the service pin requestor opens as shown in Figure 119. Press the service pin on

the replacement device on the correct port. You can also send the service pin using the

Web interface (see Section 4.1).

Echelon LonMaker

lﬁl Please press the service pin on device 'linx'...

Options

Tatal Received
[~ Display data from service pin

—

¥ Filter on program [0

[~ Fitter on channel

Cancel

Continue | Help |

Figure 119: Wait for the service pin from the device.
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8. After the service pin has been received, LonMaker commissions the replacement
device, creates the dynamic NVs again (if any), and installs the bindings.

6.5 Model-Specific Workflows

6.5.1 L-INX Workflows for CEA-709

This section discusses a number of work flows for configuring a CEA-709 L-INX in
different use cases in addition to the simple use case in the quick-start scenario (see Chapter
2). The description is intended to be high-level and is depicted in flow diagrams. The
individual steps refer to later sections, which describe each step in more detail. In principle,
the L-INX Configurator supports the following use cases:

o Network Management Tool based on LNS 3.x (see Section 6.5.1.2)
e Non-LNS 3.x network management tool with polling (see Section 6.5.1.3)

e Non-LNS 3.x network management tool with bindings (see Section 6.5.1.4)

6.5.1.1 Involved Configuration Files

In the configuration process, there are a number of files involved:

o XIF file: This is the standard file format to exchange the static interface of a device.
This file can be used to create a device in the database without having the L-INX or
L-GATE on-line. There exists a standard XIF file for the FT port (e.g., LINX-10x_FT-
10.xif) and one for the 1P-852 port (e.g., LINX-10x_IP-10L.xif). For the LINX-15x
model use the LINX-12x XIF files.

e L-INX Configurator project file: This file contains all ports, data points, and
connections of a project. These files end with “.1inx0”, “.linx1”, “.linx2”, or “.gtw”. It
stores all relevant configuration data and is intended to be saved on a PC to backup the
device’s data point configuration.

6.5.1.2 Configure with LNS

The flow diagram in Figure 120 shows the steps that need to be followed in order to
configure the L-INX in a network with LNS 3.x. In this scenario, the L-INX will use
dynamic NVs and bindings.

First, the L-INX device must be added to LNS (see Section 6.4.2). Then the L-INX
Configurator must be started in plug-in mode to configure the device (see Section 6.7.1). In
the Configurator, scan for the data points in the LNS database (see Section 6.7.2). Select the
data points that the L-INX shall expose (see Section 6.7.5). Finally, the configuration needs
to be downloaded to the L-INX via LNS (see Section 6.7.9). It is recommended to backup
the device configuration to a file for being able to replace the device in the network (see
Section 6.6.6).
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START

Add L-INX
Section 6.4.2

)

Start the Configurator as a plug-in
Section 6.7.1

)

Scan network variables
Section 6.7.2

I

Select NVs and use on device
Section 6.7.5

I

Download configuration to device
Section 6.6.4

Figure 120: Basic design-flow with LNS.

To add more NVs when all bindings are in place and the L-INX is already being used,
simply repeat the steps described above. The Configurator software will back up the
bindings, create or delete the dynamic NVs, and re-create the bindings again.

6.5.1.3 Configure without LNS

The flow diagram in Figure 121 shows the steps that need to be followed in order to
configure the device without LNS 3.x. In this scenario the device will use external NVs and
polling. The advantage of this solution is that no bindings in the non-LNS tool (or self-
binding nodes) need to be changed. This comes at the cost of a constant network load
caused by polling.

Start the Configurator in stand-alone mode and connect to the device via the FTP method
(see Section 6.6.1). If changing an existing configuration, upload the current configuration
from the device (see Section 6.6.2). In the Configurator, import data points from a CSV
import file (see Section 6.7.3) or from an XIF file (see Section 6.8.1). If the other devices
are already connected to the network you may also scan them online (see Section 6.7.4).
Select the data points that the device shall expose (see Section 6.7.5). Alternatively, you can
create external NVs manually (see Section 6.7.8). Finally, the configuration needs to be
downloaded to the device (see Section 6.6.4). It is recommended to backup the device
configuration to a file for being able to replace the device in the network (see Section
6.6.6).
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START

Start the Configurator stand-alone
Section 6.6.1

v

Upload configuration
Section 6.6.2

|
v v v

Import network variables from XIF Import network variables from file Scan online for network variables
Section 6.8.1 Section 6.7.3 Section 6.7.2

[ \ \
v

Select NVs and use on device
Section 6.7.5

{

Create other external NVs manually
Section 6.7.8

i

Download configuration to the device
Section 6.6.4

DONE

Figure 121: Basic design-flow without LNS.

6.5.1.4 Configure without LNS Using Bindings

The flow diagram in Figure 122 shows the steps that need to be followed in order to
configure the device without LNS 3.x. In this scenario the device will use static NVs and
bindings. The advantage of this solution is that the network load is minimized. However, the
non-LNS management tool must create bindings for the device and update an existing
network.

Start the Configurator in stand-alone mode and connect to the device via the FTP method
(see Section 6.6.1). In the Configurator import data points from a CSV import file (see
Section 6.7.3) or from an XIF file (see Section 6.8.1). If the other devices are already
connected to the network you may also scan them (see Section 6.7.4). Select the data points
that the device shall expose (see Section 6.7.5). For the NVs used on the device select the
“static NV” allocation type (see Section 6.7.6). Alternatively, you can create static NVs
manually (see Section 6.7.7).

For network management tools, which do not support the ECS (enhanced command set)
network management commands, the legacy network management mode must be configured
(see Section 6.7.10). Please contact the tool’s vendor for information whether ECS is
supported or not.

Download the configuration onto the device (see Section 6.6.4). Finally, export a XIF file
(see Section 6.7.11). It is recommended to backup the device configuration to a file for
being able to replace the device in the network (see Section 6.6.6).
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Start the Configurator stand-alone
Section 6.6.1
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Section 6.8.1
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Section 6.7.3

Scan online for network variables
Section 6.7.2
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v

Select NVs and use on device
Section 6.7.5

v
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Section 6.7.6

v
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Section 6.7.7
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v

Export XIF file
Section 6.7.11

DONE

Figure 122: Basic design-flow without LNS using bindings.

To use the device in the non-LNS management tool, commission the device using the
exported XIF file and create the bindings.

When changing a running device configuration with existing bindings, it is recommended to
create additional data points as external NVs with polling as described in Section 6.5.1.3.
Otherwise, depending on the third-party tool, a new XIF file may be required to be exported
for replacing the device in the non-LNS tool. In this case the user would need to create all
bindings again from scratch (see Section 5.6.4).

6.5.2 L-INX Workflows for BACnet

This section discusses a number of work flows for configuring a BACnet L-INX in different
use cases in addition to the simple use case in the quick-start scenario (see Chapter 2). The
description is intended to be high-level and is depicted in flow diagrams. The individual
steps refer to later sections, which describe each step in more detail.

6.5.2.1 Involved Configuration Files

In the configuration process, there are a number of files involved:

L-INX Configurator project file: This file contains all ports, data points, and
connections of a project. These files end with “.1inx0”, “ linx1”, or “.linx2”. It stores all
relevant configuration data and is intended to be saved on a PC to backup the L-INX’s
data point configuration.

EDE file: When engineering offline, the Configurator can import remote BACnet data
points via an EDE file. Out of this information client mappings are created.
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6.5.2.2 Engineer Online

The flow diagram in Figure 123 shows the steps on how to configure the BACnet port when
being on-line. In this case, the device must be present in the BACnet network and
configured with an IP address. The user can connect to the device and scan for existing
BACnet devices and objects on the network.

START

Start the Configurator stand-alone
Section 6.6.1

v

Upload configuration
Section 6.6.2

v

Scan BACnet network
Section 6.9.1

v

Select BACnet objects and use on device
Section 6.9.3

v

Create client mappings manually
Section 6.9.4

v

Create other BACnet server objects manually
Section 6.9.5

v

Download configuration to device
Section 6.6.4

Figure 123: Basic work flow to engineer on-line.

Start the Configurator in stand-alone mode and connect to the device via the FTP method
(see Section 6.6.1). If changing an existing configuration, upload the current configuration
from the device (see Section 6.6.2). In the Configurator, start an on-line network scan to
discover devices and BACnet objects (see Section 6.9.1). Select the data points that the
device shall expose (see Section 6.9.3). Alternatively, you can create client mappings (see
Section 6.9.4) and local BACnet server objects (see Section 6.9.5) manually. Finally, the
configuration needs to be downloaded to the device (see Section 6.6.4). It is recommended
to backup the device configuration to a file for being able to replace the device in the
network (see Section 6.6.6).

6.5.2.3 Engineer Offline

The flow diagram in Figure 124 shows the steps on how to configure the BACnet port when
being off-line. In this case, the device doesn’t need to be present in the BACnet network.
The systems integrator can engineer the BACnet port and download the configuration at a
later point in time.
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START

Start the Configurator and
select the L-INX model
Secton 6.6.1

Import BACnet data points from EDE
Section 6.9.2

v

Select BACnet objects and use on device
Section 6.9.3

v

Create client mappings manually
Section 6.9.4

v

Create other BACnet server objects manually
Section 6.9.5

v

Store configuration on hard drive

DONE

Figure 124: Basic work flow to engineer off-line.

Start the Configurator in stand-alone mode and select the appropriate L-INX model in the
menu Model (see Section 6.6.1). In the Configurator, import external BACnet data points
from an EDE file (see Section 6.9.2). Select the data points that the device shall expose (see
Section 6.9.3). Alternatively, you can create client mappings (see Section 6.9.4) and local
BACnet server objects (see Section 6.9.5) manually. When finished store the configuration
on the hard drive and download later to the device (see Section 6.6.4).

6.5.3 L-GATE Workflows

This section discusses a number of work flows for configuring the L-GATE in different use
cases in addition to the simple use case in the quick-start scenario (see Section 2.4). The
description is intended to be high-level and is depicted in a flow diagram. The individual
steps refer to later Sections, which describe each step in more detail. In principle, the
Configurator supports the following use cases:

o Network Management Tool based on LNS 3.x (see Section 6.5.3.2)
e Non-LNS 3.x network management tool with polling (see Section 6.5.3.3)

e Non-LNS 3.x network management tool with bindings (see Section 6.5.3.4)

6.5.3.1 Involved Configuration Files
In the configuration process, there are a number of files involved:

o XIF file: This is the standard file format to exchange the static interface of a device.
This file can be used to create a device in the database without having the L-GATE on-
line. There exists a standard XIF file for the FT port (LGATE-900 FT-10.xif) and one
for the IP-852 port (LGATE-900 IP-10L.xif).

e Configurator project file for L-GATE: This file contains all ports, data points, and
connections of a project. These files end with “.gtw”. It stores all relevant configuration
data and is intended to be saved on a PC to backup the L-GATE’s data point
configuration.

6.5.3.2 Configure with LNS

The flow diagram in Figure 125 shows the steps that need to be followed in order to
configure the L-GATE in a network with LNS 3.x. In this scenario the L-GATE will use
dynamic NVs and bindings.

Version 4.4 LOYTEC electronics GmbH




L-INX/L-GATE User Manual 150 LOYTEC

First, the L-GATE device must be added to LNS (see Section 6.4.2). Then the Configurator
must be started in plug-in mode to configure the L-GATE (see Section 6.7.1). In the
Configurator scan for the data points in the LNS database (see Section 6.7.2). Select the
NVs that the L-GATE shall expose to BACnet (see Section 6.7.5). Generate BACnet
objects and connections from the used NVs (see Section 6.10.6). Finally, the configuration
needs to be downloaded onto the L-GATE (see Section 6.7.9). It is recommended to save
the complete configuration to a disk file for being able to replace an L-GATE in the

network.

Add L-Gate
Section 6.4.2

)

Start the Configurator as a plug-in
Section 6.7.1

}

Scan network variables
Section 6.7.2

)

Select NVs and use on L-Gate
Section 6.7.5

}

Generate BACnet objects
Section 6.10.6

}

Download configuration to L-Gate
Section 6.7.9

Figure 125: Basic L-GATE workflow with LNS.

To add more NVs when all bindings are in place and the L-GATE is being used simply
repeat the steps described above. The Configurator software will back up the bindings,
create or delete the dynamic NVs, and re-create the bindings again.

6.5.3.3 Configure without LNS

The flow diagram in Figure 126 shows the steps that need to be followed in order to
configure the L-GATE without LNS 3.x. In this scenario the L-GATE will use external NVs
and polling. The advantage of this solution is that no bindings in the non-LNS tool (or self-
binding nodes) need to be changed. This comes at the cost of a constant network load
caused by polling.

Start the Configurator in stand-alone mode and connect to the L-GATE over IP (see Section
6.6.1). If changing an existing configuration upload the current configuration from the
L-GATE (see Section 6.6.2). In the Configurator import data points from a CSV import file
(see Section 6.7.3) or scan an CEA-709 network online (see Section 6.7.4). Select the NVs
that the L-GATE shall expose to BACnet (see Section 6.7.5). Alternatively, you can create
external NVs manually (see Section 6.7.8). Generate BACnet objects and connections from
the used NVs (see Section 6.10.6). Finally, the configuration needs to be downloaded onto
the L-GATE (see Section 6.6.4). It is recommended to save the complete configuration to a
disk file for being able to replace an L-GATE in the network.
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START

Start the Configurator stand-alone
Section 6.6.1

v

Upload configuration
Section 6.6.2

Import network variables from file Scan NVs online from network
Section 6.7.3 Section 6.7.4
Select NVs and use on L-Gate
Section 6.7.5
Create other external NVs manually
Section 6.7.8
Generate BACnet objects
Section 6.10.6
Download configuration to L-Gate
Section 6.6.4

Figure 126: Basic L-GATE workflow without LNS.

6.5.3.4 Configure without LNS Using Bindings

The flow diagram in Figure 127 shows the steps that need to be followed in order to
configure the L-GATE without LNS 3.x. In this scenario the L-GATE will use static NVs
and bindings. The advantage of this solution is that the network load is minimized.
However, the non-LNS management tool must create bindings for the L-GATE and update

an existing network.

Start the Configurator in stand-alone mode and connect to the L-GATE via the FTP method
(see Section 6.6.1). In the Configurator import data points from a CSV import file (see
Section 6.7.3) or scan a CEA-709 network online (see Section 6.7.4). Select the NVs that
the L-GATE shall expose to BACnet (see Section 6.7.5). For the NVs used on the L-GATE
select the “static NV” allocation type (see Section 6.7.6). Alternatively, you can create static

NVs manually (see Section 6.7.7).

For network management tools, which do not support the ECS (enhanced command set)
network management commands, the legacy network management mode must be configured
(see Section 6.7.10). Please contact the tool’s vendor for information whether ECS is

supported or not.

Generate BACnet objects and connections from the used NVs (see Section 6.10.6).
Download the configuration onto the L-GATE (see Section 6.6.4). Finally, export a XIF file
(see Section 6.7.11). It is recommended to save the complete configuration to a disk file for

being able to replace an L-GATE in the network.
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START

Start the Configurator stand-alone
Section 6.6.1

v

v

Import network variables from file
Section 6.7.3

Scan NVs online from network
Section 6.7.4

v

Select NVs and use on L-Gate
Section 6.7.5

!

Switch NVs to ,static*
Section 6.7.6

!

Create other static NVs manually
Section 6.7.7

Tool supports
ECS?

Generate BACnet objects
Section 6.10.6

!

Download configuration to L-Gate
Section 6.6.4

v

Export XIF file
Section 6.7.11

DONE

Figure 127: Basic L-GATE workflow without LNS using bindings.

noT
Enable Legacy NM Mode
Section 6.7.10

To use the L-GATE in the non-LNS management tool, commission the L-GATE using the
exported XIF file and create the bindings.

When changing a running L-GATE configuration with existing bindings, it is recommended
to create additional data points as external NVs with polling as described in Section 6.5.3.3.
Otherwise, a new XIF file needs to be exported and replacing the L-GATE in the non-LNS
tool requires the user to create all bindings again from scratch (see Section 5.6.4).

6.6 Using the L-INX Configurator

6.6.1 Starting Stand-Alone

Go to the Windows Start menu, select Programs, LOYTEC LINX Configurator and
then click on LOYTEC LINX Configurator. This starts the Configurator and the main
window with the data point tab is displayed.

If the L-INX is not yet connected to the network, go to the Model menu and select the
L-INX model to be configured. If the L-INX is already connected to the network it is
recommended to connect the Configurator online to the L-INX.
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To Connect to a L-INX Stand-Alone

1. Select the FTP connection method by clicking on the Connect to device button

R =T ]

containing the managed device connection templates.

| B8 800 s EEE:S

in the tool bar of the main window. The connect dialog as shown in Figure 128 opens

@ TCP/IP Connection

_) CEA-709 Connection

Hostname or IF Address 132.168.24.150

|:| Use secure connection

SSH Port |22
FTP Pott 21
Telnet Port 23
HTTP Port 80

# ' Device Connection Templates =ap=y X
QIDEED Status Idle
i LINK-200 (Steve)
- LINK-200 0G2 Name [LINX-150 New
Serial No. 017303-8000000FDES5 Delete
Admin Password sessssss Save

I Connect I[

Cancel

2. To add a new device connection, click on New or select an existing connection in the
tree on the left-hand side.

3. Enter the host name or IP address of the device. Enter the admin password. The default

Figure 128: FTP connection dialog.

password is ‘loytec4u’ (older firmware versions used ‘admin’).

4. Optionally, click on Use secure connection to enable encrypted SSH access to the

device.

5. If your device is located behind a NAT router or firewall, you may change the FTP,

Telnet, SSH, and HTTP ports to your needs for accessing the device.

6. Click on Save to store that connection.

7. Click on Connect. This establishes the connection to the device.

6.6.2 Uploading the Configuration

To get the current data point configuration of the device, the configuration needs to be
uploaded. This will upload the entire configuration from the device, including data points,

NVs, registers, client mappings, schedules, etc.

To Upload a Configuration

1. Click on the Upload Configuration button

R =T ]

=R | EIIt)l{;-IﬁIﬁE{ -
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in the tool bar. The configuration upload dialog opens up as shown in Figure 129.

2. If the check box Automatically sync local dynamic NVs is enabled on a CEA-709
device, the Configurator uploads any manually created dynamic NVs and merges them
into the data point configuration.

3. Click on the button Start to start the transfer. This will upload the configuration of all

ports.
M Configuration Upload P ] 5|
r— Target Device Information —Upload Tasks
Hardware Infa -
Firrruware Version: 4.0.0 = | lissh - - - | oty |
Build Drate: Fri Sep 17 13:3%:25 2010 1 [Upload device configuration
Praduct Cade: LIN=-120 2 |Upload parameters
Serial Murnber: 076101-80000009FFF 4
Device ID: 29 3 |Upload schedules and calendar patterns
endaor ID: 1 4 [Sync dynamic Nis
Platfarm |0 27 -
IP Address: 192.168.24.120 5 |Upload spstem settings
Froject Mame: Unnamed Project
Project Size: 13763 Byte
Project Status: OK
Project Path: C:\Dokumente und Einstellungen’ssoucekiad | X .
Active Config: Avar/libdabw/dpal_config.zml Dynarnic Ny Synchronization
MALC Address: 000ABQOZ3552 v Automatically spnc local dynamic Ny's
FTP Part: 21
Telnet Part: 23 Target Port
HTTP Port: 80 |l CEA703 parts.
Boat Time: 2010-09-22713:46:07
Memary, Flazh: 213552 kByte s .
temory, Ram: B0292 kByte vI orret
1| | » Start | Abart | Cloze |

Figure 129: Configuration upload dialog.

4. When the project settings of the configuration being uploaded specify to ask, which
specific parameters shall be uploaded, check the needed information and proceed.

6.6.3 Create User Registers

User registers are data points on the device that do not have a representation on the
network. Thus, they are not accessible over a specific technology. A register merely serves
as a container for intermediate data (e.g., results of math objects). Since a register has no
network direction, it can be written and read. Therefore, two data points are generated for
each register, one for writing the register (output) and one for reading the register (input).

To Create a User Register

1. Select the User Registers folder under the device folder.

B[ LINx-100
_| System Registers (9 Items)
| Iser Feq; {0 Ikems)

2. Right-click in the data point list and select New Datapoint... in the context menu. This
opens the register creation dialog as shown in Figure 130.
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Create New Register ﬂ

Dakapoint Mame I my_register|

Reqister Mame I
Type IDoubIe 'l

Length I o Byte

Declaration I

Create Regisker I Cancel |

Figure 130: Create a user register.

3. Enter a Datapoint Name for the register. You may leave the Register Name blank to
give the underlying register the same name as the data point.

4. Select a Type. Available are “Double”, “Boolean”, “Signed Integer”, “String”,
“Variant” or “User”.

5. When selecting User, a register with a user-defined structure is going to be created.
Click on =] next to Custom Type in order to select a structure type.

6. In the dialog Select Custom Type choose the type Category in the drop-down list and
the desired user type. Then click the button Select.

Resuts =
- Category [Type Namel Bit Length Base Type In Use
1  Modbus statel6 16 struct
2  Modbus byte2 16 struct

7. Click Create Register.

8. If needed create additional registers from the dialog. Finally, click Cancel to exit the
dialog.

9. Two data points now appear for each register, one for writing the register and one for
reading the register as shown in Figure 131.

User defined registers - User Registers Mame Filter: I j Include subfolders

Dakapoint Mame Mo, |OPC | Param |Direction ."7 ) _, B Reqgister Name

my_register _‘Write 2 |7 I_ Ok my_register
Figure 131: Manually created user register.

6.6.4 Configuration Download

After the data points have been configured, the configuration needs to be downloaded to the
device. For doing so, the device must be online. If the device is not yet connected to the
network, the configuration can be saved to a project file on the local hard drive.

To Download a Configuration

1. Click on the Download Configuration speed button

0@ E| |29 o e |‘EI‘[OI£>|H|E€EE
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4.

in the tool bar of the main window. This will open the configuration download dialog

as shown in Figure 132.

be downloaded, check all that apply and click Ok.
=l

Files that will be downloaded

¥ | [natamnint Corfiguration

™ System settings

[V Schedules and calendar patterns
[V L-web projects

[8]4 I Cancel |

If the project settings specify to ask (see Section 6.3.1), which specific parameters shall

Click Start to start the download. Each of the actions is displayed in the Task List

section of the dialog. The current progress is indicated by the progress bar below.

be acknowledged by clicking OK.

When the download process has finished, a notification window appears, which has to

Il Configuration Download P ] 5|
r— Target Device Infa — Task List
Hardware Infa
Firmmware Yergion: 4.0.0 | sk - - | oty |
Build D ate: Fri Sep 17 13:3%:26 2010 1 |Download configuration
Praduct Cade: LIN=-120 2 |Upload system settings
Serial Murnber: 076101-80000009FFF 4 =
Device ID: 29 3 |D0wnload L*w'eb projects
Wendor ID: 1 4 [Update device info
Platfarm |0 27 Fiehoot devi
IP Sddress: 192.168.24.120 5 [Reboot device
Project Mame: Unnamed Project E |D0wnload schedules and calendar pattemns
Project Size: 13763 Byte |U Sate devios T
Project Status: OK 7 pdate devize info
Project Path: C:\Dokumente und Einstellungen’ssoucekhDe
Active Config: Avar/lib/lghw/dpal_config.zml
MaC Address: 0004B0023552
FTP Port: 21
Telnet Part: 23
HTTP Part: 80
Boot Time: 2010-09-22713:46:07
Memary, Flazh: 213552 kByte
Memary, Ram: 60292 kByte
CEA709 Part 1 Info
Model: 1
Unigue Node [D: 000000000000
Static Ny's: 0
Frogram 1D:
D ornain:
Subnet: 0
Mode: 0
Interface 1D String: 1,378, 0xdBeacesa
Status: Offline
Showe Details
r~ Model Murnber
[ et [ 01 255
— LMS Options
I | Sutomatically create bindings
| Farce Fulllpgrade
r~ Controls
4 | | _>| Start | Abort | Cloze |

6.6.5 Upload th

Figure 132: Configuration Download Dialog.

e System Log

The system log on the device contains important log messages. Log messages are generated
for important operational states (e.g., last boot time, last shutdown reason) or errors at run-
time. This file is important for trouble-shooting and is available on the Web Ul (see Section
4.3.1). The file can also be uploaded from the device with the Configurator.

Version 4.4

LOYTEC electronics GmbH




L-INX/L-GATE User Manual 157 LOYTEC

To Upload the System Log

1.

3.

4.

Connect to the device (see Section 6.6.1).

Click on the Upload system log button

DHE B Mol EE 80 ys]EeEE:=

in the tool bar. The upload system log dialog as shown in Figure 133 opens showing the
upload progress.

Uploading System Log ... 5[
FTP Connection ... Already connected
Upload varflog/svstem.log ... Done
Upload varflog/svstem.log.0 ... Done
Upload varflog/system.log.1 ... Done

Upload war/flogfsystem.log. 2 ... Log empky

Show Syskem Log | Cancel I

Figure 133: Upload system log dialog.

When the upload is finished, click on Show System Log. The system log window
appears as shown in Figure 134.

f B Syslog
Time Level Type Text
2011-06-1611:13:14586 NOTE  Application Leog initialized - LINX-100 V4,1.0 Build Thu May 19 16:03:13 2011
2011-06-1611:13:14.597 NOTE  Application Serial# 011514-80000010EA21
2011-06-1611:13:24.244 NOTE Application Device IP address 192.168.1.254, hostname 'new'
2011-06-1611:13:27.334 NOTE Application Boot process finished

Figure 134: System log window.

Click on Save to store the system log into a file on your local hard drive.

6.6.6 Backup and Restore

The Configurator provides a backup and restore function for the connected device. It is
highly recommended to create a device backup once the device configuration has been
completed. This backup can be used in the case a device needs to be replaced in the
network.

To Create a Backup

1.

Connect to the device (see Section 6.6.1).
Choose the menu Tools > Backup Device Configuration ....

A file requestor opens. Choose a location to store the ZIP file of the device backup.
The suggested file name contains device IP address and creation date.

Click on Save. The backup is being uploaded.

£
| _—
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To Restore a Backup
1. Choose the menu Tools > Restore Device Configuration ....
2. Inthe file requestor choose a backup ZIP file and click Open.

The Configurator restores and reboots the device. The process is complete when the
device has finished rebooting.

6.7 CEA-709 Configuration

6.7.1 Starting as an LNS Plug-In

In LonMaker the plug-in is started by right-clicking on the L-INX device shape or the
Gateway/PLC functional block and selecting Configure... from the pop-up window.

In NL220, the Plug-in is started by right clicking on the L-INX node, then selecting the
Option LOYTEC LINX Configurator in the Plugins sub menu.

In Alex, the Plug-in is started by right clicking on the L-INX device and selecting the
LOYTEC LINX Configurator in the Starte Plugln sub menu.

A window similar to what is shown in Figure 135 should appear.

ﬁ [Unbenannt] - LINX-100 (20}, test-link 100,/ Subsystem 1/linx-20 {Channel 3 - FT) - LOYTEC LINX Conl

_iol x|
File Model Wiew Firmware Settings Connection Tools Help
|DEE @ M MEOE8E Y| s

J Connected Device I LIN=-100 (200, test-linx100/Subsystem 1/linx-20 (Channel 3 - FT)

Info | Stakus IConFigured, Cnline

D atapaints | Eonnectionsl Connection Dverviewl Statistics I L-web Proiectsl ‘web Interface I

@ 2 | . | L Maodel Mo, IDD Auka | Range IU_ - Iﬁ
f;) Datapoint Configuration
£ Imported

51 CEA709 C5V File (0 Ttems) Datapoint Name
1 CEATDY LMS Scan
o) CEA709 Metwork Scan
) CEAT09 Devices From XIF
Device Templates
) CEA7O09 Device Templates
Filter Templates
0 cEaTO9
B[ LINg-100
: Farvorites (0 Items) 4 |
{& System R.eglsters (21 Items) Properties | Connections | Connection Overview
User Registers {0 Ikems)
E-{8 CEATO9 Port
[ Diatapoints (0 Ikems)

Local datapoints - CEA709 Port/Datapoints MName Filter: I j

Include subfolders |

___j||I||L0caINV |F

|N0. |OPC |Param |Directi0n

S

w

b {2 Remote Devices
¥ Global Objects
ﬁ E-Mail Configuration {0 Ikems)

: ﬁ Math Object Configuration (0 Items)

------ ﬁ Alarm Log Object Configuration {0 Ikems)

| DLOYTEC |C0nFigurat0r ready,

Figure 135: L-INX Configurator main window.

6.7.2 Scanning for Network Variables

When the L-INX Configurator is connected to an LNS database, network variables can be
scanned from that data base.
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To scan network variables from the LNS database

14. Click on the Datapoints tab of the main window.

15. Click on the button = Scan channel. This scans in all NVs on all devices connected

to the CEA-709 channel of the device.

16.

File Model View Firmware Settings Connection Tools Help

ﬁ [Unbenannt*] - LINX-100 {20), test-linx 100,/Subsystem 1/linx-20 (Channel 3 - FT) - LOYTEC LINX C

After the scan has completed, the folder LNS Database Scan is populated with the
found NVs. Data point names for those NVs are automatically generated, following the
data point naming rules defined in the project settings (see Section 6.3.2). By default
the name is generated from node name, object name, and NV name. These names are
ensured to be unique by adding a counter for multiple occurrences of the same name.

=10l

|10 E | D M NO 88 E D[N
J Connected Device I LIN%-100 (20}, test-linx100/Subsystem 1/linx-20 {Channel 3 - FT) Info | Skatus I Configured, Online

BAC M- HMOD
HET BU: EBUZ

e CEA
& Lﬂ | F0g

frj Datapoint Configuration
£ Imported

: B CEATOR CSY File (0 Tems)
=) CEA709 LNS Scan

-5 linx-23

frj Alarm {1 Tkems)
frj Calendar {1 Items)
frj Scheduler (4 Items)
- CEATO9 Metwork Scan

- CEATO9 Dewices from XIF
0 Device Templates

) CEA709 Device Templates
& Filter Templates

@ Datapoints (83 Items)

-

D atapairts | Connectionsl Caonnection Dverviewl Statisticsl L-wfeb Proiectsl ‘wieb Interfacel

Maodel Mo, IDD Auto | Fange IU_ - Iﬁ

Remote Datapoints Mame Filter: j Include subfolders |
Datapoink Mame: Mo. | Direction | Remate MY Type Remote Devﬂ
MY_nvosbs_hurmid rivofbs_humid SMYT_abs_humid 23
MY _nvosbs_humidl 55 In rivosbs_humidl SMYT_abs_humid linx-23
MY _nvosbs_humid2 56 In revoihs_humid2 SMYT_abs_humid linx-23
MY_nvosbs_humid3 57 In revoibs_humid3 SMYT_abs_humid linx-23 -
MY_nvaMatar_state 58 In revoMotor_skate  SMVT_mokor_skake lim-23
My _nviMotor_state 59 out nviMaotor_state SHYT_motar_state linx-23

|

Properties | Connectionz | Connection Overview

.

Diatapoint Mame

MY_nvodbs_humid

)

- CEATD9
= ﬁx-mg Datapoint Description ]
“{ Favorites (0 Items) 05 |ise Pallcycle value as & pallcycle [5]
{2 System Reqisters (21 Ttems)
1 User Registers (0 Items) | | Pallcyce [] & 0
-1 CEA7D3 Port il May Cache Age [ms] & | Infinite
_| Datapoints {0 Ttems)
Calendar (0 Tkems) i Default alue CRTES
! Scheduler (0 Trems) [ Data Point Type &) Analog Datapaint
| Alarm {0 Trems) —
3 Trend (0 Ttems) | |0 Direction & m <
1] | B
| LLOYTEC |C0nFigurat0r ready, Y

Figure 136 shows an example result of the database scan. The list can be sorted by each
column. Selecting a line will display a number of associated properties in the property view
below. Multiple items can be selected by using the <Ctrl> key and clicking with the mouse.

Figure 136: Scanned NVs in the LNS Database Scan Folder.

All items can be selected by pressing <Ctrl-A>.

6.7.3 Importing Network Variables

Without LNS, the tool cannot connect to an LNS database, where it scans for network
variables (NVs). Therefore, the list of NVs to be used on the device has to be available in a
CSV file. This file can be produced by external software or created by hand. The CSV

format for importing NVs is defined in Section 13.2.1.

To Import NVs from a File

1. Click on the Datapoints tab of the main window.
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2. Select the import folder CEA709 CSV File.

1}3 Datapoint Configuration
EH;J Imparked

o File (0 Ikems)
[ CEATDY LNS Scan

3. Right-click and select Import File. In the following file selector dialog, choose the
CSV import file and click OK.

ﬁ [cs¥-import-result.linx0] - LINX-100 {20}, test-linx100/Subsystem 1/linx-20 (Channel 3 - FT}- L - |EI|1|
File Model View Firmware Settings Conneckion Tools Help
~u = Y Y ]
s~ =0 ] e ME|E s E D Y| N
J Connected Device I LIN%-100 (20, test-linx100/Subsystem 1flinx-20 {Channel 3 - FT) Info | Status ICl:unFigunat:IJ Online
Datapoints | Eonnectionsl Connection Dverviewl Statisticsl L-Aw'eb Proiectsl wieb Interfacel
@ = | @ | S GRF M HRR Model Mo. IDD Auko | Fange IU - |255
1}3 Datapoint Configuration & | Remate Datapoints M ame Filter: I j Include subfolders
=-§ Imported
Pl f; CEA709 SV File (0 Ttems) Datapoink Mame Mo. | Direction | Remate MY Type Remoate Device
"2 Dakapoints (4 Items) MY_nvoTemp 1 rvoTemp SHYT_temp
) CEATO9 LNS Scan MY _nwviPower 2 Qut nviPower SHYT_power_F DDC
f?" CEA7O9 NEtWUVkFSCC"” Wy _nviangle_f 3 ouw reiangle_f SHNT_angle_F L-vis
H CEATOY Devi *IF
- u Svices from WY _nvoangle_f 4 In nvoangle_f SHYT_angle_F L-¥is
= Device Templates
- [ CEATDY Device Templates 1| | |
= Fileer Templates ; . : : :
N !;] CEATO9 Properties | Connections | Connection Dverview
= [8 LINE-100 ) -
5 Datapoink 1 & | ny_nvaT
Favorites {0 Items) b L0105 el
(2] System Registers (15 Items) Datapoink Description ]
~ User Reqish 0 Ik
‘E C;:r?D:gFI‘sorirs (0 Ttems) I Use Pollcycle value as & | Ppolicycle [s]
- ! Datapoints {0 Items) It pollcycle [s] & 0
I Max Cache Age [ms] & | Infinite
it Defaulk alue R
— I3 Daka Point Type & Analog Datapoint
[ {2 Remaote Devices [ pirection & In
B Global Objects )
I b e I _ILI it py Allocation 8 | External My LI
4 3

| LLOYTEC |C0nFigurat0r ready,

Figure 137: Imported NVs.

4. Now the CSV File folder is populated with the imported NVs as shown in Figure 137.

The list can be sorted by each column. Selecting a line will display a number of associated
properties in the property view below. Multiple items can be selected by using the <Ctrl>
key and clicking with the mouse. All items can be selected by pressing <Ctrl-A>.

6.7.4 Scanning NVs online from the Network

LOYTEC devices also support an online network scan on the CEA-709 network. In this
scan, the device searches for other devices on the CEA-709 network and pulls in NV

information of these devices. These NVs can then be used instead of importing them from a
CSV file.

To scan NVs online off the CEA-709 network
1. Click on the Datapoints tab of the main window.

2. Select the folder CEA709 Network Scan.

B Imported
7 CEATO9 CSY File (0 Ttems)
71 CEATO9 LMS Sc

=l CEATE
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3. Right-click on that folder and select Scan CEA709/852 Network.... This opens the
CEA709 Management dialog as shown in Figure 138.

Il CEA 709 Management ;Iglll
Configure CEATDI Part | Show Log |
i~ Device List
Type | Device Name | NMode ID | Program ID | Subnet | Maode | IModel No. | Create Mew |
| Discaver Devices

Discover on Subnet |
Discover on Service Pin |

Replace Selected |

Delete Selected |

r~Device Management in Database

Device Mame I Update fodelD |
MNode ID | Sean |
Program ID I Short |
Subriet I MNode . |
MNebwark Name I — |
Subsystem Mame | ml

Device Origin I

Status: Status

Close

Figure 138: CEA-709 network scan dialog.

4. If the device has not been installed with a network management tool (e.g. LNS-based
tool), press the Configure CEA709 Port button. This opens the device install dialog as
shown in Figure 139.

M Configure CEATO9 Pork _ ||:||1|

r— Connected Scanner Device

|1 92.168.24.21 [Configured, Online) Abort |

Fiefresh State | W Marually set domain

Domain Length [bytes): |1 Yl
Dramain [0 (in hex): IBA
Subnet / Node: |3 4 |32

Set Diomain |

Get Diamain from M etwark |

Get Domain from Project Settings |

Close |

Figure 139: Configure CEA-709 port dialog.

5. Select the Manually set domain check-box and click the Set button. This sets the
device configured, online to start the scan. Then click Close.

Note: You need to set the same domain as the devices to be scanned. Click Get Domain from
Network and press a service pin on some other, already installed device to retrieve the
domain information before setting the device online.
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6. Click on the button Discover Devices. This starts a network scan. The results are put in
the device list box.

7. Alternatively, click the button Discover on Service Pin. Then press the service pin of a
particular device on the network. This device will be added to the device list.

8. Select a device in the device list. To give the device a usable name, enter the name in
the Device Name field and click on the Update Selected button.

9. Then click the button Scan. This scans the NVs on the selected device and adds them
to the CEA709/852 Network Scan folder as a separate sub-folder for the device as
shown in Figure 140.

Tip! If you are not sure which device you have selected, click on Wink. The selected device will
execute its wink sequence.

m LOYTEC LINX-100,200 Configurator - LINX-100 - [Unbenannt] - |E||1|
"] File Wiew Model Firmware Settings Conmection Tools L-Web _|ﬁ||ﬂ
B EEEIEEEIEE

J Connected Device I 192.168.24,93 Info | Status IConFigured, Cnline

D atapaints | Statisticsl Lweh Proiectsl

o Madel Mo, [ 00 Set |ﬂ|

| Datapaint Configuration Remaote Datapoints D atapaint Mame Filter:
E=-{ ) Imported
CEA709 CS¥ File (0 Ttems) Mo, | Direction IDatapoint Marne Remate MY Type | Remote Device =
CEA709 LMS Scan B 1 Cuk MY _G1FF070d3207Ckrinyin0_switch nvi00_switch SMVT _switch g1ff070d3207
CEATOY Metwark Scan @ 2 ot Y _B1FF0F0d3207 Ctrinvil 1 _switch rvil1_switch SHYT_switch B1FFO7043207
- B1ff070d3207 B 3 ou Ny_B1FF070d3207CtrinvinZ_switch iz _switch SNYT_switch &1Ff070d3207
B | Datapoints (15 Ik
|t (B i) B 4 out MY_E1FFO70d3207Ctrinvia3_switch i3 switch ST _switch 81Ff070d3207
| CEATD9 Templates
LIN¥-100 @ 5 In MY _S1FF070d3207 ChrinvoDd_switch nvol4_switch SHYT _switch S1FF070d3207
' System Registers (9 Tkems) @ & In MY _S1FF070d3207 Chrinyvoi0S_switch nvolS_switch SHYT _switch S1FF070d3207
User Registers {0 Ikems) A 7 In MY _S1FF070d3207 ChrlnyvoD6_switch nvol6_switch SHYT _switch S1FF070d3207
CEA7O03 Port 8 In WY_81FF070d3207Ctrinvon7_switch nval7_switch SNYT_switch B1Ff070d3207
| Datapoints {0 Ikems) q _ -

F1Ffr

— .

| Calendar (0 Items)
| scheduler {0 Items)
1 alarm {0 Items)

4

I Trend (0 Ttems) Datapaint Name & | Ny_B1HO70d3207Ctinyils_temp =
J Statistics (18 Items) Datapoint Description ]
| Remate Devices =
@9 Glabal Objects [ i, Send [s] &
[ E-Mail Configuration (0 Ttems) [ pa. Send 5] "R
ﬁ Math Object Configuration {0 Tkems)
Mt b ax Cache Age [ms] & | Infinite
I Point Type & | Analog Datapoint
it Direction & | O
il e Allacation 8 | Eutemal Ny
i Data Type & | Unsigned Long [16-bit unzsigned integer) ;I
| LILOYTEC |C0nfigurator ready, ~

Figure 140: CEA-709 network scan results.
10. Click Close when all devices needed have been scanned.

6.7.5 Select and Use Network Variables

Data points in the CEA709 LNS Scan folder, the CEA709 Network Scan folder, the
CEA709 CSV File folder, or in the CEA709 Devices from XIF folder can be selected for
use on the device. Select those NVs, which shall be used on the device.

To Use NVs on the Device

1. Go to any of the CEA709 LNS Scan, CEA709 Network Scan, CEA709 CSV File, or
the CEA709 Devices from XIF folder.
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2. Use the multi-select feature by holding the Shift or Ctrl keys pressed.

3. Click on the button ﬂ Use on Device in the tool bar.

4. This creates data points in the CEA709 Port folder of the device. All data points in that
folder will actually be created on the device after downloading the configuration.

Tip! Data points can be edited by selecting a single point or using multi-select. The available
properties to be edited are displayed in the property view below.

6.7.6 Change the NV Allocation

After selecting the Use on device action on scanned or imported NVs, they are assigned a
default NV allocation in the CEA709 port folder. This default allocation can be changed,
e.g., for imported NVs when they shall be allocated as static NVs on the device.

To Change the NV Allocation Type

1. In the data point view, select the NVs in the CEA709 port folder, for which the NV
allocation shall be changed.

Tip! By using Ctrl-A all NVs can be selected.

2. Select the NV allocation property as indicated by the red rectangle in Figure 141.

3. To make the data points static NVs on the device, select Static NV.

(@0 Ol notify on COW (]

[T Persistent (]}

@3 Send on Delta [m]

it Pgirt Type & | User Datapoint

=] Direction L

= NY Allocation Static NV - ||
finfd Fuaba Tune Shiiehirad

Figure 141: Change the NV allocation type.

6.7.7 Create Static NVs

The LOYTEC device can be configured to change its static interface and boot with a new
one. Apart from creating static NVs from scanned or imported data points, static NVs can
also be created manually in the CEA709 port folder.

To Create Static NVs Manually

1. Select the Datapoints folder under the CEA-709 port folder.

5@ CEAT09 Part
Datapaints (1 Items)

Calendar {0 Items)

Scheduler {0 Items)

Alarm {1 Tkems)

| Trend (0 Items)

2. Right-click in the data point list and select New Datapoint... in the context menu. This
opens the NV creation dialog as shown in Figure 142.
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Create New N¥

Skatic |E><terna| | Application Device |

—Properties — Recent N Type:
o MY Type Resource File
1 temp STANDARD

Dakapoint Mame I nviMyTemp|

Programmatic Marme: I

Resource File ISTP.NDP.RD j
|

Type [temp (39)

Direction IOutput =~ l

Functional Elack IGateway [0] j

— MV Flags
¥ auth, CFg. ™ Unack. Repeated
¥ Priority Cfa, ™ Authenticate Clear I
I Pricrity " Polled
[ sync |

Create Static NY

Figure 142: Create a static NV manually.

Enter a data point name and a programmatic name. The programmatic name is the
name of the static NV which is being created.

Select a resource file. To create a SNVT, let the STANDARD resource file be selected.

Select a SNVT and a direction. If a non-standard resource file has been selected,
choose from one of the UNVTSs.

Tip!

Recently created SNVTs are available in the Recent NV Types list. Click on one to set the
NV type without scrolling through the drop-down box.

6.

7.

Choose a functional block, where this static NV shall be located in.
Click Create Static NV. The static NV is created and appears in the data point list.

Note, that the static interface of the device will change as soon as static NVs are added
or modified in the data point manager. This change is reflected in a new model number,
which the device will receive after the configuration download (see Section 5.6.4). Also
note that the manually created static NVs are not bound automatically by the
Configurator. They simply appear on the device and need to be bound in the network
management tool.

Click Close.

6.7.8 Create External NVs

External NVs are not actually allocated NVs on the device as NVs. Instead, the device uses
polling to read data from and explicit updates to write data to external NVs. Since external
NVs do not affect the static NV interface of the device, they can be used to extend the
interface configuration at run-time, when no LNS with dynamic NVs is available.

To Create an External NV manually

1.

Select the Datapoints folder under the CEA-709 port folder.
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CEATOD Pork

Datapoints (1 Ikems)
| Calendar {0 Ttems)

| scheduler {0 Ttems)
| Alarm {1 Thems)

- Trend (0 Ttems)

2. Right-click in the data point list and select New Datapoint... in the context menu. This
opens the NV creation dialog.

3. Click on the tab External as shown in Figure 143.

Create New N¥

Static  External |Applicati0n Device I

—Select a Device i~ Properties

Device Mame Datapoink Mame I my _external_switch

Remate MY Mame | rvo00_switch

Resource File ISTANDARD

Lel Lel

Type [suitch (95)

Direction | Oukput i

I Index ISD
Address Type ISubnet,l’Node 'l

| Create External Ny I

Figure 143: Create a new external NV.

4. Select the device in the box Select a Device on the left-hand side.

5. Enter the properties of the external NV on that device, starting with the local data point
name, the remote programmatic NV name, the NV type (SNVT) and direction. Note,
that the direction is the direction of the external NV on the device. Therefore, the
remote output NV nvo00_switch becomes an input on the device. Also enter the NV
index in decimal notation. This is the index under which the NV is found on the remote
device. Choose the preferred addressing mode, e.g., Subnet/Node.

6. Click Create External NV to add this NV to the data point list.

7. The external NV now appears in the data point list as shown in Figure 144. For external
NVs, which are inputs to the device, adapt the poll cycle property to your needs.

Local datapoints - CEAFOY PortfDatapoints Mame Filter: I j Include subfolders |
Datapoink Mame Mo, |OPC |Param |PLC | Direction & Q|3 D Local My

Properties | Connectionz | Connection Dverviewl

=] pirection Out ;I
liofd py Allacation

External Wy

=] Use state as Multistate

Figure 144: Manually created external NV in the port interface definition.

6.7.9 Configuration Download over LNS

After the data points have been configured, the configuration needs to be downloaded to the
device. For doing so, the device must be online. If the device is not yet connected to the
network, the configuration can be saved to a project file on the local hard drive.
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If the Configurator is connected to a CEA-709 device via LNS and the device uses static or
dynamic NVs, it can automatically generate Bindings in the LNS database. This behavior
can be influenced in the download dialog. The download process can also manage the
device template upgrade automatically in LNS, if the static interface changes (see Section
5.6.4).

To Download a Configuration

1. In the main connections window, click on the Download Configuration speed button

D | 2 ol iEIt)&;-miﬁ-i»‘;-a‘az

in the tool bar of the main connections window. This will open the configuration
download dialog as shown in Figure 132.

2. If no bindings shall be generated, deselect the Automatically create bindings
checkbox indicated by the red circle in Figure 145.

3. If the static NV interface has been changed, a new model number for the device needs
to be selected. This is necessary, as the static network interface of the device changes
on the CEA-709 network. The Configurator automatically selects a usable value, which
can be overridden in the field Model Number marked by the blue rectangle in Figure
132.

4. Click Start to start the download. Each of the actions is displayed in the Task List
section of the dialog. The current progress is indicated by the progress bar below.

5. When the download process has finished, a notification window appears, which has to
be acknowledged by clicking OK.
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Il Configuration Download o ] 3
— Target Device Infa — Taszk Ligt

CEATDY Device Info
Device Mame: lind 20 | esk - - | SEs |
Unique Mode IDv: B0000003FFFS 1 |Downl0ad configuration
Program |D: 3000073404861300 :
Model: 00 2 |[Upload system settlngs
Subnet: 03 3 [Download LwWeb projects
Mode: B0 ;
Channel Channel 2- [P 4 |Save d'_irlnémlc ks
LMS Path: test-lire D0/ ubsyzstem 1 5 [Save bindings
LM5 Status: Corfigured, Online & |Remove dynamic My's

Hardware Info 7 |Commission device
Firrmware Version: 4.0.0 a |Update device info

Build Date: FriSep 17 13:39:26 2010
Product Code: LIN<-120

Serial Mumber: 016101-80000009FFF4
Device 1D 39

Yendor 1D: 1

Platfarm 1D 27

IF &ddress: 192.168.24.120
Project Mame:

Project Size: 0 Bute

Project Statuz: OF

Project Path:

Active Config: N2

MAC Address: 0004B0023552
FTP Part: 21

Telnet Port: 23

HTTP Port: 80

Boot Time: 2010-09-23T16:23:28
Memory, Flash: 213552 kByte
Memary, Fam: 60292 kByte

CEAFOT Port 1 Info

Model: 0

Unigue Mode [D: 80000003FFF3
Static My's: 78

Pragram |D: 3000072404861300
Domair: Bié

Subnet: 3

Mode: B0

Interface (D Sting:

Status: Configured, Orline

9 |Reboot device

10 [Upgrade device

11 [Restore dynamic Hys

12 |Restore bindings

13 |Ereate dynamic My's

14 [Create bindings

15 |Commission device

16 |Update MY display names

17 |Register on devics template

15 |Dowrload schedules and calendar pattemns

19 |Update device info

Show Details |

 Model Mumber 1

|1 Generate Free | 0)... 255

PLIONS

utomatically create bindings

Force Full Upgrade

Aot | Cloze |

Cantrolz
’7 Start |

Figure 145: Configuration Download Dialog via LNS.

Note, that after the download is complete, the interface changes become active on the
device (i.e., the static NV interface has changed). Refresh the network management tool to
synchronize the tool with the changes to the LNS database made by the Configurator (e.g.,
use the menu “LonMaker|Refresh” in LonMaker or hit F5 in NL-220).

Normally, the Configurator software optimizes the download process by not executing
certain LNS operations, if not necessary. For example, only those bindings and dynamic
NVs are deleted and re-created, which correspond to real changes in the interface. The user
can check the Force Full Upgrade option to clean and re-do all steps.

6.7.10 Enable Legacy NM Mode

For network management tools, which do not support the ECS (enhanced command set)
network management commands, the legacy network management mode must be
configured. Please contact the tool’s vendor for information whether ECS is supported or
not. Note, that changing to legacy network management mode changes the static interface of
the device.

To Enable Legacy NM Mode
1. Inthe Configurator menu go to Settings = Project settings ...
2. Click on the tab CEA7009.

3. Putacheck mark in Enable Legacy Network Management Mode.
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Project Settings

General I Datapoint Marning Rules  CEATOQ |CEA?09 AST I

V¥ Enable Legacy Metwork Management Mode:

4. Click OK.

5. Download the configuration to activate the change.

6.7.11 Build XIF for Port Interface

When using static NVs on the device, the Configurator can export a new XIF file for the
changed static interface. Before exporting the XIF for the interface it is recommended to
download the configuration into the device. In this case, the Configurator can verify that the
model number of the port is correct.

To Create a XIF File

1. Make sure the Model No will match the final model number of the port. If not, enter an
appropriate model number in the toolbar of the Datapoints tab.

Model Na. I 01 Auto |

2. Select the CEA-709 Port folder

3. Right-click on that folder and in the context menu select Build XIF ....

4. This opens a file requestor where the XIF file name needs to be entered. Select a useful
name to identify the device, e.g., as “linx-10X_1.xif”.
6.7.12 Upload Dynamic NVs from Device

In LNS-based tools it is possible to create dynamic NVs on the device manually. This is a
possible workflow to engineer the NV interface of the device in the LNS database. To use
those manually created dynamic NVs, the Configurator must synchronize its dynamic NV
information with the CEA-709 port.

To Upload Dynamic NVs

1. Select the CEA709 Port folder.

CEA7DY Port:
i Dakapaints (1 Ttems)

2. Right-click and select Sync Dynamic NVs in the context menu. The Configurator then
loads any new dynamic NVs, which have been created but are not yet represented by
data points on the CEA-709 port. The process completes when the dialog shown in
Figure 146 appears.

Dynamic N¥ Synchronization
Status
’7 Done - Found 0 My's (0 new, 0 existing)

Figure 146: Synchronizing dynamic NVs from the device.
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3. Click on Finish. The new dynamic NVs now appear in the data point list and can be
edited and used on the device.

6.8 Advanced CEA-709 Configuration

6.8.1 Import Devices from XIF Templates

When working entirely without LNS, nodes on the network can be engineered via importing
device templates from a XIF file. The Configurator provides a XIF device template import
feature. Having devices imported from a XIF file is similar to have devices scanned online
from the CEA-709 network, only their actual node IDs are unknown.

To Import from a XIF Template

1. Select the folder CEA709 Devices from XIF.

B Imported
T CEATO9 CSY File (0 Ttems)

1 CEATO9 LS Scan

o) CEA709 Metwork Scan

=} EA 709 Devices From XIF

2. Right-click on the folder and select Create device(s) from XIF file... from the context
menu.

3. Inthe file open dialog select a XIF file to import and click Ok.

4. The imported data points appear as a device sub-folder of the CEA709 Devices from
XIF folder named after the XIF file name.

- CEA709 Devices From XIF

E‘@ T
f.j Datapoints (30 Ikems)
L Alarm (1 Ttems)

leqacy_rmode_basic_0

5. In that folder select those data points, which shall be used on the device and use them
on the device as described in Section 6.7.5.

6. Repeat the import of XIF files for as many nodes as needed. The same XIF can be
imported more than one time, resulting in multiple nodes of the same type in the
CEAT709 Devices from XIF folder.

6.8.2 Install Unconfigured Devices

CEA-709 devices must be installed by a network management tool (e.g., LNS-based tool) to
be available for communication. Devices can be imported from a CEA-709 network scan or
from a XIF file. If no network management tool is available, the CEA-709 device manager
must be used to install the unconfigured devices. To install a device the following steps
need to be done:

e The imported devices must be assigned to actual devices on the network. This is done
by setting a node ID that corresponds to a node on the network.

e The domain information must be written to the device and it must be set configured,
online to be ready for data communication.

To Install Devices

1. Open the CEA-709 management dialog by clicking on the Manage CEA-709 Devices
speed button.
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i e ceall| H- | moo
R I A

2. If devices have been imported via a XIF file, they do not have a node ID (all zero). To
assign the physical node to the device, select the imported device.

MNode EnS0 S000000552648 0000703200003 1 26 50
Mode FEG1137EBECES 900001010:3800000 3 127 Juls]

LINE-100 (FT-10) | TC1309 legacy... ooooDv4slesandol (o o o |

3. Click the Update NodelD button and press the service button on the network node.
The node ID will be filled in to the selected device. Alternatively the node ID can also
be entered manually.

4. After node IDs have been assigned to all unassigned devices, select the device(s) to
install in the Device List of the CEA-709 management dialog. Multi-select of devices
is possible.

5. Click the Install button. This opens the Install Devices dialog as shown in Figure 147.

Install Devices x|

r~Device Information Controls
Skatus: |ConFigured, Soft COffline Get Domain Fram Metwork |
Damain Length (bytes): |1 'l Install | Reset |

Domain 10 {in hex): | Ba

Subnet | Mode: | o1 i | 26 Close |

Figure 147: Install devices dialog.

6. Select the device to be installed.

7. Enter the domain information or click Get Domain from Network and press a service
pin.

8. Enter a subnet and node address and click Install.

9. Some nodes won’t be operable on the new settings until they are reset. Click the Reset
button to reset the selected node.

10. Repeat this step for other unconfigured devices on the network.

6.8.3 Using Feedback Data Points

Feedback data points allow reading back the value written out over an output data point. In
LONMARK systems getting a feedback value is normally accomplished by creating a
dedicated feedback NV on the device, which can be bound back to the devices that are
interested in the currently active value on an output.

Some nodes, however, do not possess such feedback NVs for certain functions. To support
getting feedback values on such nodes, the Configurator can create feedback data points
based on existing output data points. This is especially interesting for bound output NVs
(static and dynamic alike). The corresponding feedback data point is an input, which uses
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the original output NV for polling the target NV. Once the binding is changed the new
target is polled. No additional input NV needs to be created for the feedback value, if the
feedback data point feature is used.

To Create a Feedback Data Point

1. Select an output data point in the data point list of the CEA-709 Port folder, e.g.
‘nvoHumid101°.

2. Right-click and choose Create Feedback-Point from the context menu.

3. A new input data point is created, having ‘ fb’ appended to the original name, e.g.,
‘nvoHumid101_fb’. Note, that the feedback data point maps to the same NV index as
the original output data point.

4. Choose an appropriate poll cycle in the data point properties for the feedback data
point.

6.8.4 Working with Configuration Properties

Configuration properties (CPs) are supported by the LNS network scan and the online
network scan. They can be selected and used on the device in a similar way as NVs. There
is a notable difference to NVs: CPs are part of files on the remote nodes. Reading and
writing CPs on the device results in a file transfer.

The device supports both, the LONMARK file transfer and the simpler direct memory
read/write method. In both cases however, one has to keep in mind that a file transfer incurs
more overhead than a simple NV read/write. Therefore, polling CPs should be done at a
much slower rate than polling NVs (e.g., every 10 minutes).

Another aspect is how CPs are handled by network management tools. Formerly, those tools
were the only instance that could modify CPs in devices. Therefore, most tools do not
automatically read back CPs from the devices when browsing them. This can result in
inconsistencies between the actual CP contents on the device and their copy in the network
management tool. It is recommended to synchronize the CPs from the device into the LNS
database before editing and writing them back.

To Synchronize CPs in NL220
1. Double-click on the device object in the device tree

2. Press the Upload button on the Configuration tab of the device properties (see Figure
148).
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General | i LonMar... | = MNetwark | =2 NVS| A Config.. | © MSGs | U@ Filetr.. | ¥ Pluglrs | € HLCM..|
Conzult your device's documentation about configurations

P | Hame | Type |

| |SCRTirwrtOut SCPTinvrtOut
| |SCPTdirection SCPTdirection _H elp
. |SCRTdiveTime SCPTdriveTime -

SCPTmaxRevTime SCPTrmaxRevTime

Figure 148: Configuration Tab for Configuration Properties in NL220.

To Synchronize CPs in LonMaker TE

1. Right-click on a device object and select Commissioning > Resync CPs... from the
context menu.

2. This opens the dialog shown in Figure 149.

Set Configuration Properties ll
Device LINX-110 oK I
Mamels):

Cancel |
Helg |
Cperation

" Download current values to device
i+ Upload values from device
" Reset device to default values

{ Set device template defaults from device

Figure 149: Set Configuration Properties in LonMaker TE.

3. In this dialog select the radio button Upload values from device in the Operation
group box. To use the current settings of the device as default values for new devices,
select Set device template defaults from device.

4. Execute the operation by clicking the OK button.

6.8.5 Working with UNVTs, UCPTs

This device supports user-defined type, including user-defined network variable types
(UNVTSs) and user-defined configuration property types (UCPTS). In order to interpret the
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contents of user-defined types, the device resource files supplied by the vendor must be
added to the resource catalog on your PC.

Once the resource files are installed, the CEA-709 network scan and the LNS scan will
display the user-defined types from the resource files. Those data points can be used on the
device like regular, standard-type data points. Also manual creation of UNVTs can be
performed.

To Manually Create a Static UNVT
1. Perform the steps to manually create a static NV as described in Section 6.7.7.
2. When the Create New NV dialog appears, change the resource file from

‘STANDARD’ in the Resource File drop-down box to the desired, user-defined
resource file

Resource File  (afaijle]

3. Then select the desired UNVT from the Type drop-down list below. This list will
display the types of the selected resource file only.

4. Click Create Static NV to create the UNVT on the device.

6.8.6 Configure User-Defined Function Blocks

As a default the device comes with 8 LONMARK function blocks in which the user can
create NVs. They have a pre-defined name (‘Gateway’ or ‘PLC’ depending on the device
model). For complex applications it may, however, be desirable to change those function
blocks to more meaningful names in order to group NVs in a better way. Note, that this
change will also change the static interface of the device. This makes a new model number
necessary (see Section 5.6.4).

To Configure Function Blocks

1. Select the menu Tools - Manage LonMark Objects ... . The dialog Manage
LonMark Objects as shown in Figure 150 appears.

( i ' Manage LonMark Objects [=RREN X | )
Corfigurable Function Blocks .4
Function Block List
Index Type |Name
0 0 Node Object
1 3300 Real Time Keeper
I 2 132 Channel Monitor [0]
3 132 Channel Monitor [1]
. E dc-o |
5 5 Cid [1]
[ 20010 ~ Gateway [0]
7 20010 Gateway [1]
8 20011 Clierts
[ oK ] [ Cancel

Figure 150: Manage LONMARK Objects.

2. Edit the field Configurable Function Blocks to the number of needed function blocks.
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3. Select a Type from the drop-down box for your function block. This drop-down box is
available at the top of a function block array. A change applies to the entire array.

4. To break up the pre-defined array, double-click on a name in the Name column and
edit it to something different. Typing the same name for consecutive function blocks
will create a new array.

5. To use an object type outside the scope of standard types, just type in the number
instead of choosing from the drop-down.

6.9 BACnet Configuration

6.9.1 Scan for BACnet Objects

LOYTEC devices also support an online network scan on the BACnet network. In this scan
the device searches for other devices on the BACnet network and pulls in the BACnet
object information of these devices. These BACnet objects can then be used on the device
as the basis for client mapping.

To Scan for BACnet Objects

1. Go to the Datapoints tab.

2. Select the folder BACnet Network Scan

ol Imported
{2 BaChet EDE Fil

3. Right-click on that folder and select Scan BACnet Network.... This opens the
BACnet Network Scan dialog as shown in Figure 151.

BACnet Network Scan x|
Mo, | Device Name | Instance Mo, | Mac Address | et | Objects | Used | - = =
1 Fir03-00000C 12 ac 10001 124 1]
2 E¥3645 2682 C0:AG:1AS2EACD 0 &0 i - |
3 PCD3 2685 COiAS:1A:55:64:C0 O 245 o
4 4494MO05-05 2686 COiAS:18:56:64:C0 O 791 1]
5 Alerton 9999 15 10001 252 o
& LIMN®-150 17500 COiAS:18:96:64:C0 O 24 1] Abort |
7 Delta DSM-RTR 20000 uli} 10001 95 1]
g LVIS-MEZxx 21903 CO:AS:0F:F3:BA:CO O 7 1]
9 ISP4.25.01 42801 COiAg: 1246 BACO O 3 1]
Device Scan Mode
10 ISP 4.30.01 43001 COiAS:12:51:BA:C0 0 515 1]
11 LYIS-MEZxx 219020 COABHZI4BACO D 27 O [Fast pefaut) 7]
12 LVIS-MEZxx 219053 COiAS:13:35:68:C0 0 7 1] LI
[ 5can Status
scan done: Found 22 e sking Shaw Details |
r—Connecked Scanner Device
192.168.24,203 Close |

Figure 151: BACnet network scan dialog.

4. Click on the button Discover Devices. This starts a network scan. The results are put in
the device list box. A progress bar below indicates how many devices are being
scanned.
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5. Select a device in the device list and click the button Scan Objects. This scans the
BACnet objects on the selected device and adds them to the BACnet Network Scan
folder as a separate sub-folder for the device.

6. If the scan does not give the expected results, change the Device Scan Mode to normal
or slow and try again. With this setting the scanner uses simpler but slower protocol
features.

7. Click Close when all devices needed have been scanned.

Note:

If proprietary properties access on a remote device is required, support for proprietary
properties must be enabled in the BACnet tab of the Project Settings dialog (see Section
6.3.5).

6.9.2 Import from EDE File

If the device is engineered offline or some of the required BACnet devices are not yet
online in the network, the engineering process can be done by importing a device and object
list from a set of EDE files. These objects also appear in the import folder and can be later
used on the device.

There are a set of EDE files. Select the main EDE file, e.g. device.csv. The EDE import will
also search for the other components, which must be named device-states.csv. Which
components are expected, please refer to Section 13.3.12. Example EDE files can be found
in the ‘examples’ directory of the LOYTEC Configurator software installation directory.

To Import BACnet Objects from an EDE File
1. Go to the Datapoints tab.

2. Select the folder BACnet EDE File

B Imported
kB Cnet EDE File
9 BAChet Mebwork Scan

3. Right-click and select Import File. In the following file selector dialog, choose the
EDE import file and click OK.

4. Now the BACnet EDE File folder is populated with the imported BACnet objects.

6.9.3 Use Imported BACnet Objects

After BACnet objects have been imported (with a network scan or by importing from an
EDE file) the user can select the BACnet objects that the device shall access. When
executing the Use on device the configuration software allocates client mappings on the
device. These client mappings will read or write values from the BACnet objects in the
network.

In an additional step, there can be also server objects allocated on the device. These server
objects can be created automatically from converting a client mapping to a server object.
This is usually done, if the imported BACnet objects shall also be directly modified over the
BACnet network on the device itself.

To Use Imported BACnet Objects on the Device

1. Open the data point manager dialog and select the desired BACnet objects in one of the
import folders.

2. Use the multi-select feature by holding the Shift or Ctrl keys pressed.
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3. Click on the button ﬂ Use on Device in the tool bar.

4. This creates data points in the BACnet Port/Datapoints folder. All data points in that
folder will be created as client mappings. No server object is created automatically in

this case.
Client Map Count a1
[ Client Map [0] (17800, &1 0, Present_Valus, Auto, Expity 30 sec / Pall 10 sec [ ]
@ allocate Server Object No
Allacate Client Mapping Ve

5. To also create server objects select the data points in question using the multi-select
feature. Then edit the property Allocate Server Object and set it to Yes.

|@ Allocate Server Object | Yes *

6.9.4 Edit a Client Mapping

The client mapping information in BACnet data points can be edited after they have been
created. Usually, this is done to correct the remote BACnet object instance number.

To Edit a Client Mapping
1. Select the BACnet data point that has the client mapping to be edited.

2. On the Client Map property click the ... button

|@ Client Map [0] | LWIS-ME200 [(21923) (21529). BO 1, Present_%alue, ‘write, Priority Mone l:l

3. This opens the Modify Client Mapping dialog as shown in Figure 152.

x4
Mo. | Device Mame Instance Mo, |Mac Address |Net |Objects |Use‘ [ Properties
1 FX03-00000C 12 oc 10001 124 0 Object Type I-“”abg ouput ]
2 Evieas 2682 COASIASZEACO O 80 0 InstanceMo. [1
3 PCD3 2685 CO:AR:1AIS5EAICO O 245 ] Property [Presert_value =
4 449AMOG-05 2686 CO:AB:1AISE:BACD O 791 0
5 dlerton 9599 15 10001 252 0 Mapping Type. [write x| |write =]
& LINX-150 17800 CO:AB:1A:96:BA:C0 0 24 0
7 DelkaDSM-RTR 20000 oo 10001 95 o covexpry [s] [0
& LVIS-MEZx 21903 CO:AB:OFF3EA:CO O 7 0 Folleycle [s] | 50
9 ISP 4.28.01 42801 CO:AB12:46:B4:C0 0 3 0 Yrite Priarity INone -|
10 15P 4.30.01 43001 CO:AB1ZIS1:BA:CO O 515 0
11 LWIS-MEZxx 219020 COAG13 B8O O 27 i [ Actions
12 LYIS-MEZ2:xx 219053 CiAS: 13:35:BAC0 O 7 1] Delete Client Map | Save Changes I
3 LIN%-200 220054 C 0 0 0
14| LINE-150 223120 CO:AB: 1A:004:B4:C0 DI 2 o_lj Cancel |
4 »

Figure 152: Modify Client Mapping Dialog.

4. Edit the target device by selecting a different device in the list of known devices. Edit
the target object instance number. For read client mappings edit the COV expiry or
Pollcycle setting. For write client maps edit the Write Priority. When finished click
Save Changes.
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6.9.5 Create Server Object

On the BACnet port server objects can also be created manually. These BACnet objects are
visible on the BACnet network and can be modified by other devices. They appear as data
points in the BACnet/Datapoints folder.

To Create Server Objects Manually

1. Select the Datapoints folder under the BACnet Port folder.

B BAChEt Port

= Datapoints (7 Ikems)
| Calendar {0 Ttems)

| Scheduler {0 Items)
1 alarm {0 Ttems)

| Trend {0 Ikems)

| Statistics {0 Ttems)

| Remote Devices

2. Right-click in the data point list and select New Datapoint... in the context menu. This
opens the Create New BACnet Point dialog as shown in Figure 153.

Create New BACnet Datapoint

Server Object | Client Mapping | BACnet Device |

—Mandatory Propetties

Datapoint Name | QutTemp

Obiject Name I QutTemp

Obiect Type |analog Outpdt =l

Instance Mo, | 100

¥ | Commandable

—Optional Properties

Engineeting Inits |°C 'l

Description I CQutside Termperature

Device Type |

Cancel |

Figure 153: Create a Server Object manually.

3. In the Mandatory Properties enter a Datapoint Name and an Object Type.
Optionally, update the Instance No and select the Commandable check box for value
objects, if the value object shall be commandable from the network.

4. In the Optional Properties you may select Engineering Units for analog objects. For
all object types you can enter the Description. The Device Type can be left empty.

5. Click Create Server Object. The BACnet data point is created and appears in the data
point list.

6.9.6 Export Server Objects to an EDE File

When engineering offline it can be beneficial to hand out the server object configuration of
the device to other parties electronically. For doing so you may export the server object
configuration to a set of EDE files. The set of EDE files consist of the main EDE file, e.g.
myDevice.csv. This file contains the list of all objects and refers to state texts that are
exported to a second file named myDevice-states.csv. For which components are exported
in an EDE file, please refer to Section 13.3.12.
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To Export an EDE File

1. Select the BACnet Port folder.

E|u|_;, EBACnet Port
! ----- || Datapaints (2 Items)

2. Right-click and select Export EDE ... in the context menu. This opens the EDE export
dialog to enter the EDE header information as shown in Figure 154,

[(Cor—— il
— EDE Header Information
EDE Path |S:ede_ssportiling-foo.cay |

Project Mame |Test LIN:-202

Author |Stefan Soucek

Device Mame |lins202

Device Instance IU

Wersion of Reference File |1

“Wersion of Layout |2

E=port | Cancel

Figure 154: EDE Export Dialog.

3. Click the | button to select the EDE file export location.

4. Specify the Device Name and Device Instance. The device instance will be used by
other tools to configure their BACnet clients for accessing the exported device.

5. Optionally fill in project name, author to document that information in the EDE file.

6. Click Export.

6.9.7 Map other Properties than Present_Value

When creating a BACnet server object, the Present Value property is mapped by the
created data point. That means writing and reading on the data point reads or writes the
Present_Value. If other properties shall be accessed, they must be added to the BACnet
server object’s data point.

To Add other BACnet Properties
1. Select the BACnet server object for adding properties.

2. Right-click on the data point and select Add/Remove BACnet properties ... from the
context menu. The dialog appears as shown in Figure 155.
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Add/Remove BACnet Properties @

Ohbject Name BACnet Property
Present_Value

Deadband

Write Active Priority

Event_State
High_Limit
Low_Limit
Max_Pres_Value
Min_Pres_Value
Reliability
Resolution
Time_Delay
Units

OooooooooDoOg
OoooooooooeE

Close

Figure 155: Dialog for adding/removing BACnet properties.

Check the additional properties. Checking the Read box will add an input data point,
checking the Write box will add an output data point.

Click Close. The selected data point can now be expanded with the plus icon and show
its additional properties as sub-data points.

|Datapoint Name Mo, |OPC |Param |Direction 4| | =) | [ | Obiject Name
=4l 1 W T ow ATl
High_Limit_Read 1 W [ om Al
Low_Limit_Read 1tz W [ m A1

To remove properties perform the same steps and uncheck the corresponding check-
boxes. Alternatively, select the property (or more) and press the Delete key.

6.9.8 Enable International Character Support

By default BACnet objects on the device contain ASCII strings in properties such as object
name, description, active/inactive text, state texts. This is the setting most third-party tools
are interoperable with. To support international character sets, the device can be configured
to expose strings as 1SO-8895-1 (for most Western European languages) or UCS-2 (for
Unicode character sets such as Japanese).

To Enable International Character Support

1.

In the Configurator software menu go to Settings > Project settings .... This opens
the Project Settings dialog (see also Section 6.3.5).

Click on the tab BACnet.

Put a check mark either on ASCII (default), UCS-2 (Unicode, e.g., for Japanese), or
ISO-8859-1 (for Western European languages).

String encoding:

& asci
€ UC5-2 {Unicode)
" 150-8859-1

Click OK.

Download the configuration to activate the change.
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6.9.9 Read the Active Priority

In BACnet objects that possess a priority array the effective value depends on the used write
priority slots. A special data point on the device can be added that allows reading out the
active priority of such an object, giving a value between 1 and 16.

To Read the Active Priority of a Local Object

1. Select the BACnet server object for adding properties.

2. Right-click on the data point and select Add/Remove BACnet properties ... from the
context menu. The dialog for mapping BACnet properties to data points appears.

3. For the Present_Value select the additional box Active Priority.

BACnet Property  Read Write |Active Priority |

v C I =
To Read the Active Priority of a Feedback Value
1. Select a write client mapping.

2. Right-click on the data point and select Create Priority Feedback Point from the
context menu.

3. A new data point is created, which is a feedback client mapping that reads the active
priority out of the remote object.

6.10Connections

6.10.1 Create a New Connection

After having configured the device’s network ports with data points, internal connections
between those data points can be created. Usually, the manual method to create a
connection is used to create connections between different named data points.

A connection is an internal mapping in the device between input and output data points. A
connection always consists of one or more data points. A value update from an input data
point is distributed to all output data points. A status change of an output data point is
propagated back to all input data points. All data points in the connection must be of a
compatible type.

To manually create a new connection

1. Click on the Local Connections tab
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2.

Datapoirts | Local Connections | Global Connections | Connection Overview | Statistics | L-Web Projects [ LIOB | Web Interface |

Organize E] Connecl Mame Filter =

Local Connections (0 kems, 0 Total) ‘ID ~ Name Members ‘

in the main window and press the speed button Create new Connection. A new
connection is added to the connection list. Rename the connection if you want to do
S0.

ID - Name Members

1000 [New Connection] o |

Over the list Datapoints in connection on the right-hand side click on (&) Attach Data
Point to add data points for this connection. This opens a list of all available data
points. Select one and press OK. You may use multi-select to select more than one data
point at a time.

Note:

By default only compatible data points are displayed. Sometimes compatible data points

are available as member points (e.g., a SNVT structure member). Click on to expand
the data point and select the desired member point.

3. Now the connection tab contains the new connection and on the right-hand side the list
of data points in that connection as shown in Figure 156.
Connections in "Local Connections” Name Filter E] Datenpunkte in Connection "New Connection’ =
ID . |Name Members Datenpunkdt Dir . Typ Ort
nviTemp In Analog Datapoint  LINX-150.CEATDS Port. Datapoints
reg Temp_Write Out Analog Datapoint  LINX-150. User Registers
nviTemp Out Analog Datapoint  LINX-150 BACnet Port.Datapoints

Figure 156: Connection tab with a connection and data points.

To Create a Connection via Drag-and-Drop

1.

Change to the Datapoints tab of the main window and navigate to the data point that
shall be put into the new connection.

In the properties view below the data point list click on the Local Connections tab as
shown in Figure 157.

Then simply drag a data point from the data point list and drop it onto an empty area in
the connections list as shown in Figure 157.

User defined registers - User Registers

Datapoint Name Mo, OPC  Param Direction .qf ) B
regTemp_Read 1 B m
0B oy
<] m N\ \

\
| Properties | Manage Datapoints | Local Connections |Global Connections | Conne\ jon Ov

Crganize E] Connections in "Local Connectjons’

Local Connections {1 ftem, 1 Total) ID . Name
1001  New Connectio

Figure 157: Create a connection with drag-and-drop.
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6.10.2 Create Connections from a CSV File

A quick way to perform batch edit on connections is to export and import connections from
the connections CSV file. Each line in the connections CSV file identifies a connection. The
first column is the connection name. The second column specifies the hub data point. The
full path to the data point must be specified using the dot ‘. as the folder separator. The
third and following columns specify the target data points.

To Create Connection from a CSV File
1. Select the menu Tools = Export Local Connections ...
2. Select an appropriate file name and export.

3. Edit the connections CSV file. An example is shown in Figure 158.

#connection_csv_ver,1

#ConnectionName, HubDPName, TargetDPName

Ai0,LINX-200.BACnet Port.ail,LINX-200.User Registers.abs humidl
Ail,LINX-200.BACnet Port.ail,LINX-200.User Registers.abs humid2
Ai2,LINX-200.BACnet Port.ai2, LINX-200.User Registers.abs humid3
Ai3,LINX-200.BACnet Port.ai3,LINX-200.User Registers.abs humid4

Figure 158: Example Connection CSV File.

4. Select the menu Tools = Import Local Connections ...

5. If connections that are not part of the connection CSV file shall be deleted, click Yes
when prompted. Click No if the other connections shall be left as is.

LOYTEC LINX x|
9

\{/‘ Clear existing connections before importing?

Ja | Tein | Abbrechen |

6. Choose the file to import and click Ok.

7. When the import has completed, optionally view the log to check, which connections
have been added, modified, and deleted.

6.10.3 Modify Connections

Connections can be edited and deleted. This is also done in the Connections tab of the main
window. Editing connections does not influence the data point configuration. This means,
when deleting a connection or adding/removing data points to/from a connection, the data
points are not deleted.

To Edit a Connection
1. Change to the Local Connections tab of the main window.

2. Select the connection to edit. Then follow the steps as applied when creating a
connection.

3. To detach a data point from the selected connection, select the data point and click on
the button (=] Detach selected data points over the connection member list.

Datapoints in connection "New Connection’ E]

Datapoirit | Dir . Type Location

In Analog Datapoint  LINX-150.CEA70S Port. Datapoints
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To Add Data Points via Drag-and-Drop

1. Change to the Datapoints tab of the main window and navigate to the data point for
being added.

2. In the properties view below the data point list click on the Connections tab as shown
in Figure 159.

3. Select an existing connection.

4. Drag the selected data point and drop it into the Datapoints in connection list area as
shown in Figure 159. This adds the data point to the selected connection.

Datapoint Name No. OPC Param PLC  Direction «f (0 2 E Register Name Type

regTemp_Read 1 D |:| In regTemp Double

Double

a 1 \
| Propetties | Manage Datapoints | Local Connections | Global Connections | Connection Ovenrie\'b\\

Crganize E] Connections in "Local Connections’ Nam&&her E]
T | ==

1001  New Connection 1

| 1 /] ] ¢

Datapoints in connection "New Connection// =
Datapoint - | i 2 Location
nviTemp In alog Datapoint LINX-150.CEATDS Port. Datapoints

Figure 159: Modify connections in the properties view.

To Delete a Connection

Change to the Local Connections tab of the main window.
Select the connection for removal. Use multi-select to select more than one connection.
Click on the button =] Delete Connection over the connections list.

Connections in "Local Connections” Mame Filter . . E]

D - |Name | Members
1001 New Connection 3

6.10.4 Connection Overview

S

elect the Connection Summary tab to get a graphical representation of all connections. It

represents the two connected data points, their technology they are based on and the

d

irection of the connection. An example for the overview is shown in Figure 160.
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Datapointsl Connections  Connection Overview I Statisticsl LAveb Proiectsl

Dakapoint -&| Tech | Dir | Tech | Datapoink | Connection |
LIN%-201.User Registers,regl_Read Reg - BACnet LIN=-201.BACnet Port,Datapaoints, a0 ai0 {10CE)
LINX-201.BACnet Port, Datapaoints, ai0 BaACnet -— Reqg LIM¥-201 User Registers,regl_Read ai0 {10CE)
LIN%-201.User Registers.regl_Read Reg —— BACnet LINX-201 . BACnet Port, Datapaoints, ail ail {10CC)
LINX-201.BACnet Port, Datapaints, ail BaACnet -— Reqg LIM¥-201 User Registers.regl_Read ail {10CC)
LIN%-201.User Registers.regZ_Read Reg —— BACnet LIN=-201 . BACnet Port,Datapaoints, ai2 aiz (10CD)
LINX-201.BACnet Port,Datapaoints, ai2 BaACnet -— Reqg LIM¥-201 User Registers.regZ2_Read a2 (10C0)
LIN%-201.User Registers,reg3_Read Reg —— BACnet LIN=-201.BACnet Port,Datapoints, i3 ai3 (10CE)
LINX-201.BACnet Port,Datapaoints, ai3 BaACnet -— Reqg LIM¥-201 User Registers.reg3_Read a3 {10CE)

Figure 160: Connections Summary.

6.10.5 Create a Global Connection

Global connections are an easy way to publish or subscribe to global data, which is
distributed among devices. To configure such communication, a device needs to be member
of a CEA-852 channel. Once it is member of that channel, global connections need to be
configured in the data point configuration. This is similar to creating local connections and
most of the configuration steps apply also for global connections. In addition, also network
timing parameters can be configured for global connections. For a description see Section
5.4.2.

If other devices already have global connections configured that publish data on the
network, their definition can be exported and imported into the new configuration. That will
make all the global connection names available. When creating manually, the connection
names can be edited.

To Create a Global Connection
1. Click on the Global Connections tab

| Datapoints I Local Connections | Global Connections | Connection Overview | Statistics | L-Web Projects | LogiCAD Files | LIOB
Organize E] Connections in ‘Global Connections’ Name Filter. ! =

Global Connections (0 kems, 0 Total) ‘ D - Name Members ‘

in the main window and press the speed button Create new Connection. A new
connection is added to the connection list.

2. Define a name for the global connection. This name is required to be unique on the
network. Data will be published or subscribed to under this name.

D - iName iMembers

1000 puidoo T NN 1|

3. Add data points to the global connection as described in Section 6.10.3. As a default,
output data points will be added as sending, input data point as receiving data under the
global connection.

4. Change the direction by modifying send or receive. For changing multiple data points
use multi-select.

Datapoirt - Dir Type
temp_Write Send z‘ﬂnalog Datapoint
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5. Define timing parameters for a global connection that is sending out data. On the global
connections tab of the main window the connection properties are listed below the data
point member list. In the tab of the property area click the button &,

Properties of connection

0

Mame Value Description

Connection Name ‘outdoorTemp | Name of the
Max. Send [s] :D Send to netw:
Min. Send [s] :D Limit network

6. To export the definitions of the created global connections, click the button (] Export
connections to disk and choose the XML format.

7. To use those definitions, click the button (& Import connections from disk and
choose an exported connections XML file. This creates the global connections structure
with connection names but without any data points. Data points can then be added, for
example, via drag-and-drop.

6.10.6 Automatic Generation of BACnet Objects

To actually create BACnet mappings from the used NVs on the L-GATE, use the
Datapoints tab. This section describes how to automatically generate BACnet objects from
NVs. The auto-generation method also adds the NV and the BACnhet object to a new
connection.

To generate BACnet objects and connections from NVs on the L-GATE
1. Go to the Datapoints tab.

2. In the CEA-709 Port folder select all the NVs, which shall be mapped. The multi-
select feature or <Ctrl-A> may be used for doing this.

3. Click on the speed button {1 Generate and connect selected in the tool bar.

4. Alternatively, you can select the CEA-709 Port folder or any sub-folder and click the
b
speed button ‘# Folder-wide Generate points and auto-connect in the tool bar.
This generates BACnet objects and connections for all NVs in the folder.

5. When the generation is complete, a dialog reports how many connections have been
created. Click No to skip the report.

LOYTEC L-Gate Configurator ﬂ

i Created 12 BACnet Objects and 12 connections.
Do vou want to view the lag?

Ja I Mein |

6. The generated BACnet objects appear in the Datapoints folder of the BACnet Port
folder as shown in Figure 10.
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Datapoints | Local Connections | Global Connections | Connection Overview | Statistics | Web Interface

@ o5 | ‘ | S Wr | II :: v & Model No. 00 Auto Range 0 - 255

f._; Datapeint Configuration |- Local datapoints - BACnet Port/Datapoints MName Filter: - [W
Br'; If.Spr::CEdet EDE Fil Datapoint Name No. Param Direction < () 2 II‘ Object Name .T)rpe Instance
'] BAC:et Netwlorek Scan D NV_nvol0temp AnalogInput 0

&) CEAT09 CSV File (0 Iterns) NV_nvo08switch_.. 2 [[]  out NV_nvo08swit... Analog Input 1

fl; CEAT09 LNS Scan NV_nvol8switch_s...3 0o Cut MNV_nvo08swit... Multistate Input 0
- CEAT09 Network Scan

m

Bf.; Device Templates < m | b

Properties | Manage Datapoints | Local Connections I Global Connections | Connection Overview

- Basic Properties &

: Name Value
- Advanced Properties T

Favorites (0 Items) . Expert Properties Datapoint Description

[ System Registers (21 Items) LAl Properties Datapoint Name NV_nvoOltemp

{_! User Registers (0 Itemns) n Defautt Value [l m
{8 BAChet Port Parameter [El
.| Datapoints (3 ltemns) Persistent ]

Calendar (1 Items)

= I VINTY . S, Drecart Ushia L

Figure 161: Auto-created BACnet Paints in the BACnet Port Folder

Note, when auto-creating the BACnhet objects, the Configurator initializes the BACnet
properties with default values derived from the properties of the CEA-709 NVSs. In
particular, the object name, description, minimum and maximum present value, and
engineering units are generated. If the default properties do not have the desired values, the
user can edit them in the BACnet folder.

6.11E-mail Templates

6.11.1 Create an E-mail Template

E-mail templates are used to assemble and transmit e-mails when certain trigger conditions
occur. The e-mail template contains the destination e-mail address, the subject, and text.
Variable parameters can be added to the text by using data point sources. The transmission
of an e-mail is triggered by one or more trigger data points. For setting up e-mails, the
e-mail account information has to be configured on the device, e.g., on the Web Ul (see
Section 4.2.18).

To Create an E-mail Template

1. Under the Global Objects folder, select the E-mail Configuration sub-folder.

’ ilobal Ohjects
’ E-Mail Configuration {0 Ttems)

2. Right-click and select New E-mail Template ... from the context menu.

3. In the Configure E-mail Template dialog, which is shown in Figure 162 enter the To
address and the Subject. Optionally, Cc and Bcc addresses can be specified.
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Configure E-Mail Template =
Common Mail Propetties | ptai Triggers | Attachments |
Template Mame I Critical Alarm E-Mail Data Sources Add... Remove |
Ta I huber@:xhost, at Datapoink | ar, |

Subiject I Critical Alarm Occurred

Ccl

Bcc ||

Mazx, E-Mails per day I 100
_ Send burst count IT Selected Data Source Value =l Paste bo Text |
E-Mail Texk
=l
[
oK I Cancel

Figure 162: Configure E-Mail Template Dialog.

Enter text in the E-mail Text multi-line field.

If the e-mail text shall contain values of data points, add data points to the Data
Sources list by clicking the Add... button.

A data point selector dialog opens. Select one or more data points and click OK. The
selected data point appears in the Data Sources list.

Data Sources Add...

Datapoink | War, | Remove |
current vl
Replace... |

Select the data point in the Data Sources list. In the drop-down box underneath select
Selected Data Source Value, in the next drop-down select to text click the Paste
button. Variables can also be pasted to the subject line or any of the address lines.

ISeIected Diata Source Yalue j Ito ket j Paste |

A place holder % {v1} for the data point value appears now in the e-mail text.

To replace an existing data source select the data point in the Data Sources list and
click the Replace... button. This opens a data point selector dialog for choosing the
replacement data point.

6.11.2 Trigger E-mails

E-mail templates are used to assemble and transmit e-mails when certain trigger conditions
occur. For an e-mail template, one or more trigger conditions can be defined. The e-mail
will be sent, when one of the trigger conditions is activated. Depending of the trigger data
point type, the trigger conditions can be refined.
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Note, that the behavior of the trigger data point is influenced by the COV properties of the
data point. If the Only notify on COV property is checked, the data point triggers only if its
value changes to the value of the trigger condition. If that property is not checked, the data
point triggers on every write with a value that matches the trigger condition.

The trigger for sending an e-mail can be enabled or disabled altogether by using an enable
data point. This data point must be of type binary. If the value of that enable data point is
TRUE, the trigger conditions are evaluated. If the value of the enable is FALSE, no e-mails
are be triggered.

To Create an E-mail Trigger

1. Under the Global Objects folder, select the E-mail Configuration sub-folder.

@ Global Objects
E E-Mail Configuration {0 Ttems)

2. Right-click and select Configure E-mail Template ... from the context menu.

3. Change to the Mail Triggers tab.

Note:

Of course, you can also change directly to the Mail Triggers tab when creating an e-mail
template.

4. Click the Add... button. A data point selection dialog opens.
5. Select one or more data points and click OK.

6. The triggers appear now in the E-Mail Triggers list. The data points that serve as

e-mail triggers also appear with the e-mail icon ' in the data point list.
. Add... Remove |
E-Mail Triggers
Drakapaint | Tvpe | Condition |
Critical Alarm Server

7. In the Manage Trigger Conditions you can setup the trigger condition depending on
the trigger data point class.

8. If the trigger condition is depending on the value of an enabling data point, you can add
an enable data point by clicking on the ... button.

Select datapoint to enable/disable E-Mail template {currently enabled)

9. To remove such a trigger enable, click the Remove Enable Trigger button.

6.11.3 Attachments

E-mail templates can be configured to have file attachments. Basically, any file of the
device can be specified as an attachment.

To Configure Attachments

1. Under the Global Objects folder, select the E-mail Configuration sub-folder.

@ Global Objects
[ E-Mail Corfiguration (0 Ttems)

2. Right-click and select Configure E-mail Template ... from the context menu.
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3. Change to the Attachments tab.

Note:

Of course, you can also change directly to the Attachments tab when creating an e-mail
template.

4. Select an available file from the Attach File drop-down box.

Attach File |system.og o add |

5. Click the Add button. The file appears in the Attachments list.

Attachment | Device File Path |
system, log fvar flogfsystem.log

6. To remove an attachment, select the attachment file in the Attachments list and click
the button Remove.

6.11.4 Limit E-mail Send Rate

The transmission of e-mails is triggered by the configured trigger conditions. It is not
predictable, how often the trigger condition will cause the transmission of an e-mail. The
e-mail template can be configured to limit the number of transmitted e-mails. This is done in
the Configure E-mail Template dialog.

To configure an E-mail Rate Limit, configure the settings:

e Max. E-mails per day: This setting defines how many e-mails can be sent on average
per day. The actual number of transmitted e-mails on a specific day may be slightly
higher than this setting, depending on burst rates. The default is 100 e-mails per day.
This results in an average interval of one e-mail per 14 minutes.

e Send burst count: This setting defines how many e-mails may be transmitted shortly
after each other not limited by the above average interval. After the burst count, the
average mails per day limit takes effect. The default is a maximum of 20 e-mails in a
row.

6.12Local Schedule and Calendar

6.12.1 Create a local Calendar

As the first step, the required data points must be created. A calendar must be created, if the
schedules shall work with exception days, such as “Holidays”. If it suffices for schedules to
define daily schedules for normal weekdays only, no calendar needs to be created.

To Create a Local Calendar

1. Under the port folder, select the Calendar sub-folder to create a calendar.

| Datapoints {1 Items)
B slendar (0 Ttems)
[ Scheduler {0 Ttems)

2. Right-click in the data point list view and select New local Calendar ....
3. In the Create New Calendar dialog box (as shown in Figure 163) enter Name and

Description of the calendar. Note, that a BACnet calendar does not have the Effective
Period settings.
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Create New Calendar =

—Calendar Properties

Mame | calendar

Description | schedule Production|

Effective Period
Date [DD.MM. ¥4

st [ =
ed [ =

Create Calendar I Cancel |

Figure 163: Create New Calendar dialog box.

4. Click Create Calendar. The calendar appears now in the data point list view.

6.12.2 Create Calendar Pattern

When a local calendar is used, it needs to be configured with calendar patterns. A calendar
pattern represents a class of days such as “Holidays”. The calendar patterns can then be
used in a schedule to define daily schedules for exception days. The available calendar
patterns should be created when the system configuration is engineered. The actually dates
in the calendar patterns can be modified later at run-time.

To Create a Calendar Pattern

1. Select an existing calendar data point.

Mo, |Direction  Calendar Mame

2. Right-click and select Create Calendar Pattern...
3. Enter a Pattern Name in the Create Calendar Pattern dialog

Create New Pattern

Pattern Mame I Holidays|

4. Click Create Pattern. The dialog closes and the calendar pattern appears beneath the
calendar data point.

" Local calendar objects

IND. Direction |Calendar Mame |Index |Func. Block |Use |ID |

8 1 In calendar 0 1030

6.12.3 Create a Local Scheduler

For scheduling data points, a scheduler object must be created. Under each port folder,
multiple local scheduler objects can be created. These local schedulers can then be
configured to schedule data points.

To Create a Local Scheduler

1. Under the port folder, select the Scheduler sub-folder to create a scheduler.

! Datapoints (1 Items)

2. Right-click in the data point list view and select New Local Scheduler ....
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3. Enter a name for the schedule and a description. Note, that the schedule automatically
detects a calendar, if it has previously been created.

Configuration |Scheduled Diakapoints I

Mame I scheduler

Descripkion I Heating Setpoint Scheduls|

Calendar I calendar

4. Click Create Schedule. The new schedule appears in the data point list of the
Scheduler sub-folder.

6.12.4 Configure Scheduled Data Points

When a local scheduler has been created, it needs to be configured, which data points it
shall schedule. This is done by attaching data points to the scheduler. Note, that there may
be limits, how many and which data points may be attached (see Section 5.7.3).

This configuration must be done as an initial setup. The scheduled data points and daily
schedules can be changed later in the Web Ul or over the network.

To Attach Data Points to a Scheduler

1. Select the scheduler data point in the Scheduler sub-folder.

2. Right-click and select Configure Schedule from the context menu. The same dialog
which appears when a new scheduler is created is shown and allows configuring the

scheduler. Of course, this step can also be done directly when the data point is created.

3. Select the tab Scheduled Datapoints.

Configuration  Scheduled Datapoints |

Detach Datapoint | Attach Datapoints. .. |

Datapoink | Description | Location | Group | Default |

4. Click the button Attach Datapoints. This opens another data point selector window.

5. Select the data points to attach and click OK. For each of the attached data points, one
or more lines appear in the list below the attach button. If the attached point is a
structure, there will be one line for each element of the structure.

Tip! Data points can also be attached to a scheduler by selecting a data point in the data point
manager, drag it onto a scheduler data point and drop it on the scheduler data point.

6. Enter a short text in the Description field in the second column of each line. This text
will serve as a label, which will be shown on the device’s Ul to identify the data point.

Configuration  Scheduled Datapoints |

Detach Datapoink | Attach Datapaints... I

Datapoint | Description | Location | Group | Default |
abs_humid LIM¥-121.CEA7D9 Port,Datapoints - LI 0.00

7. Add new value presets by entering a name and pressing the Create button next to the
input field.
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Mew Preset Mame Iday| Create |
Tip! To generate presets automatically for multi-state data points, click the Auto-Create button.

This button is available, if no other presets have been defined yet.

8. For each new preset, a new column will appear in the list. In this column, enter the
desired value for each of the attached points, which will be set when this value template
is scheduled. The user may later edit the values for each preset on the device but cannot
add new value presets unless there is only one line (one value) in the list.

Datapoint |Descripti0n |Gr0up |Default |day |night |
MY _bac_lonCtrlnvolz_temp  temp 1 0.00 21.00 16.00

9. If there are multiple output values which belong together, they can be grouped in order
to save space on the device. For each group, the entered value is stored only once, even
if there are more data points in the same group.

Datapoink |Descripti0n |Gr0up |Default |day |night |
My_bac_lonCtrlnwol2_temp temp 1 0.00 21.00 16.00
My _bac_lonctrlnwol3_temp  temp 1 0.00 Z1.00 16.00

10. When done with the point and value setup, switch back to the Configuration tab or
click Save Changes to leave the dialog.

Tip! A shortcut to creating a scheduler object and attaching a data point is to select a data point

in the data point manager, right-click on it and choose Schedule Datapoint from the
context menu. This generates a scheduler and links that data point to it.

6.12.5 Configure Daily Schedules

Once a scheduler is configured with attached data points and value presets, the daily
schedules can be defined. This can be done on the device or over the network at run-time, or
also in the configuration software. A daily schedule defines the time and value sequences in
a 24-hour period starting at 00:00 and ending at 23:59 hours. For each weekday a daily
schedule can be configured.

In addition, daily schedules can be configured for exception days from a calendar, such as
“Holidays”. An exception day always overrides a normal weekday. If more than one
exception day is used, a priority must be assigned. This is necessary so that the system
knows which schedule to follow on a day which matches more than one calendar pattern.
To Configure a Daily Schedule

1. Open the Configure Schedule dialog and click on the Configuration tab (see Section
6.12.4).

2. Select the day for which to configure a daily schedule.

‘Weekly | Exception Schedule Configuration

m
=
o
=
@
-
&
o

_|TITIT|TITIT|TIL

‘Weekday | Exception Priority

oo oo o oo o

Holidays 1 (highest) LI
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3. Select a value preset in the Available Data Presets box on the upper right-hand side.

4. Drag and drop the preset from this list into the time table area to define the desired
output values on the day schedule.

Clear |

I Monday [
005 oo:00:00 - Detaut
01 oo

0z oo

03 oo

04 0

05 @

05 o

07 o

[ 05 20 [ 08:00:00 - day
ng o

GE

110

Daily Schedule

5. Completed daily schedules may be copied to other days using the Copy to button. For
example, the Monday may serve as the template for a regular work day and be copied
to Tuesday till Friday. Then click OK.

Copy Daily Schedule =l

Source I Manday

—Select Targets

Daily Schedule

oK I Cancel

To Use Exception Days

1. Select a calendar pattern, which shall be used as an exception day and place a
checkmark on it.

Sun - u] l7
Mdlo ||
Holidays 1 ihighest) LI o I7

2. Edit the daily schedule.

] Maintenance [t
00 ) ooeo:00 - Defautt
01 oo

[z oo

3. If more than one calendar pattern is used, edit the priorities. For example, if a given
calendar day falls in both categories, “Holidays” and “Maintenance”, the exception day
with the higher priority becomes effective on that day. The highest available priority is
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marked highest. Note that the actual priority values depend on the technology (see
Section 5.6.5).

Important!

Choose different priorities for different exceptions. If two exceptions are valid for a given
day and their priorities are equal, it is not determined, which exception is in effect.

6.12.6 Configure Exception Days

When a local calendar is used, its calendar patterns need to be configured with exception
days (pattern entries). The calendar patterns can be configured in the Configurator software,
modified at run-time over the Web Ul or over the network. When configuring in the
software, the current exception days should be uploaded from the device, to work on the
current configuration.

To Configure Exception Days in a Calendar Pattern

1. Click on the Upload calendar/scheduler configuration button

De@mcume AafolivEes s

in the tool bar of the main connections window. Click OK when the upload is finished.

2. Select the Calendar sub-folder and select the calendar pattern, which shall be

configured
|N0. |Directi0n |Calendar Mame |Index |Func. Block |Use |ID |
g 1 In calendar 1 1030
1.1 Holidays 1032

3. Right-click and select Configure Pattern ... in the context menu.

4. The Configure Pattern dialog appears as shown in Figure 164. Add dates to the
calendar pattern by entering a Date Configuration. Then click Add Entry. The date
appears in the Pattern Entries list on the right-hand side.

5. Edit an exception by selecting the pattern entry in the Pattern Entries list. Then
modify the date configuration in the Date Configuration group box.
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Configure Pattern

Pattern Entries

[ Create Mew Patktern Entry

% Date " Date Range

Pattern Mame I Holidays

x|

Remove Selected |

Date Configuration

‘fear I* VI
Month IJuIy 'l
Day |14 'l

" Week and Day

Type

Add Entry - Date

Pattern Entry

& Presiew all 7 Presiew Selected
[ Previgw
February 2002 March 2008 Bpril 2008 May 2002 Jume 2008 July 2008 »
SMTW TF & SMTwW TF 5 SMTwWTF S SMTwWTF S SMTwWTF S S M TWTF &
1 1.2 2 4 45 1.2 32 12 2 448 67 1.2 2 44

ITEI0IM 1 02
34 86 7 8 49
10 11 12 13 14 15 16
1718 19 20 11 23 23
14 35 26 IT I8 19

August 2008

3 448 6 7 8
Q10 11 12 13 14 15
16 17 18 19 20 21 22
33 24 25 16 17 13 10
3003

September 2008

6 7 & 9101112
13 14 15 16 17 13 19
0 F12E I3 3435 36
3T 33 29 30

October 2008

4 8 6 7 & 910
112 13 1415 16 17
18 19 20 21 22 I3 14
35 36 27 3% 29 30 N

Movemnber 2008

& 910 1112 13 14
15 16 17 18 19 20 11
33 X3 24 35 36 17 I3
9 30

Decernber 2003

6 7 8 9101112
13 44 15 16 17 18 19
0031 2F 23 34 35 16
T 38 29 30 3

January 2003

SMTW TF §

S M TW TF 3

S M TW TF 3

S M TW TF 3

S M TW TF &

S TW T F §

12
34686 7 89
10011 12 13 1415 16
17 12 19 20 21 22 22
14 15 26 37 18 29 30

12 3 448 6
T8 9101112 13
14 15 16 17 158 19 20
3R 2334 15 16 17
15 29 30

12 3 4
5 6 7 8 9101
12 13 14 15 16 17 18
19 20 21 2% 23 34 35
26 27 23 19 30 31

1
4567 8
910 11 12 13 1415
16 17 18 19 20 21 22
1304 25 16 IF 23 19

12 3 4 8 6
T8 910 111213
14 15 16 17 18 19 20
31 2E 23 34 35 16 IT
8 29 30 3

122
4 5 6 7 & 410
112 13 14 15 16 17
1819 20 21 22 23 14
5 26 27 I8 29030 M

12 3 448 6 7

Save Changes I

31 30

Cancel

Figure 164: Configure Calendar Pattern Dialog.

6. Click Save Changes when all exception days have been entered.

If not sure, how a date configuration affects the calendar days, click on a pattern in the

Tip!
Pattern Entries list and the affected days will be highlighted in the Preview.

6.12.7 Configure Embedded Exceptions

Besides exception days of the calendar, special exception days can be embedded into the
scheduler. These embedded exception days are not visible or accessible in other scheduler
objects.

To Configure an Embedded Exception

1. Open the Configure Schedule dialog to configure daily schedules as described in
Section 6.12.4.

2. Click on the Create button below the Weekly/Exception Schedule Configuration list

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 196 LOYTEC

Weekly | Exception Schedule Configuration

Weekday | Exception Priatity Events | Use: ‘
Mon - 2 I7
Tue 1] F
wed 1 [v
Thu a v
Fri a I7
58t - a v
LI
Haoliday 126 (Inwest)LI a F
Maintenance Days 126 (Iowest)LI 1} I_
Create | Canfigure | Remove: |

3. The Create Pattern dialog opens. You can enter exactly one pattern entry for the
embedded exception. It is recommended to choose a descriptive name for the day, e.g.
24 12’xx’ for every 24™ of December.

4. Click Create Pattern. The embedded exception is now available.

Sun - o F
2412 xx othighesty |0 r
Haliday 126 {lowest) LI o I7
Mainktenance Days 126 (lowest) LI u] I_

6.12.8 Configure Control Data Points

A scheduler object can be configured to use special control data points. These data points
can control the scheduler and expose additional state information of the scheduler on the
network. The following control data points are available:

e Scheduler Enable/Disable Datapoint: This data point can be configured, which
enables or disables the scheduler depending on its Boolean value.

o Enable/Disable Feedback Datapoint: This data point is updated with the current
enabled state of the scheduler. This also reflects and an enable from the network.

e Scheduled Preset Name: This data point can be attached to be updated with the name
of the currently active preset. Only string data points can be attached.

To Configure Control Data Points

1. Open the Configure Schedule dialog to configure daily schedules as described in
Section 6.12.4.

2. Go to the Scheduled Datapoints tab.

3. In the Control Datapoints group box, click the | button to add the desired control
data point. A data point selection dialog opens.

4. Select a matching data point and click OK. For the preset name a string data point must
be selected.

5. Toremove an undesired control data point, click on the Remove button.

6.12.9 Using the SNVT_tod_event

On LOYTEC devices with the CEA-709 technology the SNVT_tod_event can be used in a
schedule for implementing the next-state feature. The parts of this network variable contain:

e Current state: This is the currently scheduled occupancy state.
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6.12.10

o Next state: This is the next, future occupancy state in the schedule.

e Time to next state: This part reflects the time in minutes until the next state becomes
active.

To Use a SNVT_tod_event
1. Create a SNVT_tod_event in the data point configuration.

2. Add the SNVT_tod_event to the scheduled data points of a scheduler as described in
Section 6.12.4.

3. All three parts of the SNVT _tod_event are scheduled.

No;_\|opc |Diraction |.,;

) | |:| | Datapaint Mame

O
A 1 |7 ot nvaTodEvent
1.1 |7 Qut ) current_state
1.2 F Cut i) next_state
13 v ow 1] time_to_next_state

Using the Local Scheduler

Once the setup of the local scheduler is done, it is basically operational. It will immediately
start working based on the configuration data downloaded through the configuration
software. You can verify the daily schedules and values of scheduled data points on the
Web Ul (see Section 4.2.21). The local schedule can be altered over the Web Ul or over the
network using the underlying networking protocol.

6.13Local Alarming

6.13.1 Create an Alarm Server

To generate local alarms, an alarm server needs to be created at first. The local alarm
sources will report alarms to that alarm server. The alarm server is the interface to access
local alarms. This can be done over the network or the Web UI.

To Create an Alarm Server

1. Under the port folder, select the Alarm sub-folder to create an alarm server.

i Datapoints (27 Ttems)
| Calendar {0 Ikems)

; 1 Scheduler {0 Items)
S Clarm (2 Thems)

2. Right-click in the data point list view and select New Alarm Server ....

3. Inthe Create New Alarm Server dialog box (as shown in Figure 165) enter Name and
Description of the alarm server.

Create Mew Alarm Server ﬂ

Mame I Critical

Descripkion I Ciritical System Alarms

Create I Caniel |

Figure 165: Create New Alarm Server dialog box.

4. Click Create. The alarm server appears now in the data point list view.

Version 4.4

LOYTEC electronics GmbH



L-INX/L-GATE User Manual 198 LOYTEC

5. For a BACnet alarm server, select the created object and edit the properties for
transition priorities (To-Normal, To-Fault, To-Offnormal) and the corresponding check
boxes, which define whether acknowledgements are required. These are the standard
BAChnet settings in a Notification Class object.

To-Marmal Priarity 127
T a-Favlt Pricrity 127
To-Offrormal Pricrity 127
Ack To-Mormal (]
Ack To-Faulk I}
Ack To-Offrormal o

6.13.2 Create an Alarm Condition

To generate alarms from data points, intrinsic reporting is used. For each data point an
alarm condition must be defined. This condition employs an intrinsic algorithm to generate
alarms based on the data point’s value. Depending on the data point type (analog, binary,
multi-state), different conditions are defined. The alarm is reported to the attached alarm
server.

To Create an Intrinsic Alarm Condition

1. Select a data point.

2. Right-click and select Create Alarm Condition... from the context menu.

3. For an analog data point, the dialog as shown in Figure 166 appears. Select the Alarm
Server. Enter an Alarm Description, which is unique on the device. Enter a Time
Delay, after which the condition is evaluated. Select Low Limit and High Limit and

put check marks, if they shall be employed. Enter a Deadband to account for
hysteresis.

Create Alarm Condition x|

¥ Enable alarm Condition

Alarm Server ICriticaI j

Alarm Description IOverheat
Time Delay |5 [s]
Enable data pointl | Remoyve |

et limit: From data point

Deadband I 0.00 I 000 Remaove
I Lowtmt  [0.00 | o || Remove
[¥ High Limit | 100 | Remoyve

Create I R.emoyve Alatm Condition I Cancel |

Figure 166: Alarm Condition for an Analog Data Point.

4. For enable, deadband, low limit and high limit data points can be attached by clicking

the =I button. Those data points are used by the device to determine the actual values
at run-time.
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5. For a binary data point, the dialog as shown in Figure 167 appears. Select the Alarm
Server. Enter an Alarm Description, which is unique on the device. Enter a Time
Delay, after which the condition is evaluated. Select the Alarm Value which triggers
the alarm.

Create Alarm Condition x|

¥ Enable alarm Condition

Alarm Server ICriticaI j

Alarm Description IEmergency Butkon

Time Delay ID— [s]

Enable data pointl | Remove |
Alarm Yalue Itrue vl

Create I Reemove Alatm Condition I Cancel |

Figure 167: Alarm Condition for a Binary Data Point.

6. For enable, a data point can be attached by clicking the -l button. This data point is
used by the device to determine the actual values at run-time.

7. For a multi-state data point, the dialog as shown in Figure 168 appears. Select the
Alarm Server. Enter an Alarm Description, which is unique on the device. Enter a
Time Delay, after which the condition is evaluated. Select the Alarm States, which
triggers the alarm, by clicking the arrow buttons.
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Create Alarm Condition =

[V Enable alarm Condition

Alarm Server ICriticaI j

Alarm Description IVentiIation Alarm

Time Delay ID— [5]

Enable data point I _I Remaowve |
Mot Alarmed | Alarm on States |
MOTOR_MUL MOTOR_DECELERATING
MOTOR_STOPPED MOTOR_STOPPING
MOTOR_STARTING
MOTOR_ACCELERATING il
MOTOR_AT_STANDEY
MOTOR_AT_MORMAL il
MOTOR_AT_REFEREMCE

Create I Remaye Alarm Condition I Cancel |

Figure 168: Alarm Condition for a Multi-State Data Point.

For enable, a data point can be attached by clicking the ! button. This data point is
used by the device to determine the actual values at run-time.

Click on Create. In the alarm column, the alarm sign “=' will be added for those data

points that have an alarm condition. If a sub-data point has been alarmed, the top-level
=i
data point will indicate this with the sign “.

6.13.3 Deliver Alarms via E-mail

Updates in the alarm summary of an alarm object can be used as a trigger to send e-mail.
For setting up e-mails, the account information has to be configured on the device, e.g., on
the Web Ul (see Section 4.2.18). Then an e-mail template can be created and the alarm
point attached as a trigger. The e-mail template can be configured to contain certain alarm
information in the text or subject field.

To Create an E-mail Template for Alarms

1.

2.

Create or configure an e-mail template as described in Section 6.11.1.
Change to the Mail Triggers tab.
Click the Add... button and select an alarm data point.

In the Mail Triggers list select the added trigger data point.

Mail Triggers

Datapoint Type Condition

In the Manage Trigger Conditions list put a check mark on alarm conditions that shall
invoke the transmission of the e-mail.
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Manage Trigger Conditions

Enabled Conditions

[¥  stateto Active

[T stateto Ackd-Active
I_ State to Ack-Pending
[ statetoAckd

I_ Stake ko Inackive
|7 Offnormal-alarms
I7 Lowalimit-Alarms

I7 Highlimit-alarms

|7 Fault-alarms

I7 Buffer-Alarms

6. Change to the Common E-Mail Properties tab.
7. Add the alarm data point as a data source as described in Section 6.11.1.

8. Choose the desired alarm information from the fields in the drop-down Selected Data
Source Value and paste a place holder into the e-mail text or subject field.

Data Sources

Datapoint | Var.

LIMNX-120.CEAT09 Port.Alarm. Critical

[ Alarm value V] [ho subject V” Paste ]

6.13.4 Create an Alarm Log

The alarm objects on the device contain an alarm summary (live list) of currently active and
acknowledge-pending alarms. As soon as an alarm becomes inactive and has been
acknowledged, it disappears from the alarm summary. To store a historical log of alarm
transitions an alarm log needs to be created.

An alarm log can log transitions of one or more alarm objects. Its size is configurable. The
alarm log is a ring buffer. As soon as its size limit is reached, the oldest alarm log records
are overwritten by new alarm transitions.

To Create an Alarm Log

1. Under the Global Objects folder, select the Alarm Log Object Configuration sub-
folder.

@ Global Objects

[ [ Math Object Configuration (0 Trems)

Alarm Log Objeck Configuration (0 Ikems)
2. In the data point list right-click and select New Alarm Log ... from the context menu.

Create New Alarm Log

Common Propetties

Mame ISystem Alarm Log

Description  [Logs all system alarms

Log Size [1000] items (262,25 kB)

3. Inthe Create New Alarm Log dialog enter a Name for the alarm log. Optionally enter
a Description.

4. Enter a Log Size, which defines how many transitions are resident in the alarm log.

5. Define a percentage for Fill Level Notification, which can be used to trigger the
transmission of E-Mails.
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Fill Lesel Motification

.} ISD %

6. Click on the button Add... on top of the Logged Alarm Obijects list.

Logged Alarm Objects Add... | REmDE |

Datapoint |

7. A data point selector dialog opens. Select one or more alarm objects that shall be
logged and click OK. The alarm objects appear in the list.

8. Click Create to create the alarm log object.

6.14Local Trending

6.14.1 Create a Local Trend

The value of a data point can be logged over time. This is referred to as trend data. To
generate trend data a trend object has to be created. The trend data is stored in a data logger
file. This file can be downloaded via FTP in binary or CSV format (see Section 13.1.2).

Trend objects can generate trend logs for single and multiple data points and can be
operated in one of the following modes:

e Interval Mode: In this mode a snapshot of all trended data points is logged into the
data logger file.

e COV Mode: In this mode, each of the trended data points is logged separately, if and
only if its value changes. For analog data points, a specific COV increment can be
configured in the data point configuration properties of the trended data point.

e Trigger Mode: In this mode a snapshot of all trended data points is logged each time a
trigger condition fires. The trigger condition is applied to a trigger data point.

To Create a Trend Object

1. Under the port folder, select the Trend sub-folder to create a trend log object.

|| Datapoints (18 Trems)
-} Calendar (0 Ttems)
- acheduler (0 Items)

] Alarm (0 Items)

sk Trend (0 Items)

2. Right-click and select New Trend ... from the context menu.

3. In the Create New Trend Object dialog (shown in Figure 169) enter a name and
optionally a description for the trend log object.
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r )
Configure Trend Object &J
Properties

Common Properties
’ Logged Datapoints Add... I I

Remove I

Mame |TestTrend
Datapoint COVdelta  Type

LINX-120.User Registers.testl ... 0.0 Value E

Description |A good description

Trend Mode IInter\raI N I

Fill Mode | Ring Buffer hd

|| External trend storage

Log Size |1000 items (16.63 kB)
Days : Hours Minute: : Seconds

Log Length ’T ’T :IT ’D_
Log Interval ’F seC

Fill Level Notification

Log Size

Trend Enable / Disable Datapoint
30 B
% Remove

[ Save Changes ] I Cancel

Figure 169: Basic Trend Object Configuration.

4. Select the desired Trend Mode.

5. On devices with SD cards, select External trend storage, if this trend log shall be
backed up to an SD card. If doing so, also set the Fill Level Notification, which
triggers when a backup is written to the external storage.

6. Select the Log Size. The display in the dialog will adapt the estimations for needed data
logger file size in KB and duration of the trend log. Alternatively, for interval trends,
the estimated log duration and log interval can be edited.

7. Select a Fill Level Notification percentage. This will decide at which fill-level trigger
will fire. A fill-level trigger can be used to trigger the transmission of an e-mail (see
Section 6.14.5) or a backup of log data to the SD card.

8. Click Save changes to store the basic configuration of the trend object. The new trend
log object appears in the data point list of the Trend folder.

6.14.2 Configure Trended Data Points

When a local trend object has been created, it needs to be configured, which data points it
shall log. This is done by attaching data points to the trend object. Only simple data points
can be attached for trending, i.e., of class analog, binary, or multi-state. For trend log
objects in the BACnet technology, single data points can be attached only.

The trending can be enabled/disabled on behalf of an enable data point. This data point
should be of type binary. If the value of that enable data point is TRUE, the trend object
logs data as defined by the trend mode. If the value of the enable is FALSE, trending is
disabled. If no enable data point is configured, the trend log is always enabled.

To Attach Data Points for Trending

1. Select the trend object in the Trend sub-folder.

Mo, | Direction | Trend Mame Use | IO

TestTrend
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2. Right-click and select Configure Trend from the context menu. The same dialog
which appears when a new trend object is created is shown and allows configuring the
trend object. Of course, this step can also be done directly when the object is created.

3. Add data points to be trended. Click on Add ... which opens a data point selector
window.

Logged Datapoints Remaove |

Datapoink COV delta Type |
abs_humidl 0.0 alue ﬂ

4. Select the data points and click OK. For each of the attached data points, a line appears
in the list below the add button. The trended data points will also appear with the trend
icon [ in the data point manager.

Tip! Data points can also be attached to a trend by selecting a data point in the data point
manager, drag it onto a trend object and drop it on the trend object.
5. Data points can be removed from the trend by clicking Remove.
6. If COV mode was selected, the COV increment is displayed in the COV delta column.
This value can be increased to produce less trend data. Note, that it cannot be lowered
under the trended data point’s own COV increment. Go to the data point configuration
to change the COV increment in this case.
7. If the trended value of the data point shall be aggregated over the log interval, select the
desired aggregation in the Type column. Available options are Min, Max, Avg.
Tip! For creating multiple curves with min, average, and maximum values, add the same data
point three times and select the different aggregation types.
8. In addition, a special Trend Enable data point can be selected. If configured, the trend
log will only log data, if the value of this data point evaluates true, i.e., is not zero.
Click the _=I button to select a data point.
Trend Enable | Disable Datapoint
|
9. Toremove the enable data point, click the Remove button.
10. When done with the data point setup, click Save Changes to leave the dialog.
Tip! A shortcut to creating a trend log object and attaching a data point is to select a data point

in the data point manager, right-click on it and choose Trend Datapoint from the context
menu. This generates a trend log and links that data point to it.

6.14.3 Trend Triggers

Local trend objects in CEA-709 can be operated in trigger mode. In this mode, one or more
trigger data points cause the generation of a snapshot containing the values of the trended
data points at the time instant the trigger is activated. For a trend object, one or more trigger
conditions can be defined. Depending on the trigger data point type, the trigger conditions
can be refined.

Note, that the behavior of the trigger data point is influenced by the COV properties of the
data point. If the Only notify on COV property is checked, the data point triggers only if its
value changes to the value of the trigger condition. If that property is not checked, the data
point triggers on every write with a value that matches the trigger condition.
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To Configure Trigger Data Points for Trending

1. Select the trend object in the Trend sub-folder.

Mo, |Direction | Trend Mame Use |ID

TestTrend

2. Right-click and select Configure Trend from the context menu.

3. Change to the Triggers tab.

Note: Of course, you can also change directly to the Triggers tab when creating a trend object.

4. Click the Add... button. A data point selection dialog opens.
5. Select one or more data points and click OK.
6. The triggers appear now in the Trend Triggers list.

X Add... | Remove
Trend Triggers

Datapoint Type Condition

Walue Update

7. In the Manage Trigger Conditions you can refine the trigger condition depending on
the trigger data point class.

8.  When done with the data point setup, click Save Changes to leave the dialog.

6.14.4 Download Trend Data in CSV Format

Trend logs can be downloaded from the device via FTP in CSV format (see Section 13.1.2).
The CSV contents are generated on-the-fly from the internal binary storage when accessing
the file. Each trend log point has one CSV file. The files are located in

/data/trend/TrendLogName UID.csv

Where TrendLogName is the data point name of the trend (Trend Name). The UID is the
unique 1D of the trend log object. The UID can be obtained from the ID column in the data
point list of trend log data points as shown in Figure 170. This would result in the trend
CSVfile ‘/data/trend/out _temp 107C.csv’.

| No.&| Direction §| Trend Mame Object Mame | Obj Type | Instance | Allac | Use § ID
1 Ok out_temp out_temp Trend Object 26 S0 u] 107C

Figure 170: UID of data points.

=

Because the contents are generated on-the-fly, the file size in the FTP client will appear as 0
Bytes. The decimal point and CSV column separator can be configured in the system
configuration of the Web Ul (see Section 4.2.1). Note, that for a comma “,” as the
separator, the decimal point is a point. This is useful for English/U.S. applications. For
countries that use the comma as the decimal point, select the semicolon as the CSV
separator.

6.14.5 Deliver Trend Data via E-mail

Trend logs can be downloaded from the device via FTP. This requires an active action by
the user. Alternatively, trend data can be sent as an e-mail attachment. For doing that, an
e-mail template has to be setup for the trend log to be transmitted. The fill-level condition in
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the trend object can be used as a trigger to send an e-mail with the trend’s data logger CSV
file as an attachment.

For setting up e-mails, the account information has to be configured on the device, e.g., on
the Web Ul (see Section 4.2.18). Then an e-mail template can be created and the trend
object attached as a trigger.

To Create an E-mail Template for Trends

1. Create or configure an e-mail template as described in Section 6.11.1.

2. Change to the Mail Triggers tab.

3. Click the Add... button and select a trend object.

4. In the Mail Triggers list, the added trigger data point appears with the Fill Level

condition.
E-Mail Triggers
Datapoint | Type | Condition
TestTrend Fill Lewvel

5. Change to the Attachments tab.

6. Select the trend log CSV file of the trend object in the Attach File drop-down box and
click Add.

Note: ZIP versions of the CSV files are also available. Select those to save transmission
bandwidth and mailbox space.

Attachments Attach File ITestTrend_lDH.csv j
Remaove
Attachment | Device File Path | Add Datetime | —I
TestTrend_1014.csv fempfuid/trend/1014.csv |7

7. Click OK to complete the e-mail template configuration.

6.15Remote AST Objects

6.15.1 Remote Scheduler and Calendar

Adding remote access to the configuration of a scheduler and calendar, which is located on
another device, is done by creating remote scheduler and calendar objects. These objects
can be created from data obtained by a network scan. With a CEA-709 device an LNS scan
can also be used.

To Create a Remote Scheduler

1. Execute a network scan, as described earlier in this document. The scan folder is filled
with available schedulers.
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B[] CEATOZ Network Scan
-1 80000007da5s

| Datapoinks (21 Items)

Alarm {1 Items)

Calendar {1 Items)

S -cheduler (10 Thems)

2. From the data points in the import folder, select the scheduler objects you are interested

in and click the ® Use on Device speed button. This creates suitable remote
schedulers and the corresponding calendar objects in the Remote Devices folder.

El. Remote Devices

=[] 80000007 dass
! Scheduler (1 Ttems)
Calendar (1 Ttems)

3. Adjust the basic settings for the newly created objects, such as the object nhame and
description. The object hame will be used as the name for the scheduler, as seen on the
Web UL

4. In the CEA-709 technology a static NV is created to receive information from the
remote device about changes to the scheduler configuration, so that the local device
does not need to poll the remote device. Set a name for this NV (default is
nviSchedLink<number>) and assign it to a suitable function block.

Note:

Due to the static input NV, which is required for a remote CEA-709 scheduler object,
adding remote scheduler points will change the static interface of the device.

The new static input NV representing the remote calendar on the local device (this NV is
normally called nviCalLink) needs to be bound to the output NV called nvoCalLink located
in the Calendar functional block of the remote device and the new static nviSchedLink NVs
which were created for each remote scheduler point need to be bound to the respective
nvoSchedLink variable located in the Scheduler functional block of the remote device. The
binding between the nvoSchedLink variable on the remote device to the nviSchedLink
variable on the local device defines which of the scheduler data points on the local device
connect to which scheduler unit on the remote device. All required information is
transmitted over the link NVs, so it is possible to later change the binding to any other
remote scheduler without rescanning the network.

Note:

If connected via LNS, the bindings to the nvoCalLink and nvoSchedLink NVs are made
automatically by the configuration software in the download process.

6.15.2 Alarm Clients

Accessing alarm server objects on remote devices is done by creating remote alarm data
points. These points may be created from data obtained by a network scan. The local device
is configured as an alarm client and subscribes to alarm updates from the remote alarm
server. The alarm client can also be used to acknowledge alarms on the remote alarm server.
Any updates are synchronized back to the alarm client.

To Create an Alarm Client

1. Execute a network scan, as described earlier in this document. The scan folder is filled
with available remote alarm servers.

B[] CEATO Network Scan
B[ 80000007dass
Datapoinks (21 Items)
Bk |2 (1 Thems)
Calendar {1 Ikems)
fey 1 scheduler (10 Ttems)
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2. From the points in the import folder, select the alarm server points you are interested in

and click the ® Use on Device speed button. This creates the corresponding alarm
client points in your project.

E|. Remote Devices
E|---._: 20000007 da5s
0 Blarm (1 Teems)

3. Inthe CEA-709 technology select the new alarm client point and adjust the name of the
local NV (default name is nviAlarm_2). This NV is located in the Clients functional
block.

Note:

Due to the static input NV which is required for a CEA-709 alarm client point, adding
alarm clients will change the static interface of the device.

The new static input NVs representing the alarm clients on the local device need to be
bound to the alarm outputs of the remote device. A CEA-709 device normally delivers
alarms through an output NV of type SNVT alarm_2 located in the node object of the
device, therefore the new input NV on the local device must be bound to the alarm output
NV of the remote devices node object. All required information is transmitted over the
alarm input NV, so it is possible to later bind the alarm client to any other alarm server
without rescanning the network.

Note:

If connected via LNS, the binding to the nvoAlarm2 NV is made automatically by the
configuration software in the download process.

6.15.3 Remote Trend Logs

A remote trend log provides access to trend log data, which is actually generated and stored
on another device. The remote trend log can load trend data from that device and supply it
to L-WEB or a CSV file. Please note, that currently only the BACnet technology supports
remote trend logs.

To Create a Remote Trend Log

1. Execute a network scan, as described earlier in this document. The scan folder is filled
with available trend logs.

£ BACnet Mstwork Scan

B LINS-221 {Steve)_224221
fj Datapoints {9 Ikems)
: Alarm (1 Ttems)

------ Vb Trend (3

Ttems )

2. From the data points in the import folder, select the trend log objects you are interested

in and click the ® Use on Device speed button. This creates suitable remote trend
logs in the Remote Devices folder.

E"".f_ﬁ Remote Devices
E!---..; LIN=-221 {Stevel(z24221)
L@ Trend (1 Tterns)

6.16 Math Objects

6.16.1 Create a Math Object

Math objects are advanced application objects that can execute mathematical operations on
data points. A math object takes a number of input data points (variables vy, v,, ..., v,) and
calculates a result value according to a specified formula. When configuring a math object,
the input data points, output data points and the formula must be configured by the user.
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Input data points can be configured with a change-of-value condition, to trigger the math
calculation only if the value changes more than a certain delta.

To Create a Math Object

1. Under the Global Objects folder, select the Math Object sub-folder.

B Global Objects
B E-Mail Configuration (0 Ttems)
U krath Object Configuration (0 Ttems)

2. Right-click and select New Math Object ... from the context menu.

3. In the Create New Math Object dialog, enter a name and optionally a description for
the math object.

Create New Math Object

Mame I My Formula

Description I This adds temper atures

4. Attach input data points by clicking the Add Input DP button.

i AddInputDP,..  } Remaove Input DP | Replace Input DP... | Detach Input DP |

War, | Input Datapoink ‘ Datapoint Path | OV delka
w1 nwiTempl LIN¥-100.CEAFDS Port,Datapoints 0.0
w2 nviTempe LIMNA-100,CEAFOD Pork, Datapoints 0.0

5. In the data point selector dialog, select the input data points and click OK. The data
points appear as v1, v2, etc.

6. If the data point shall trigger the math calculation only after a certain change-of-value,
enter a value into the COV delta column.

7. Select the input data point and click Add Variable to push the variable on the
evaluation stack.

I wE
Add Yalue | add{al,az)
Add ariable |

8. Select a function to be applied on the variables and click the Add Function button.

Iadd(al,aZ) 'l
#dd Function |

9. Te resulting formula is displayed at the bottom of the dialog. Alternatively, the formula
can be entered there.

Cukput = I wl 4+ w2

Save Changes I Cancel I

Note:

When the formula entered at the bottom is still incomplete and does not yield a meaningful
command sequence, the list showing the RPN equivalent will be empty. This allows the user
to immediately see if the current input is valid or not.
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10. Add output data points by clicking the Add Output DP button.

Add Output DP | Remaove Oukput DP |
Cutput Datapoink | Datapoint Path |
my_reqgister _Write LINA-100,User Registers

11. In the data point selector dialog select the output data points and click OK.

12. To create the math object click Create.

6.16.2 Editing a Math Object

Math objects can be edited once created. The formula can be changed, new variables added,
or additional output data points added.

To Edit a Math Object

1. Under the Global Objects folder, select the Math Object sub-folder.

@ Global Objects

------ E E-Mail Configuration {0 Ttems)
Math Object Configuration (0 Ikems)

2. Select the math object in the data point list.

Math Objects D atapoint Mame Filter:
| Ma. | Direction | Marne | Description (o]
1 My Formula This adds temperatures 1000

3. Right-click and select Configure Math Object ... from the context menu.

4. Edit the math object as described in Section 6.16.1.

5. To replace an input data point by another input data point without re-writing the entire
formula, click the Replace Input DP ... button. This opens a data point selector

dialog. Select the replacement data point there.

6. To detach an input data point, click the Detach Input DP button. This leaves the
respective variable slot empty.

7. To finalize the edit click on Save Changes.
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7 The CEA-709 Router

LOYTEC devices, which are equipped with a standard CEA-709 router (i.e., an embedded
L-IP), connect the FT port and the CEA-852 port. Depending on the use case, the CEA-709
router supports different operating modes how packets are routed between the CEA-709
side and the IP-852 side. LOYTEC devices with the router option also contain a
configuration server (CS) to manage members on an IP-852 channel.

7.1 CEA-709 Router

135.23.2.51 135.23.2.52
LINX TN |
me o MU om
| IP Channel |

FT-10

- O

TP-1250

Figure 171: The L-INX supports different methods to route packets between the CEA-709 and IP-852

channel.

Depending on the CEA-709 router configuration (see Section 4.2.10) the CEA-709 router
supports 4 different methods to route packets between the CEA-709 and the IP-852 channel.
Those operating modes are listed below and described in more detail in the subsequent
sections.

Configured Router: The device acts like a standard CEA-709 configured router (i.LON
1000/600 alike)

Smart Switch: The device acts as a self-learning plug&play router (“smart switch
mode”)

Store-and-Forward Repeater: To freeze a learned configuration and operate the switch
based on the existing forwarding tables, disable group learning and Subnet/Node
learning.

Smart switch with no broadcast flooding: Set Subnet/Node Learning to “subnet”. In this
mode the router learns the network topology but doesn’t flood subnet broadcasts.
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7.1.1 Configured Router Mode

In this operating mode, the router acts like a standard configured router, which can be
configured with standard network management tools like LonMaker or NL-220. This
operating mode is compatible with the i.LON 1000 and the i.LON 600.

This operating mode uses the “channel routing” routing strategy on the IP channel. In this
mode the device is fully compatible with i.LON 1000/600 devices. This operating mode
should also be used in networks with more than 10 IP devices on one IP channel and heavy
network traffic on the IP channel (more than 500 packets/s) since channel routing sends the
IP packet only to the IP-852 device(s) that connect to the CEA-709 node(s) addressed in
this IP packet and not to all IP-852 devices on the IP channel. This is the standard operating
mode.

7.1.2 Smart Switch Mode

The router can be configured to act as a learning switch in a CEA-709 network. This
operating mode is called smart switch mode. In this operating mode, the router decides if
the message has to be forwarded or not, based on the destination address of a message.
Thus, it isolates local network traffic (e.g., in case of heavily loaded networks).

Important:

This operating mode doesn’t support network loops!

Important:

Whenever a network is reconfigured, it is recommended to clear the forwarding tables in
the device by pressing the status button for at least 20 seconds (see Section 3.5.1).

The router supports learning of up to 4 Domains.

Note:

All messages, which are received on an unknown domain, are forwarded to all ports!

The subnet/node learning algorithm supports segmentation of the network traffic on a
subnet/node basis. Thus, the user does NOT need to take care of any subnets spanning
multiple physical channels. Even when a node is moved from one channel to another, the
router keeps track and modifies its forwarding tables accordingly.

Note:

All messages with a destination subnet/node address not yet learned are forwarded!

The router supports group learning. Groups can span multiple router ports.

Note:

Group learning only works for messages using acknowledged or request/response service.

Note:

All messages with a destination group address not yet learned are forwarded!

The router has no learning strategy for broadcast addresses. As a result, all subnet or
domain wide broadcasts are always forwarded. If subnet wide broadcasts shall not be
forwarded, please use the smart switch operating mode without subnet broadcast forwarding
(see Section 7.1.4).

The router has no learning strategy for unique node ID addresses. Node ID addressed
messages are always forwarded.

This operating mode uses the “channel routing” strategy on the IP channel to distribute IP
packets. It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is required. The disadvantage is that this operating mode doesn’t scale very
well with larger networks. We do not recommend this operating mode for IP channels with

Version 4.4

LOYTEC electronics GmbH



L-INX/L-GATE User Manual 213 LOYTEC

more than 10 IP-852 devices and packet rates of more than 500 packets/s. Please use the
configured router mode from Section 7.1.1 for larger IP channel configurations.

Further, it is recommended to configure a multi-cast group for routers in the smart switch
mode to reduce the traffic burden and improve scalability. Refer to Section 7.5 on how to
configure the device to use multi-cast.

7.1.3 Store-and-Forward Repeater

The router can be configured to operate in a repeater mode, where all messages are
forwarded regardless of the address format.

This operating mode uses the “channel routing” strategy on the IP channel to distribute IP
packets. It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is required. The disadvantage is that this operating mode doesn’t scale very
well with larger networks. We do not recommend this operating mode for IP channels with
more than 10 router devices and packet rates of more than 500 packets/s.

Further, it is recommended to configure a multi-cast group for routers in repeater mode to
reduce the traffic burden and improve scalability. Refer to Section 7.5 on how to configure
the device to use multi-cast.

7.1.4 Smart Switch Mode with No Subnet Broadcast Flooding

This operating mode is the same as the smart switch mode from Section 7.1.2 with the only
difference that subnet wide broadcasts are not flooded in this mode. This operating mode
can be used in large network installations where the network management tool uses group
overloading to replace group addresses with subnet wide broadcasts. In this operating mode,
the network installer must ensure that one subnet address may only exist behind one and no
more than one network port. This condition is met if nodes are installed using an LNS based
tool, on different channels that are separated with a router shape.

This operating mode uses the “channel routing” strategy on the IP channel to distribute IP
packets. It uses flooding to send all packets on the IP channel to all IP devices on this IP
channel. The advantage of this operating mode is that it is fully plug&play and no router
configuration is required. The disadvantage is that this operating mode doesn’t scale very
well with larger networks. We do not recommend this operating mode for IP channels with
more than 10 devices and packet rates of more than 500 packets/s.

Further, it is recommended to configure a multi-cast group for the router in the smart switch
mode to reduce the traffic burden and improve scalability. Refer to Section 7.5 on how to
configure the device to use multi-cast.

7.2 CEA-852 Device of the Router

Every L-INX acts as a device on the IP channel. It either needs to contact a configuration
server or a configuration server needs to contact the device in order to set up the proper
routing tables. Before a device can become a member of the IP-852 channel it needs to have
proper IP settings (see Section 4.2.4):

e IP address/netmask/gateway (either via DHCP or manual entry), see Section 4.2.4

e Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
4.2.8

o MDS5 secret if authentication is required, see Section 4.2.8

Please consult Sections 4.2.4 and 4.2.8 on how to setup a CEA-852 device.
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The CEA-852 device can be used together with the PC-based i.LON Configuration Server
utility or with any LOYTEC configuration server. If multiple CEA-852 devices behind one
NAT router are added, the Auto-NAT setting in the CEA-852 devices is recommended to be
used with the L-INX configuration server or an L-IP configuration server. Please refer to
the following sections on how to setup the device and the configuration server.

If the “Auto member” feature is enabled in the configuration server, the CEA-852 device
can add itself to the IP-852 channel without explicitly adding the device at the configuration
server. Note, that enabling auto member is a potential security hole since any device can
add itself to the IP-852 channel.

7.3 Configuration Server for Managing the IP-852 Channel

7.3.1 Overview

Every logical 1P-852 channel requires one configuration server that manages all CEA-852
devices (LINX-121, L-IP, LOYTEC NIC852, i.LON 1000, i.LON 600, LonMaker, etc.) on
this channel. A simple example is shown in Figure 172. A configuration server keeps a list
of all devices on a logical IP-852 channel and distributes the routing information between
those devices. If a device wants to join an IP-852 channel, it needs to register itself at the
configuration server. Traditionally, a dedicated Windows PC is used to act as the
configuration server. The L-INX contains an embedded configuration server and can
therefore replace the PC.

The configuration server can be enabled in the L-INX in the CEA-852 server configuration
menu in Section 4.2.11. This configuration server can manage one IP-852 channel and up to
256 devices on this IP-852 channel. In order to setup the configuration server, one must
specify the following parameters:

o |P address/netmask/gateway (either via DHCP or manual entry), see Section 4.2.4
e NAT address if used behind a firewall/NAT router, see Section 4.2.8

o MDS5 secret if authentication is required, see Section 4.2.8

e Enable the configuration server, see Section 4.2.11 (server LED lights up green)

e Alist of IP-852 channel members, see Section 4.2.12.

Note:

If the L-INX is used as a configuration server it needs a fixed IP address.
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Figure 172: The configuration server manages the devices on an IP-852 channel.

7.3.2 Configuration Server Contacts IP-852 Device

In this scenario, the IP-852 device needs the following parameters set in order for the
configuration server to contact the device. The remaining parameters are retrieved from the
configuration server.

o IP address/netmask/gateway (either via DHCP or manual entry), see Section 4.2.4

e  Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
4.2.8

e MDS5 secret if authentication is required, see Section 4.2.8

If multiple CEA-852 devices behind one NAT router are added, the Auto-NAT setting in
the L-INX is recommended to be used with the L-INX configuration server.

7.3.3 IP-852 Device Contacts Configuration Server

In this scenario, the IP-852 device needs the following parameters set in order to contact the
configuration server. The remaining parameters are retrieved from the configuration server.

e |P address/netmask/gateway (either via DHCP or manual entry), see Section 4.2.4

e  Auto-NAT or manual NAT address if used behind a firewall/NAT router, see Section
428

o MDS5 secret if authentication is required, see Section 4.2.8

e Configuration server IP address and port number, see Section 4.2.8

If the “Auto member” feature is enabled in the configuration server, the CEA-852 device
can add itself to the 1P-852 channel without explicitly adding the device at the configuration

server. Note, that enabling auto member is a potential security hole since any device can
add itself to the IP-852 channel.

7.3.4 Using the Built-In Configuration Server

For security purposes, the configuration server contacts each CEA-852 device on the IP-852
channel. Therefore, one must enter a list of all channel members in the CEA-852
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Configuration Server menu (see Section 4.2.12). This ensures that no unwanted device can
join the IP-852 channel.

Note that also i.LON 1000/600, VNI and LOYTEC NIC852 based network nodes (e.g.,
LonMaker or NL-220 applications) can join the IP-852 channel managed by the
configuration server. Note that the built-in configuration server should be used if LOYTEC
CEA-852 devices are communicating across firewalls/NAT routers.

For adding multiple devices behind a NAT router, the configuration server supports the
extended NAT mode (see Section 7.4.2). The configuration server automatically switches
the channel mode to extended NAT if needed. Note that the i.LON 600 must be configured
with the i.LON CS to extended NAT mode before adding the i.LON 600 to the
configuration server, because the i.LON 600 does not switch to that mode automatically.

7.4 Firewall

and NAT Router Configuration

The CEA-709 router can be used behind a firewall and/or NAT (Network Address
Translation) router as shown in Figure 173. Note, that in general, only one CEA-852 device
can be used behind the NAT router. This mode of operation is referred to as “Standard”
channel mode. It is fully compliant with CEA-852.

LOYTEC’s newer devices such as the L-IP and the L-INX family support more than one
CEA-852 channel member behind a NAT router. This mode of operation is referred to as
“Extended NAT” channel mode. This mode introduces extensions to the standard mode
which need to be supported by all members. Other devices supporting the extended NAT
mode are the i.LON 600. See Section 7.3.4 on compatibility with the i.LON 600.

7.4.1 Automatic NAT Configuration

In order to use the L-INX behind a firewall, the public NAT address and the local IP
address must be set in the IP configuration menu (see Section 4.2.4). By default, the NAT
address is determined automatically when adding the L-INX to the channel in the
configuration server. Alternatively, the NAT address can be configured manually.
Furthermore, the NAT router must be configured to forward ports 1628 and 1629 for UDP
and TCP packets to the private IP address of the L-INX (192.168.1.100 in Figure 173). In
summary we can say, the following parameters must be set in order to operate a L-INX
behind a NAT router.

e  Specify the IP address (private IP address: 192.168.1.100),
e Specify the gateway address (e.g., 192.168.1.1),

o  Specify the NAT address (public IP address: 135.23.2.1) or use automatic NAT router
discovery,

e Enable port forwarding for ports 1628 and 1629 in the NAT router for TCP and UDP,
o Enable the SNTP port 123 in the firewall if SNTP is used.

Version 4.4

LOYTEC electronics GmbH



L-INX/L-GATE User Manual 217 LOYTEC

IP: 192.168.1.100
NAT: 135.23.2.1

L-INX
O AP
s

Firewall + NAT Router

IP Channel 1
192.168.1.1 !
Forward UDP and TCP ports 1628 and

1629 to IP address 192.168.1.100 =
Internet 5 ¢

FT-10

Figure 173: Operating a L-INX behind a NAT router and firewall.

Note that a L-INX must be used as configuration server when the device is installed behind
a firewall or NAT router. The L-INX with the configuration server can also be located
behind a firewall.

7.4.2 Multiple IP-852 Devices behind a NAT: Extended NAT Mode

When using more than one IP-852 device behind a single NAT router, the recommended
method in the L-INX configuration server is to use the extended NAT mode. This mode
requires that all devices support this feature. Currently these are L-INX with CEA-709
router, L-IP 3.0, i.LON 600, the NIC852 PC software and other CEA-852 capable devices
from LOYTEC. If there are other devices in the channel, this method does not work.
Incompatible devices are disabled from the channel in this case. Please refer to the classic
method in Section 7.4.3 to setup this network.

When using multiple devices behind a NAT router, each device needs a separate port-
forwarding rule in the NAT router. This implies that each device must use a unique client
port (e.g., 1628, 1630, 1631, etc). The port-forwarding rules must be setup so that each port
points to one of the 1P-852 devices. In the L-INX, change the client port in the CEA-852
device configuration menu. Figure 174 shows an example configuration for three L-INX
devices behind the NAT router 135.23.2.1.

It is recommended that both ports 1628 and 1629 are forwarded to the same private address.
It is then also possible to turn on the configuration server behind a NAT router. In this case,
activate the CS on the L-INX which has port-forwarding to 1628 and 1629. In the example
in Figure 174, the L-INX with private address 192.168.1.100 also acts as a configuration
server.

If the CS is activated on a L-INX behind a NAT router, the NAT router must have a fixed
public IP address. The L-INX with the CS also cannot use automatic NAT discovery. In this
case, enter the NAT address of the NAT router manually in the IP configuration menu
(Auto-NAT can no longer be enabled on a L-INX with a CS). To diagnose possible
problems in the NAT configuration with port forwarding, use the enhanced communications
test (see Section 4.3.4).
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Figure 174: Multiple L-INX devices behind a NAT: Extended NAT Mode.

After the NAT router has been configured with the port-forwarding settings and the CS has
been turned on, the channel members can be added. This can be done either through the
Web interface of the CS.

In the Web Ul, add the members with their private IP addresses and the client ports as
defined by the port-forwarding. Then select the added member by checking the check box
and select the action Assign to NAT. Enter the public NAT address of the NAT router. An
example to add the two IP-852 devices in Figure 174 through the Web Ul is depicted in
Figure 175. To remove a device from a NAT router but not delete it, select it and choose
Remove from NAT as the action.
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Figure 175: Adding a member with extended NAT Mode on the Web UI.

7.4.3 Multiple IP-852 devices behind a NAT: Classic Method

If more than one CEA-852 device must be used behind the NAT router and there are
devices which do not support the extended NAT mode, we propose the setup from Figure
176.
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Figure 176: Application that uses multiple L-INX devices behind a NAT router firewall.

The L-INX with IP address 192.168.1.100 is member of IP Channel 1 and can be accessed
through the Internet. The L-INX devices with IP addresses 192.168.101 to 192.168.1.110
form another logical IP Channel 2 that communicates with the devices on the IP Channel 1
over the TP-1250 channel, which is used in high-speed backbone mode for optimum
networking performance. Note that devices on both IP Channels 1 and 2 can of course
connect to the same physical network wiring. Furthermore, both IP Channels 1 and 2 must
have a separate configuration server that manages the L-INX devices on the different
channels. In the example in Figure 176, the L-INX with address 192.168.1.100 acts as the
configuration server for IP Channel 1 and the L-INX with IP address 192.168.1.101 acts as
the configuration server for IP Channel 2.

7.5 Multi-Cast Configuration

IP multi-casting is a feature of the IP protocol that allows one packet to be delivered to a
group of IP hosts. To receive such multi-cast packets, each IP host must be member of a
multi-cast group. This group is identified by a multi-cast address (e.g., 225.0.0.37) and a
UDP port number.

The L-INX supports both unicast and multi-cast delivery of CEA-852 data packets. Using
multi-cast is recommended when using the router in the Smart Switch Mode. For those
devices, configure a multi-cast address in the IP configuration menu. Please contact your
system administrator to obtain a valid multi-cast address for your network. Note, that all
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channel members must be configured with the same multi-cast address and use the same
client port (1628 is recommended). Also note, that multi-cast addresses cannot be routed on
the Internet. They can only be used in a LAN or VPN environment.

If you configure multi-cast, there may be some devices, which do not support this feature. In
this case, the device uses a hybrid scheme and sends unicast to those devices, which are not
configured for multi-cast. Note, that the device determines automatically, when to switch to
the multi-cast mode depending on what types of devices are in the channel and on the traffic
burden for those devices. As a rule of thumb, multi-cast is used when there are only
switches/repeaters in the channel and it is not used when there are only configured routers.

To detect if the device utilizes the multi-cast feature, contact the Extended CEA-852 device
statistics in the statistics menu (Section 4.3.3). The entry “Channel Routing Mode” reads SL
(send list) if packets are routed to the multi-cast group. It reads CR (channel routing) if the
normal unicast method is employed. Also the entry ‘“Multi-cast packets sent” in the
CEA-852 device statistics menu (Section 4.3.3) counts the number of multicast packets
transmitted to the group. If this item remains zero, no multi-cast is used by the device.

7.6 Remote

LPA Operation

The L-INX supports remote LPA access. This means that a CEA-709 protocol analyzer
connected to the Ethernet network can connect to the L-INX and record all packets on the
CEA-709 channel (FT-10). Our LPA-IP supports this sophisticated feature. The
functionality is shown in Figure 177.

The LPA-IP runs on a Windows PC that is connected to the Ethernet network. In a
LINX-101 device selection window, one can e.g. select the L-INX with IP address
192.168.1.210 and display all packets on the FT-10 channel connected to the L-INX with IP
address 192.168.1.210. For this operation, the LPA-IP does not need to be a member of the
IP-852 channel. Note that this functionality is only available with L-INX Internet routers.
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Figure 177: Remote LPA principle.

7.7 Internet Timing Aspects

If the CEA-709 router is used over the Internet or in a large Intranet with unpredictable
network delays, the user should become familiar with the following advanced timing
aspects. Channel Timeout is set in the configuration server whereas escrowing and
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aggregation are set in the CEA-852 client device. The Channel Delay is a channel property
of LNS and can be set in NL220, LonMaker or other network management tools.

Table 15 summarizes the timing values that must be set when operating the device under
WAN conditions.

Timing Parameter Value

Channel Timeout Average ping delay + Aggregation Timeout

Escrowing (Packet The smaller value of: 0.25*Channel Timeout or 64ms
Reorder Timer)

Aggregation Timeout Typically 16 ms
(Packet Bunching)

Channel Delay in Average ping delay +10% + 2* Aggregation Timeout
LonMaker

Table 15: Advanced IP-852 timing parameters.

Please use a PC to determine the average ping delay between the different CEA-852 devices
in the network. If multiple devices are communicating with each other always use the largest
measured average ping delay for the input value for the calculations in Table 15.

Escrowing should be disabled in a LAN (0 ms). The Channel Delay in LonMaker should be
set to 2*Aggregation Timeout in a LAN if MD5 is disabled.

In LANSs, Channel Timeout is only required if MD5 authentication is enabled. Set Channel
Timeout to 200 ms and Channel Delay to 20 ms.

7.7.1 Channel Timeout

The Channel Timeout is a property of the IP-852 channel. If a packet travels across this
IP-852 channel for longer than what is specified in Channel Timeout in ms, the packet is
discarded. The device always needs to synchronize with an SNTP timeserver when a
Channel Timeout is set other than 0 ms.

Channel Timeout is highly recommended if MD5 authentication is enabled in order to
prevent replay attacks. Set Channel Timeout to 200 ms and Channel Delay to 20 ms in a
LAN environment. Please refer to Section 4.2.11 on how to enable or disable the Channel
Timeout.

If an LNS based network management tool like LonMaker or NL220 is used on a network
that has channel timeout enabled, please install an NTP client program (e.g., achron4.exe)
on this PC that synchronizes the PC clock to the NTP time. Otherwise the PC clock and the
clock inside the CEA-852 device will drift apart and communication between the PC and
the device will terminate.

7.7.2 Channel Delay

Channel Delay is an LNS channel property that specifies the expected round-trip time of a
message and its response. This value is used by LNS to adjust the protocol timers in the
CEA-709 nodes. Please consult the documentation for your network management tool about
the Channel Delay details.

7.7.3 Escrowing Timer (Packet Reorder Timer)

The Escrowing Timer or Packet Reorder Timer is an IP-852 channel property that specifies
the amount of time the device will wait for an out-of-sequence IP packet to arrive. This
parameter is important in WANS like the Internet, where packets pass many routers that can
change the order in which packets arrive at the destination node. The default value is 64 ms.
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Do not use the Escrowing Timer in LANSs since the packet order is always guaranteed in a
LAN. This will add unnecessary delays, which negatively impacts the performance of your
CEA-852 devices if a packet is lost or destroyed.

Whether enabled or disabled, out-of-sequence packets are never sent to the CEA-709
channel. Please refer to Section 4.2.8 on how to enable or disable escrowing.

7.7.4 SNTP Time Server

Small IP networks like LANs have a small propagation delay for packets traveling in these
networks. In this case it is not necessary to specify an SNTP server.

In larger 1P-852 networks like the Internet with possibly long packet delays, one must
specify an SNTP server to synchronize the local clocks of the CEA-852 devices. The local
clocks must be synchronized to a common notion of time in order to make CEA-852
protocol features like Escrowing and Channel Timeout work properly.

The SNTP timeserver can be specified on the IP-852 channel level in the configuration
server, which distributes the timeserver address to all CEA-852 devices on the IP-852
channel. A primary and a secondary SNTP server can be defined please refer to Section
4.2.8 and Section 4.2.11 on how to enable the SNTP server.

7.8 Advanced Topics

7.8.1 Aggregation

Aggregation (or packet bunching) is a technique that collects multiple CEA-709 packets
into a single larger IP packet. Aggregation improves overall system performance since one
IP-852 packets, now carries multiple CEA-709 packets und with the same number of IP-852
transactions, more CEA-709 packets can be exchanged between CEA-852 devices thus
reducing protocol overhead. The Aggregation Timeout defines the time period in ms in
which the transmitting device collects the CEA-709 packets before it transmits the CEA-852
packet over the IP-852 channel. Please refer to Section 4.2.8 on how to enable aggregation.
Note, that aggregation adds a delay to the transactions but dramatically improves the
throughput of your IP-852 channel. Use aggregation if you have a high channel load but can
tolerate some additional propagation delay given by the aggregation time value.

7.8.2 MDS5 Authentication

MD5 authentication is a method of verifying the authenticity of the sending device. Only
devices that have MD5 enabled and use the same MD5 secret can share information with
each other. If the configuration server has MD5 enabled, only devices that have MD5
enabled and use the same MDD5 secret as the configuration server can join the logical IP-852
channel. Please refer to Section 4.2.8 and 4.2.11 for details.

7.8.3 Dynamic NAT Addresses

A common practice for Internet providers is to assign addresses on a per-session basis to a
client. Each time a connection is established (e.g., an ADSL link is set up), the Internet
provider may choose an IP address from a pool. Since this address will be the public
address of a NAT router, the NAT address configured in the device would need to be
updated. The Auto-NAT feature in the device permanently monitors the current NAT
address. When the device detects a change in the NAT address it re-registers with the
configuration server using this new address. This feature requires a LOYTEC configuration
server (e.g., L-INX, L-IP) and “Roaming Members” enabled on that CS.

A consequence of this monitoring process is that the device contacts the CS every 45
seconds to probe for the NAT address. This causes a small amount of additional traffic on
the Internet link. The Auto-NAT feature also causes any shut-down connection to be re-
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established. The NAT monitoring functions as a keep-alive for the connection. If neither the
additional traffic nor the automatic initiation of a new connection is tolerable, the Auto-
NAT feature must be disabled and the NAT address configured manually. In this case, the
Internet service provider needs to assign a fixed public IP address to the NAT router.
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8 Remote Network Interface

8.1 RNI Function

The LGATE-950 and the CEA-709 L-INX devices without the router provide a remote
network interface (RNI) function, if the device is configured to use the FT interface (FT
mode). In this mode the device provides a remote network interface, which appears like a
LOYTEC NIC-IP it is intended to be used together with the LOYTEC NIC software. The
RNI can be utilized for remote access and configuration as well as trouble-shooting with the
remote LPA.

In particular, the RNI appears as a regular LOYTEC network interface on the PC. The
LOYTEC NIC software needs to be installed to utilize this interface also in LNS-based
applications such as NL220 or LonMaker. Using this software, the L-INX can act as a direct
interface to its local FT channel to be managed by LNS or similar tools. For more
information on how to configure the LOYTEC NIC software on the PC, please refer to the
LOYTEC NIC User Manual [3].

8.2 Remote

LPA Operation

The LGATE-950 and the L-INX supports remote LPA access through its RNI. This means
that a CEA-709 protocol analyzer connected to the Ethernet network can connect to the L-
INX and record all packets on the CEA-709 channel (FT-10). The LOYTEC LPA-IP
supports this advanced feature. The functionality is shown in Figure 178.

The LPA-IP runs on a Windows PC that is connected to the Ethernet network. In the
NIC-IP/RNI device selection window, one can for example select the device with IP address
192.168.1.210 and display all packets on the FT-10 channel connected to the device with IP
address 192.168.1.210. Please consult our product literature for the LPA-IP to learn more
about this IP-based CEA-709 protocol analyzer.

IP:192.168.1.210 IP:192.168.1.10 ==

LBX e

m- o ' LPA-IP

‘ é Ethernet

Figure 178: Remote LPA on the L-INX.
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O OPC Server

9.1 XML-DA OPC Server

9.1.1 Access Methods

LOYTEC devices with the built-in OPC server can expose data points over a Web service.
The OPC tag namespace is built from the data point hierarchy, which has been configured
by the Configurator software. The OPC server on the device implements the data access
standard via the Web service interface XML-DA. The OPC XML-DA Web service is
accessible via the URI

http://192.168.24.100/DA

where the IP address has to be replaced with the actual IP address of the device. The Web
service is accessible over the same TCP port as the Web server. The default TCP port is 80.
The Web server port can only be changed via the device configuration tab in the
Configurator (see Section 6.3.6) or in the L-Config tool (see NIC User Manual [3]).

Since the Web service is easily routable on the Internet, the embedded OPC server
implements the basic authentication method to protect the system from unauthorized access.
The basic authentication involves the operator user and the password configured for this
user. On how to configure the operator’s password, please refer to Section 4.1.

To disable the basic authentication, clear the operator’s password. On the LINX-12x, 15x,
22x models, the anonymous OPC access must be enabled. For doing so, change to the port
configuration on the Web Ul, select the OPC protocol on the Ethernet tab and check the
anonymous OPC box.

Note:

It is highly recommended to use basic authentication when exposing crucial data points
over the Web service.

To use the exposed OPC data points, there exist several possibilities:

e Use LOYTEC’s L-WEB visualization tool that comes free with the device,

e use a standard OPC client or SCADA package, or

e create your own Web service client with custom Web Pages.

The easiest way to visualize the network’s data points over a Web-based interface using the
device is the L-WEB software. This software is fully integrated into the Configurator and

allows designing graphical page content. The tool is intuitive to use like the L-VIS graphical
page designer. The resulting L-WEB application is stored on the device and can be directly
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accessed in your Web browser or other Internet appliances, such as PDAs. For more
information on the L-WEB refer to Section 9.2.

Standard OPC clients and SCADA packages, which shall visualize the device’s data points,
must conform to the OPC XML-DA standard. This means they must support the OPC Web
service and not only the COM/DCOM protocol. If your SCADA package does not support
OPC XML-DA, a PC-based bridge from XML-DA to the COM-based protocol can be used.
The bridge software is running on a PC and translates from COM/DCOM requests into
XML-DA Web service requests. The system is depicted in Figure 179.

OPC XML-DA
to OPC DA Bridge

Intranet
Internet
VPN

L-INX L-INX
¢ esmlse DRy YN
[
i
MS/TP MS/TP MS/TP

Figure 179: Using a XML-DA/DCOM bridge.

With the bridge is configured to access a number of OPC devices, the COM-based SCADA
application can access a COM-based OPC server for each of those devices. The bridge
software OPCBR-800 can be purchased and installed on any PC. This is discussed in
Section 9.3.

If L-WEB is not used, customers can create their own XML-DA clients based on the WSDL
for OPC XML-DA. Refer to Section 9.4 for more information.

9.1.2 Data Points

The data point hierarchy as configured by the Configurator software is exposed to the OPC
tag namespace by the device. This is done internally for all data points, which are marked
for OPC exposure (i.e., have the OPC check-mark set).

Folders are translated into OPC nodes. Any of the data point classes, analog, binary, multi-
state, string, and user, are exposed as OPC tags. Each OPC tag contains the value of the
data point and some of its meta-data. An example of browsing the OPC tags on the device is
shown in Figure 180.

The OPC quality property of a given OPC tag is coupled to the data point status. If a data
point is offline or unreliable, the OPC quality property changes to uncertain.
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9.1.2.1 Analog

9.1.2.2 Binary

= ‘3 CFC Server
Ell'Tg_l Test LIMNA-101 (99)
1) Serveritems

Figure 180: Client browsing the OPC tag namespace on a L-INX.

Analog data points are exposed as a one-to-one mapping to OPC tags. For each analog data
point, an OPC tag is created. The OPC tag contains a number of OPC properties, which are
derived from the data point’s properties:

Item Canonical Data Type (Smallint): This property indicates the data type 5’
(Double).

Item Value (Double): The present data point value.

Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

Item Timestamp (Date): This property contains the timestamp of the last value update.

Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

Item Description (String): This is the description of the data point.

Item EU Type (Integer): This property is ‘1°.

High EU (Double): This is the analog maximum value of the data point.
Low EU (Double): This is the analog minimum value of the data point.

EU Units (String): This is the human-readable engineering units text of the data point.

Binary data points are exposed as a one-to-one mapping to OPC tags. For each binary data
point, an OPC tag is created. The OPC tag contains a number of OPC properties, which are
derived from the data point’s properties:

Item Canonical Data Type (Smallint): This property indicates the data type ‘11’
(Boolean).

Item Value (Boolean): The present data point value.

Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

Item Timestamp (Date): This property contains the timestamp of the last value update.

Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

Item Description (String): This is the description of the data point.
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e Contact Close Label (String): This property contains the active text of the binary data
point.

e Contact Close Label (String): This property contains the inactive text of the binary data
point.

9.1.2.3 Multi-state

Multi-state data points are exposed as a one-to-one mapping to OPC tags. For each multi-
state data point an OPC tag is created. The OPC tag contains a number of OPC properties,
which are derived from the data point’s properties:

e Jtem Canonical Data Type (Smalllnt): This property indicates the data type 3’
(Integer).

o Item Value (Integer): The present data point value.

e Item Quality (Smalllnt): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

e Item Timestamp (Date): This property contains the timestamp of the last value update.

e Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

e Item Description (String): This is the description of the data point.
e Item EU Type (Integer): This property is ‘2’ for multi-state.

e Enumerated EU (Array of String): This property contains the state texts of the data
point.

9.1.2.4 User Type

User-type data points contain a byte array of user-defined data. Data points of user-type are
also exposed as a one-to-one mapping to OPC tags. For each such data point, an OPC tag is
created. The item value of the user-defined data is a hex string without whitespace
representing the byte array, e.g., “B034”. The OPC tag contains a number of OPC
properties, which are derived from the data point’s properties:

e Item Canonical Data Type (Smalllnt): This property indicates the data type ‘8’ (String).
e Item Value (String): A hex string without whitespace representing the byte array.

e Item Quality (Smallint): The value quality. It is “good” if the data point is in normal
state, or “uncertain” if the data point has an off-normal state, e.g., offline or unreliable.

e Item Timestamp (Date): This property contains the timestamp of the last value update.

e Item Access Rights (Integer): This property defines whether the tag is read-only or
read/write.

e Item Description (String): This is the description of the data point.
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9.1.2.5 Structured Data Points

Structured data points are modeled as one user-type data point, which contains the entire
structure value as a byte array. The respective structure fields are created as sub-data points
of appropriate class. For example, a SNVT_switch in CEA-709 would be modeled as one
user-type data point of 2 bytes length, and two sub-data points, one an analog (value
member) and one a multi-state (State member).

The relation between user-type data point and sub-data points is also exposed to OPC. In
this case, an OPC node is created for the user-type data point. In that node, the sub-data
points are exposed as OPC tags. The entire structure is also exposed as a user-type OPC tag
under the same OPC node.

Important!

Deselect any un-used structure members from OPC exposure to reduce the number of
total OPC tags.

It is important to note, that when using structured data points the top-level and all its
structure members are exposed as OPC tags by default. Using many structured data points
may lead to exceeding the OPC tag limit. Please observe this limit in the Configurator’s
statistics tab and deselect the OPC Tag check box for unwanted structure members. This
helps to keep your configuration lean and improves the performance of the OPC server
when browsing and subscribing.

9.1.3 AST Objects

The alarming, scheduling, and trending (AST) objects are more complex than regular data
points. The OPC XML-DA standard does not have appropriate tags for those objects.
Therefore, the device exposes AST objects as a set of OPC tags describing the object. All
tags for one AST object are collected under an OPC node representing the AST object.

9.1.3.1 Scheduler Object

The device exposes the scheduler objects to OPC XML-DA tags. Each scheduler object is
represented by a node in the OPC name space. The content of the schedule XML document
referred to in this section must be compliant to the scheduleCfg schema. This schema can be
found at the LOYTEC Web site. The XML documents can refer to the target namespace
‘http://www.loytec.com/xsd/scheduleCfg/1.0/°.

In that node, the following OPC tags are available:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “schedule”. It identifies this folder as a schedule folder. This can be used as an
additional identification to the vendor-specific property of the folder tag.

e Schedule (string, read/write): This tag configures the schedule. The data type is string
and the format is in XML. The XML document contains the scheduleCfg element as the
root element.

e Caps (string, read-only): This tag contains the schedule capabilities. The data type is
string and the format is in XML. The XML document contains the scheduleCapabilities
element as the root element.

e CalltemPath (string, Read-only, const): This is an optional tag. If present, it contains
the item path to the calendar object, that the schedule references. To read the calendar
referenced by the schedule, use this item path and the “Calendar” item name to read the
calendar XML document.
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e EmbeddedCal (node): This is an optional OPC node. If present, it contains the OPC
tags for the embedded calendar. The embedded calendar structure is as defined for
calendar objects in Section 9.1.3.2.

9.1.3.2 Calendar Obiject

The device exposes the calendar objects to OPC XML-DA tags. Each calendar object is
represented by a folder in the OPC name space. In that folder, the following OPC tags shall
be available:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “calendar”. It identifies this folder as a calendar folder. This can be used as an
additional identification to the vendor-specific property of the folder tag.

e Calendar (string, read/write): This tag configures the calendar. The data type is string
and the format is in XML. This document contains the calendarCfg element as the root
element.

e Caps (string, read-only): This tag contains the calendar capabilities. The data type is
string and the format is in XML. The XML document contains the
calendarCapabilities element as the root element.

9.1.3.3 Alarm Objects

The alarm objects on the device provide the alarm summary and can be used to
acknowledge alarms. The alarm objects are exposed to XML-DA tags. Each alarm is
uniquely identified by an XML alarm ID (XAID). The XAID must identify the alarm object
and the alarm ID in that object. The XAID is used in the acknowledge service to identify the
alarm. The XAID can also be transmitted in e-mail notifications.

Each alarm object is represented by a folder in the OPC name space. In that folder, the
following OPC tags shall be available:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “alarm”. It identifies this folder as an alarm folder. This can be used as an
additional identification to the vendor-specific property of the folder tag.

e Summary (string, Read-only): Reading from this tag, the current alarm summary can be
obtained. The data type is string and the tag contains an XML document. This tag
should not be subscribed to as it contains a large document. Subscribe to
NotifyNewCnt instead, to get notified about new alarms. The root element of the XML
document is the alarmSummary element.

¢ NotifyCnt (unsigned, Read-only): This tag is updated with an incremented notify count
for each alarm update notification. This is the case for new or cleared alarm conditions,
and for acknowledged alarms. Clients can subscribe to this tag in order to be notified
about changes in the alarm summary. The client has then to read the complete alarm
summary when notifications occur.

o NotifyNewCnt (unsigned, Read-only): This tag is updated with an incremented notify
count each time a new alarm appears. This tag does not update when alarms are
acknowledged or go inactive.

e Ack (string, Write): Writing to this tag acknowledges an alarm. The data type is string.
The written data is an XML document, which contains the alarmAck element. The write
must specify the XAID.
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9.1.3.4 Trend Log Objects

Each trend log object on the device is represented by a folder in the OPC name space. This
folder contains a number of tags describing and controlling the trend log. To retrieve log
records, however, the XML-DA tag interface cannot be used. There are two options:
retrieve the complete log as a CSV file, or use the LOYTEC proprietary Data Log Web
service (XML-DL). That Web service uses the logHandle provided by a tag. The CSV file
location can be obtained from a tag also.

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “trendLog”, or “alarmlLog”. It identifies this folder as a trend log, data log or
alarm log folder. This can be used as an additional identification to the vendor-specific
property of the node tag.

e Purge (Boolean, read/write): When writing TRUE to this tag, the log is purged.

e TotalCnt (unsignedint, read-only): This tag contains the total number of logged
records. This number can be larger than the BufferSize.

o BufferSize (unsignedint, read/write): The size in records of the log buffer. Writing to
this tag can resize the log buffer, if it is disabled.

e LogHandle (string, read-only, const): This handle specifies the data log. The logHandle
must be used with the proprietary Data Log Web service.

e  CsvFile (string, read-only, const): This tag specifies the file path and file name of the
CSV data log file.

e CentralDLO, CentralDL1 (string, read/write): These tags serve as placeholders for the
central data logger to store its URI. The tag CentralDLO is intended for the primary,
CentralDL1 for the secondary central data logger. The tags are stores in non-volatile
memory and retain their values over a power-on reset. For more information on the
central data logger refer to the LWEB-801 User Manual [5].

9.1.3.5 E-mail Templates

E-mail templates can be configured in the Configurator software. When an e-mail template
is triggered, the corresponding e-mail is transmitted. The e-mail template can also be
triggered over the OPC interface. Therefore, a node is added to the OPC name space for
each e-mail template under the “E_Mail” node.

Each e-mail node is named after the e-mail template and contains the following OPC tags:

e ServiceType (string, Read-only, const): This is a constant tag of type string, which
contains “email”. It identifies this folder as an e-mail template folder.

e Send (Boolean, read/write): When writing TRUE to this tag, the e-mail transmission is
triggered.

9.1.4 OPC Groups

OPC groups are used to subscribe to data coming from OPC tags. The group specifies the
subscribed tags and a server refresh rate, which the OPC server can interpret, how often it
shall refresh data of the underlying data points.

In network technologies that are event-based, this refresh rate has no further impact, as the
data is as fresh as possible. In technologies, that rely on polling, the OPC server activates
dynamic poll-groups for the subscribed OPC tags. The data server of the device can then
employ dynamic polling, if the technology supports it (see Section 5.2.2).
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9.2 Using L-WEB

The L-WEB is a Web-based visualization software that comes free with the device. It uses
the standard Web technologies to visualize and control data provided by one or more
L-INX Automation Servers on a Windows PC.

The L-WEB software uses the standardized OPC XML-DA Web service to communicate
between L-WEB and remote L-INX Automation Servers, which makes it extremely
firewall-friendly and easy to setup.

The graphical design of the L-WEB user interface consists of pages, which can simply be
created by using the L-VIS/L-WEB Configurator software without any know-how in
HTML, Java, etc. Dynamic information is shown in the form of numeric values, text,
changing icons, bar graphs, trend logs, alarm and event lists, or schedule controls.

The complete set of automation functions of the L-INX Automation Server is fully
supported by L-WEB. The automation services are residing in the embedded devices and
are distributed over the network to build up a dependable system with L-WEB only
accessing these services. Furthermore, any kind of calculations, data point connections, etc.,
are implemented on the embedded Automation Server, which makes the application on the
Automation Server completely independent from the connection to the L-WEB application.

Starting from the data point configuration, the user can create an L-WEB project. The
L-WEB project contains the data point configuration of the Web service interface and a
graphical design for the L-WEB user interface. For more information on creating graphical
designs using the L-VIS/L-WEB Configurator software refer to the L-VIS User Manual [5].

9.2.1 Create a new L-WEB Project

The Configurator provides the data point configuration, which is downloaded to the device.
On top of that configuration, an L-WEB design can be created for visualization.

To Create an L-WEB Project

1. Start the Configurator software and change to the L-WEB Projects tab.

"1 File Wiew Model Firmware Settings Connection Tools  L-Web
IDFHEMNEd8 Dy

J Connected Device IIinxlDU-testS,l'Subsystem 1/linx {Channel FT-10)

| D atapoints | Statisticsl L4eh Proiectsl I

2. The L-WEB project tab appears as in Figure 181.
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e P am e L-4teb Projact Name In LIN® Project | On Device L-Web Project RAM Size (Project)
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Edit |
Remove |
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Figure 181: L-WEB Projects Tab.
3. Click on Add New ...

4. Enter a new Project Name.

Create New L-Web Project |

Project Mame: I Mew Project

Create and Design Graphics | Create | Cancel |

5. Click on Create. The new project appears in the projects list.

L-Web Project Mame | In LINX Project | OnDevice | L-Web Project RAM Size (Project) |
Mew Project 0.00 kE

9.2.2 Start a Graphical L-WEB Design

The L-WEB graphical design tool is started from within the L-WEB projects tab. The
graphical design for the L-WEB project is created in the L-VIS design tool (L-VIS/L-WEB
Configurator). The data point configuration created in the Configurator project is available
for the L-WEB project and its graphical design.

To Start a Graphical Design
1. Select the L-WEB Projects tab.
2. Select an L-WEB project.

3. Click Edit.

L-Web Projects on PC

Add Mew... |
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4. This opens the L-VIS graphical design tool. Complete the graphical design in the tool

and click the Write Project to Device speed button

Lﬂ Mew Project:1 - LOYTEC L-Yis Konfigurator

Datei Bearbeiten Modell Firmware  Werbindung  Format  ‘Werkzeuge  Ansicht  Hilfe

IDEds:=0 (B8 == 5| =E@FF> 2|

5. The graphical design is now part of the project.

L-‘Web Project Mame In LIMK Project | On Device | L-Web Project RAM Size {Project) |
‘es, 28.02,2010 17:01 (5,32 kB) 57.17 kB

Note:

If the Configurator had been connected to the device, the graphical design would have
been added to the device in the same step.

9.2.3 Organize L-WEB Projects

L-WEB projects can be organized within the L-INX configuration project. L-WEB projects
can be part of the configuration project and/or stored on the device. For instance, the
configuration project may contain a number of L-WEB projects, but for saving space on the
device, only one of them is downloaded on the device. The L-WEB projects tab provides a
number of tools to organize a set of L-WEB projects.

To Organize L-WEB Projects
1. Connect to the device as described in Section 6.6.1.
2. Select the L-WEB Projects tab.

3. Click Detect Projects on Device. This scans for all projects found on the device.

L-web Project Mame  In LIMX Project | On Device L-\Web Project RAM Size (Project)|
‘es, 25.02.2010 17:01 (5.32 kB) 57.17 kB
Secand Project Yes, 28.02,2010 17:03 (5,31 kB)  Yes, 28.02.2010 16:03 (5,31 kB) 57,18 kB

Projects marked as a green Yes in the In LINX Project column are L-WEB projects,
which are part of the current L-INX configuration project. Projects marked as a green
Yes in the On Device column are L-WEB projects, which are also stored on the device.
A red No identifies the L-WEB project to be missing in the project or on the device,
respectively.

4. If you want to download an L-WEB project to the device, which is missing there, select
the project and click Download. After the download the project appears with a green
Yes in On Device.

L-web Project Mame | In LINY Project | On Device | L-Web Project RAM Size (Project) |
Mew Project Yes, 28.02,2010 17:06 (5.32 kB)  Yes, 28.02.2010 16:06 (5.32 k) S7.17 kB
Second Project Yes, 28,02,2010 17:07 (5,31 kB)  Yes, 28.02.2010 16:07 (5.31 k) S7.15 kB

5. If you want to remove a project from the device, click Remove in the LINX Device

box.

L-wWeb Project Mame | In LIM Project | On Device | L-web Project RAM Size (Project)
Mew Project Yes, 28.02,2010 17:06 (5.32 kB)  Yes, 25.02.2010 16:06 (5,32 kB) S57.17 kB

Secand Project Yes, 28.02,201017:03 (5,31 k8) Mo lsraake
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6. If you want to remove the project from the current L-INX project file, click Remove in
the L-WEB Projects on PC box.

L-Web Project Mame  In LINX Project | On Device | L-wWeb Project RAM Size (Project)
Mew Praject ‘s, 26,02,2010 17:06 (5,32 kB)  Yes, 25.02.2010 16:06 (5.32 kB)  57.17 kB

7. If you want to export the L-WEB project into a separate L-WEB project file, click
Export... and select a file name in the file requestor dialog.

8. If you want to import an L-WEB project from a separate L-WEB project file, click
Import... and select the file in the file requestor dialog. The L-WEB project appears in
the project but not on the device.

9.3 Using the OPC Bridge

9.3.1 Software Installation

The LOYTEC OPC Bridge software LOPC-BR800 is installed as a separate application on
a PC. A license for the LOYTEC OPC Bridge software must be purchased separately. With
one software license for the OPC Bridge, multiple L-INX devices can be accessed. With the
OPC Bridge software installed, each configured LOYTEC L-INX device appears as a
separate COM/DCOM server. The OPC Bridge software can be used with LOYTEC L-INX
OPC servers only. The bridge won’t connect to third-party OPC servers.

System requirements:

e Windows XP, Windows 2003 Server, Windows Vista, Windows 7, or Windows 2008
Server.

The OPC Bridge software is available on the LOYTEC Software CD or via download from
the LOYTEC Web site www.loytec.com. For installing the software, a registration code
must be purchased.

To Install the OPC Bridge

1. Double click on ‘lopc-br800 1 0 setup.exe’ and follow the installation steps.

2. When asked, type in the bridge’s registration code. Click Next.

3. Finalize all remaining installation steps by clicking Next and Finish.

When the installation is complete, the OPC Bridge software is available under Programs ->
LOYTEC OPC Bridge.

9.3.2 Configure the Bridge Locally

If the bridge software is installed on the same PC where the Configurator software is used to
configure the L-INX OPC server, the server information can be automatically made
available as a COM OPC server. This is done when the L-INX configuration is downloaded
into the device.

To Configure the Bridge Locally
1. Open the Configurator software and configure the device as described in Section 6.5.3.

2. In the Configurator menu go to Settings = Project settings .... This opens the project
settings dialog on the tab General as shown in Figure 182.
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[V OFPC Bridge: Automatically add downloaded device

Ltomatically struciure imported aalapolnts Tar razter TOAEINg

Figure 182: Enable bridge export in the project settings.

3. Putacheck mark on OPC bridge: Automatically add downloaded device.
4. Click OK.

5. Downloading the configuration also makes the OPC server on the device available as a
COM OPC server through the local bridge.

9.3.3 Export OPC Servers for another PC

If the bridge software is not installed locally on the same PC where the L-INX configuration

is created, it must be exported to make the OPC server information available. The exported

file can then be transferred to the OPC bridge.

To Export the Bridge Configuration

1. Open the Configurator.

2. Connect to the device, which shall be available in the bridge.

3. Select the menu File - Export to OPC Bridge Configuration....

4. In the OPC Bridge Device Properties dialog as shown in Figure 183, add information
which is not default, i.e., Min update rate, Wait time and Hold Time (see Section

9.3.6). If the operator user has a non-default password, enter the password.

5. Click Export to File.

0OPC Bridge Device Properties ﬂ

— COM Server Parameters

Server caption | LINX-100

Server name I LOYTEC, OPC. Server-192- 1658-24-92-50

CLSID I {46362F68-6925-4B92-8862-BE 1 D4CARFDL 7

—#ML Server Parameters

Server LURL I http:ff192,168.24,92:80/D4A

Proxy I

Lser name I operatar

Password I operatar

Min update rate I 3000 msec
“wait time I 10000 Msec
Hald time I 0 msec

Export to OPC Bridge | Export to File I Cancel

Figure 183: Bridge Export dialog.

9.3.4 Import OPC Servers Using the Configurator

When using OPC server information exported by the Configurator, the exported server
definition must be imported to the OPC bridge. This can also be done using the
Configurator software. The Configurator software must be installed on the same PC as the
OPC bridge for doing so.
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To Import a Server Definition

1.

2.

5.

6.

Open the Configurator software.
Select the menu File > Import OPC Bridge Configuration....

In the file requestor select the bridge configuration XML file, which has previously
been exported and click OK.

The OPC Bridge Device Properties dialog displays the imported bridge information.
Click Export to Bridge to add the respective COM server to the bridge.

Click Save.

9.3.5 Manually Configure Servers

The OPC bridge configuration can also be edited manually. The same procedure is also
applicable to verify imported OPC server definitions in the bridge software. After adding a
server definition in the bridge software, the device’s OPC server will be available as a COM
OPC server through the bridge.

To Configure a Server in the Bridge

1.

Start the OPC bridge from the Windows Start menu under Programs - LOYTEC OPC
Bridge > OPC Bridge manual Setup.

In the system tray, right-click on the bridge icon r

In the context menu select Register new Server.

About

Shukdawn

In the Register Server dialog click Add.

A new server entry is added. Enter the information on Server caption (this is
displayed), Server name (this is the COM object name), and the Server URL (the
URL of the LOYTEC device) as shown in Figure 184.
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@ Register Server =

COM Server parameter

Server caption  |LINX-100
Server name LOYTEC.OPC . Server-192-168-24-98-100

CLSID {B3685397-DOEE-4B0D-8DAD-213BDBBOBYBA}

ML Serer palallluim

Server URL hitp:ff192.168.24.20:80/DA L
Proxy

User name aperator

Passwaord [

Min update rate ISDDD msec
Waittime |1DDDD msec
Hald time ID msec

optonfle | asd | Detete | ok | canel

Figure 184: Register Server dialog in the bridge software.
Additionally, enter the “operator” as the User name and its Password on the device.
Enter the default timing parameters (min update rate 3 sec, wait time 10 sec, hold time
0). For information on the timing parameters refer to Section 9.3.6.

To test the connection to the device, press the button™.

Click OK.

9.3.6 Bridge Timing Parameters

The OPC bridge uses three timing parameters to operate on the OPC XML-DA side. The
defaults for those parameters are good for most cases. For specific use cases, however, they
might need to be adapted.

Minimum Update Rate: This parameter defines the rate at which the LOYTEC OPC
server will update its value caches. In general value changes could occur much more
frequently than the value caches are updated. Therefore, the minimum update rate
determines the granularity at which updates may be notified to the OPC client. If an
OPC client specifies an update rate less than this value for a group of subscribed data
points, the group will not be updated faster. If the group specifies a slower update rate,
however, the device will be polled less often. Lowering this parameter gives better
responsiveness to data changes but also increases the XML-DA traffic and impacts
overall performance. The recommended default is 3 seconds.

Wait Time: This parameter specifies how long the OPC bridge shall wait for value
updates before issuing the next polled refresh to the L-INX. This time can be higher
than the update rate because changes are notified within the wait time as soon as they
occur on the device. The recommended default is 10 seconds.

Hold Time: This parameter specifies that changes will be held back by the OPC server
for the given amount of time before they are notified to the client. Normally, changes in
the server are notified at the update rate’s granularity. In rare cases this can be used to
hold back changes beyond the update rate. The recommended default is 0.

9.4 Using Custom Web Pages

Custom Web pages can also be developed for the L-INX. For doing so, the applications
engineer must implement an OPC XML-DA Web service client, which adheres to the
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WSDL interface. This can be done in C++ or script languages such as Perl. The WSDL
must be obtained from the OPC Foundation’s Web site following the OPC XML-DA
namespace http://opcfoundation.org/webservices/xmlda/1.0/.

Any Web content, including scripts, applications or static Web pages can be stored directly
on the L-INX’s file system. Use the admin account to upload the content via FTP into the
directory

/var/www

For example, a page named ‘my_page.html’ put directly into ‘/var/www’ can be accessed
via ‘http://192.168.24.100/my_page.html’, given that the IP address is correct.
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10 M-Bus

10.1Introduction

The M-Bus (Meter-Bus) is a European standard (EN 13757-2, EN 13757-3) designed for
remote reading of meters. With its standardization as a galvanic interface for remote readout
of heat, water, and energy meters, this bus has become an important interface for automatic
meter reading applications with different vendor’s meters on the same cable.

The M-Bus is a serial bus, which is controlled by a single bus master. This master can
request data from several slave devices connected to the network. The data transmission
from master to slave is done by a modulation of the output voltage (36 V means a logical
‘1’, 24 V means logical ‘0’). During data transmission from slave to master the current is
modulated (1.5 mA represent the logical ‘1°, 11-20 mA represent a logical ‘0’). M-bus
devices can be powered over the bus. The number of devices which can be powered
depends on the M-Bus transceiver used.

10.2Hardware Installation

For using the M-Bus with the device an external M-bus interface with an RS-232 connector
is required. The external interface must be connected to the LOYTEC device either via the
serial connector or the extension port EXT. The M-Bus functionality must be enabled on the
device itself.

10.2.1 Console Connector

When using the serial console connector, the M-Bus interface is enabled on the device by
setting DIP-switch 7 to ON. This disables the console of the device and activates M-Bus
over the console connector. After the device is rebooted, the M-Bus is active on the device.
When rebooting the device with M-Bus activated and the console connected, a couple of
boot messages are displayed in the console, before the console is turned off.

If the console is needed again, set the DIP switch 7 to OFF and reboot the device. This is
required, if the firmware shall be updated over the serial port using the LSU tool.

When using the L-MBUS coupler, connect the L-MBUS to the device’s console connector
via a null-modem cable (female to female sub-D connector) as shown in Figure 185. On the
L-MBUS remove the jumper as indicated on the front label The null-modem cable must be
an 8-wire, single shielded, type AWG28 with the pin assignment according to Table 16.
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Terminal 1 Terminal 2

NNl ol Nl |lW[IN]|EF
N iofN|ljlO|F,|IN|IW| >

Table 16: Pin assignment for the L-MBUS null-modem cable

L-INX Automation Server il | -MBUS MBUS Interface

=0l - kK
T o
R

15-485 FT
iy ® ey BN —1
woser | 1w |oee BRI EXEIZC TN e EX)

o00|000
A Remove Jumper!

0S60S0

LINX-100
LINX-101
LINX-110
LINX-111
LINX-200
LINX-201
LINX-210 D-SUB9

LINX-211 Null-Modem Cable (Modem Conversion Cable), F/F
max. 1 m

Figure 185: Connecting L-MBUS over console connector.

10.2.2 Extension Port

Devices that do not have a serial console connector provide an extension port marked EXT
on the device as shown in Figure 186. Those devices need to use the L-MBUS converter.
On the L-MBUS set the jumper as indicated on the front label. Follow the cabling
instructions of Figure 186 between the EXT port of the L-INX and the PORTL on the
L-MBUS.
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L-MBUS MBUS Interface

Exi: Exxi=* N © mxi

A Set the Jumper!

LINX-12X
LINX-15X
LINX-22X

Connection to L-MBUS
EXT PORT1
GND — GND

B — TXD
A — RXD

Figure 186: Connecting L-MBUS over the extension port.

10.3M-Bus Network

The M-Bus network utilizes a two-wire connection. Several M-Bus slave devices are
connected in parallel to the transmission medium. Each M-bus device has a primary address
in the range from 0 to 250. This primary address must be unique for each device. Also a
secondary address can be used for the slave devices. The secondary addressing mode is
currently not supported by the LOYTEC device. The M-Bus network also supports two
kinds of broadcast messages. A broadcast to address 255 does not force the slaves to give a
response. A broadcast to address 254 forces an answer from the slave. This broadcast
message is mainly used for peer-to-peer connections.

The M-Bus allows the use of devices with different Baud rates of up to 9600 Baud. M-Bus
devices are not always able to fulfill the complete functional specification of the M-Bus
standard. For readout two different modes are known (some slave devices implement both):

e Adefault read usually reads all the data of a device.
e Aselective read selects the data points, which are to be read.
Some devices also support writing special data points.

Some M-Bus devices support a synchronized action. This means that when a device
receives such a synchronize command, it stores specific data points for later readout. This
way, specific information of even a larger number of devices can be read out in a
synchronized manner.

M-Bus supports network management functions such as changing the primary address of a
device, changing the Baud rate of a device, reading all data from a device as well as pinging
a device. It is therefore possible to scan M-Bus devices in an M-Bus network.

M-Bus data points are specified by a DIF/DIFE and VIF/VIFE combination. The DIF/DIFE
(data information field and data information field extension) specify storage number, tariff,
subunit as well as the data coding (BCD, int, etc.) and the function (min, max, etc.) of the
data point. The DIF/DIFE can be up to 11 bytes long (1 byte for the DIF and up to 10
extensions). The VIF/VIFE combination (value information field and value information
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field extension) specifies the type of the data point (e.g. energy count value) and how it is
presented (e.g., the value is given in “Wh”). Like the DIF/DIFE, the VIF/VIFE can consist
of one VIF and up to 10 VIF extensions. The Configurator allows the configuration by
either entering the DIF/DIFE combination or by specifying the appropriate numbers.

10.4Web Interface

This section describes the Web interface for the M-Bus port.

10.4.1 Configuration

A configuration of the M-Bus port is not necessary, as no parameters are required for the
M-Bus.

10.4.2 Data Points

M-Bus data points can be accessed through the Web Ul as described in Section 4.2.19.

10.4.3 Statistics

Figure 187 shows a typical output of the statistics information which can be displayed for
the M-Bus port.

WLOYTEC

6 [ Update M-Bus statistics ” Clear M-Bus statistics ]
—
Device Info = -
eneral M-Bus Statistics
c G | M-Bus Statisti
Conﬁg 8 Statistics cleared 2009-08-13 17:37:09
Rx bytes 32802
ieti —
ik Q Tx hytes 3835
© T total 506
= Lk
—_ X errors 0
-
v Tx no response 23
% Tx dropped 0
o) Tx repetitions 45
g Tx successful B0B
45 Devices online 13
— Devices offline 1]
Devices Defect 0

Erotocol Analyzer

Figure 187: Statistics of the M-Bus port.

The following information is available:

Rx bytes: number of bytes received

Tx bytes: number of bytes sent

Tx total: total number of transmissions

Tx errors: number of errors during a transmission

Tx no response: number of transmissions without a response

Tx dropped: number of dropped transmissions (in case of an error, device responses or
transmissions can be dropped)

Tx repetitions: number repeated messages

Tx successful: number of successful transmissions
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e Devices online: number of devices which are currently online

10.4.4 M-Bus Protocol Analyzer

By activating the link Protocol Analyzer (available in the M-Bus statistics tab), the protocol
analyzer page is shown as displayed in Figure 188.

(DLOYTEC

LINX-101
Logged in as
guest

[ Stop Protocol Analyzer ] [ Refresh | Status: Running

Device Info
Protocol analyzer log is empty.

Config

Statistics

networks under control

Figure 188: M-Bus protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values.

10.5Configurator

This section describes how to use the Configurator software for the management of M-Bus
data points. For further information on the Configurator software refer to Chapter 6.

10.5.1 Activating M-Bus Configuration

Before a new M-Bus configuration can be managed, the M-Bus option must be enabled.
The project settings are described in detail in Section 6.3.

To Activate the M-Bus Configuration

1. Open the project settings dialog.
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2. Inthe Device Configuration tab enable the M-Bus check box.
3. Press the OK button.

Project Settings

General | Datapaint Maming Rules | CEA703 | cEA709 45T Device Configuration |

- System
. Device To activate M-Buz in the device the DIP switch 7 must be ON.
- Date/ Time

- Earth Position
- C3Y delimiter

- E-Mail

)-Part configuration
E-Port 1

Disable

[=-Part 2

./ Disable

[ Modbus RS-485
[=- Serial

Console

=

Important: If the M-Bus Port is deactivated via the checkbox or a firmware or model version is
chosen, which does not support M-Bus, the complete M-Bus configuration is deleted. In
this case a dialog is displayed, which has to be confirmed.

10.5.2 Data Point Manager for M-Bus

The Configurator uses a central concept to manage data points. The data point manager is
used to select, create, edit and delete data points. The dialog is divided into three sections:

e The folder list (Figure 189)
e The data point list (Figure 190),

e And a property view.

| Datapoint Configuration
-1 | Imported
-{__| BACnet EDE File {0 Items)

_| M-Bus Metwork Scan
| Device Templates

_| Datapoints (0 Thems)
| Calendar (0 Items)
! scheduler (0 Items)
| Alarm {0 Ttems)
| Trend {0 Trems)
Skatistics {0 Items)

M-Bus Port
_ | Datapoints (5 Thems)

B E-Mai Configuration {0 Thems)
ﬁ Math Object Canfiguration (0 Tkems)
: ﬁ Alarm Log Object Configuration {0 Tkems)

Figure 189: Data Point Manager Dialog with M-Bus folder list
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|N0&| QpC |Directi0n | &

) __‘_-.||:||Datapoint Marme M-Bus Counter Type |St0rage |TariFF |Subunit |Functi0n |Device Address|ID |

19
20
22
23
24
25
26
27

a0

IR ISISIRIR SRR

10.5.3 Folder List

1055
1056

Electricity _JAN_4_Cperating Timel  Operating Time i} i} instval

Electricity _JAM_4_Operating Time2  Operating Time i} i} instval

Electricity _JAMN_4_Operating Time3 Dperating Time

Electricity _JAM_4_Operating Time4  Operating Time instyal

1] 1]

Electricity _JAN_4_Operating TimeS  Operating Time i} i} instyal

Electricity _JAM_4_Operating Timeé  Operating Time 1] 1] instyal

Electricity _JAM_4_Current Current 1] 1] instyal

Electricity _JAN_4_Power Pawer i} i} instial
1] 1]

instyal

IR = T - ERREN)
RN S N - S
—
=]

o]
fra]

Electricity _JAM_4_Powerl Power

Figure 190: Datapoint Manager Dialog with M-Bus Data Point List.

At the left is a list of folders which is used to sort the available data objects by their
category. There are a number of predefined M-Bus folders available. All other folders are
described in section 6.2.1:

Imported: This folder has a number of sub-folders for different import methods:

o M-Bus Network Scan: This folder holds data points scanned online from an
attached M-Bus network. When scanning an M-Bus device, a subfolder is
created under M-Bus Network Scan. The name of this subfolder is generated
automatically from the information of the scanned device. Additionally under
the device sub-folder a data point folder is created.

Device Templates: This folder contains created data point templates for the different
technologies.

o M-Bus Device Templates: This folder contains a sub-folder for each device,
which is imported from an M-Bus device template. This device folder also
contains a sub-folder with the data points specified in the template. Data
points can be added to the folder. Additionally suitable data objects can be
created for the use on the device by selecting the Use on Device option.

Filter templates: This folder contains filter templates for scanned M-Bus devices

o M-Bus: This folder contains a folder with data points for each created filter
template.

LINX-XXX: This is the device folder (see Section 6.2.1). For M-Bus an additional
port folder exists:

o M-Bus Port: This folder contains the remote M-Bus data points, which are
used on the device.

10.5.4 Network Port Folders

The M-Bus network port folder on the device has the same structure of sub-folders as the
other network port folders in Section 6.2.2. Currently only the Datapoints folder exists for
the M-Bus network port.

10.5.5 M-Bus Properties

Apart from the common data point properties discussed in Section 6.2.4 the data points of
the M-Bus technology have additional properties:

Storage Number: This property defines the M-Bus storage number of the data point.
This number can also be specified by the manufacturer using a DIF/DIFE combination.

Tariff: This property defines the tariff of the M-Bus data point. This number can also
be specified by the manufacturer using a DIF/DIFE combination.

Subunit: This property defines the subunit of the M-Bus data point. This number can
also be specified by the manufacturer using a DIF/DIFE combination.
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e Function Field: This property defines the function field of the M-Bus data point.
Possible values for this property are instantaneous value, maximum value, minimum
value and value during error state. This number can also be specified by the
manufacturer using a DIF/DIFE combination.

e Data Coding: This property defines how the value for this data point is coded. The
information is not relevant for input data points but it is mandatory for output data
points. Possible values for this property are instantaneous value, maximum value,
minimum value and value during error state. This number can also be specified by the
manufacturer using a DIF/DIFE combination.

e VIF/VIFE: The VIF and VIFE (Value Information Field and VIF Extension) specify
the counter type and its scaling. When the most significant bit of a VIF or VIFE is set,
another VIFE follows. Up to ten VIFEs can be specified. When this combination is
entered, also the M-Bus counter type and the unit are updated according to the
VIF/VIFE combination.

e M-Bus Counter type: This information is derived from VIF/VIFE. It informs about
the type of the data point value (e.g. Energy counter value or operating time).

e M-Bus Device Name: This property shows the name of the M-Bus device the remote
data point is connected to.

e M-Bus Device Address: This property shows the address name of the M-Bus device
the remote data point is connected to.

e M-Bus Pollgroup: Each M-Bus input data point is attached to a poll group. If more
than one poll group is available, the poll group can be selected. This property is not
shown for output data points.

10.5.6 M-Bus Device Capabilities

Communication to an M-Bus device can be configured with a number of options to match
the target device’s capabilities. Some of them are important to treat special behavior of
certain M-Bus devices on the market. In principle, the device capabilities specify, what kind
of M-Bus read requests the device is able to process and which other preconditions apply.

o Default Read: If nothing else is specified, the default read method is used. Default read
usually means that the M-Bus device transfers all available data during a read
operation.

e Selective Read: Selective read means that the particular data point to be read can be
selected during the read request. If the device is able to perform such a request, the
selective read method should be chosen as it saves bandwidth.

o Send NKE before default read: If this option is enabled, an NKE message is sent to
the device before sending the default read request. This reinitializes the M-Bus device.
Devices which send multi-telegram messages start with their first telegram in the next
read request; it is advised to set this option for these devices. Please note that some
devices perform a complete device reset when they receive an NKE message. In this
case the read request may fail. Please refer to the manufacturer’s manual of the M-Bus
device for more information.

e Send application reset before default read: If this option is enabled, an application
reset is sent to the device before sending the default read. Please refer to the
manufacturer’s manual of the M-Bus device for detailed information.

e Ignore multi-telegram message: This flag only has an impact on reading M-Bus
devices, which send multi-telegram messages. In this case, the transfer is aborted after
the reception of the first telegram. It is advised to also set the Send NKE before
default read when setting this flag.
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10.6 M-Bus Workflow

This section discusses the workflows for setting up an M-Bus environment. The network
can either be set up online using the network scan function or also offline by either setting
up the devices and data points manually or by using M-Bus device templates. The change of
primary addresses and Baud rates can only be done online.

10.6.1 Offline Engineering

This section describes how an M-Bus network can be set up without using the M-Bus
network. Figure 191 shows the workflow. First, the M-Bus devices, address and Baud rates
of the M-Bus devices must be configured for example by following the device manu-
facturer’s guidelines (see Section 10.7.3). Afterwards the devices and data points are
configured in the Configurator either configured manually (see Section 10.7.4) or by using
M-Bus device templates (see Section 10.7.5). Also mixing the two methods is possible.
When using the device templates also data points can be added manually. The configuration
is then downloaded to the device and the device is rebooted (see Section 6.6.4).

START

Configure addresses and Baud rates of the M-Bus devices
Section 10.7.3

M-Bus Data Points Import M-Bus Device Templates
Section 10.7.4 Section 10.7.5
Download Configuration to device
Section 6.6.4

DONE

Figure 191: Workflow for offline engineering.

10.6.2 Online Engineering

This section describes how the M-Bus network is set up when the network can be accessed.
Figure 192 shows the workflow. If necessary the addresses and Baud rates the M-Bus
devices are using can be configured using the Configurator (see Section 10.7.3). The
devices and data points can then be configured by scanning the connected devices (see
Section 10.7.2), manual configuration (see Section 10.7.4) or also by using the M-Bus
device templates (see Section 10.7.5). The configuration is then downloaded to the device
and the device is rebooted (see Section 6.6.4).
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START

VI-Bus devices already configured
in the network?

no

Configure M-Bus devices (change

baudrate, change address)
yes Section 10.7.3
I
Y v
Manually Configure M'-Bus devices and Scan M-Bus devices and data points Import M-Bus device templates
data points Section 10.7.2 Section 10.7.5
Section 10.7.4 -l 7.

A

Download Configuration to device
Section 6.6.4

DONE

Figure 192: Workflow for online engineering.

10.7Using the Configurator for M-Bus

10.7.1 Automatic Naming

Operations which automatically generate M-Bus data points or allocate M-Bus devices use
auto naming. Automatic naming is also used, when a device is applied and no device name
is specified.

The automatic device name is concatenated from the device medium (e.g. Electricity), the 3
character M-Bus manufacturer code and the address. For example the device could be
automatically named “Electricity LOY_7”. If a name is specified, the device name of the
applied device is concatenated the address, e.g., “Device_7”.

The automatic data point name is concatenated from the device name the data point is
related with and the type of the data point. For example if a data point is an energy counter
value in the device “Electricity LOY_7”, the name “Electricity LOY_7_Energy” is
created.

10.7.2 Scanning the M-Bus Network

The Configurator software can connect to the device and perform an M-Bus network scan.
The network scan searches for connected M-Bus devices and data points on those devices.
The device scan goes through each address on the M-Bus network using the specified Baud
rates. When scanning for a device the M-Bus scanner starts with the highest specified Baud
rate. If the device is found, it is added to the device list, if not, the scan tries to find the
device address with the next lower Baud rate and so on.

The M-Bus scan can only scan for input data points. Output data points can be created
manually or imported via a device template.

To Scan for Devices

1. Connect to the device via FTP as described in section 6.6.1.
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Right click on the Folder M-Bus Network Scan and select Scan M-Bus Network.
This opens the M-Bus Network Scan Dialog shown in Figure 193.

M-Bus Network Scan =
Device Mame | Device Address | (o} | Skatus | Data | Datapoints | Template |
—M-Bus Transmission Settings———— | [ Baudrate Settings
% Use Secondary Addressing [~ 200 Baud
" Use Primary Addressing [+ 2400 Baud Controls ———————————————
[~ 9600 Baud T
—Advanced Settings art evice atan
™| Send WKE befiore scan - Aot Device Sean |
™| Send application reset befare scan 3can Progress
™ Ignore multi telegram message | o oram Device Data |
Idle
Close |

Figure 193: M-Bus Network Scan dialog.

In M-Bus Transmission Settings choose the address scanning mode. The default is
secondary address scanning. This prevents problems with duplicate primary addresses
of previously uninstalled M-Bus devices.

Select all applicable Baud rates for the device scan.

Baudrate Settings
™ 300 Baud

¥ 2400 Baud
™ 9600 Baud

Important:

Selecting 300 Baud results in a very slow scan. Aborting the scan is possible using the
Abort Device Scan button

Start the scan by pressing the Start Device Scan button. The progress bar shows the
progress of the scan. Under the progress bar, a text displays, which device is currently
scanned. When a device is found, it is displayed in the device list. The name of the
device is automatically created as described in section 10.7.1.

The scan can be aborted by selecting the Abort Device Scan button.

When the device scan is finished (either aborted or ended), the devices can be selected
for a data scan. Also multi-select is possible.

Select the devices which have to be scanned for data points and press the Scan Device
Data button. This scans all data points of the selected devices. For every device a
folder with the name of the device is created under the M-Bus Network Scan folder.
The data points found are placed in the Datapoints folder of the appropriate devices.

To Use Datapoints from a Scan

Go to the Datapoints folder of the device of the M-Bus scan.

Select the desired data points, also multi-select is possible.
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3.

Either press on the Use on Device button ﬂ or right-click and select Use on Device.
The selected data points are now available in the Datapoints subfolder of the M-Bus
Port folder.

To Create Filter Templates from a Network Scan

1.

2.

Go to the Datapoints folder of the device of the M-Bus scan.

Select the desired data points, you wish to create a template from, also multi-select is
possible.

Right click on one of the selected data points and select Use as Template. This creates
a folder, containing the selected data points.

To Use data points from a Scan using Filter Templates

1.

4,

Right click on the folder M-Bus Network Scan and select either Use on device and
apply single M-Bus filter templates or select Use on device an apply all M-Bus
filter templates. When all filter templates are applied, all matching data points from
the scan are used on the M-Bus port of the device.

When Use on device and apply single M-Bus filter templates is selected, the
following dialog is opened:

x|
|Electricity_NzR_S =l
Mumber of matching datapoints: I 3

Cancel | oK |

The drop down box shows all available M-Bus filter templates. As additional
information, when a filter template is chosen, the number of data points is displayed,
which match the template.

Select OK to use the data points on the device.

10.7.3 Network Management Functions

This section describes how the M-Bus network management functions can be used. It
describes adding and removing M-Bus devices as well as changing the Baud rate or the
primary address. The tasks can be performed offline as well as online.

The Network Management dialog shown in Figure 194 shows a list of devices. Devices
which have been scanned using a network scan have the status online, devices which have
been created manually or using device templates have the status offline. If a device which is
online also has been scanned for device data, a green checkmark is displayed in the Data
column.

To Start the M-Bus Network Management Dialog

1.

2.

Connect to the device via FTP as described in section 6.6.1.

Select the M-Bus dialog by clicking on the M-Bus button
o2 o | 5[]

in the tool bar of the Datapoints tab. The M-Bus Management dialog opens, showing
the Network Management tab displayed in Figure 194.
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Hetwark Management |Pollgr0ups I Protocal Analyzer I
Dewvice Liskt i~ Device Properties
Device Mame | Device Address | (o} | Status | Data |Datap0ints Template Device hame I
Heat_REL_1 1 offline 3 1] Device Address I I [0...250]
Other_REL_Z 2 offline 3 1] .
Device Baud rate Iﬁ
Sican Device Infarmation |
r~ Optional Device Information
Manufacturer ID I
Wersion l— [0...255]
Medium IOther j
IMadel Mame |
—~M-Bus Transmission Settings ~ Device Capabilities
* Use Secondary Addressing " Defaul Read
™ Use Primary Addressing ™ selective Read
™ send NKE before default read
—Metwork Scan ™ send application reset before default read
™ Ignore multi telegram message
= | Send WKE befare scan
™| Send application reset before scan —Controls
r Ignore multi telegram message Create Device | Create From Template |
I™ 300 Baud m Remove Device | Create with DE |
[ 2400 Baud ; |
Abork Device Scan
I™" 9600 Baud Update Device | Expart Device Template |
Scan Device Mata |
Cleanup unused devices |
Progress
0%
Figure 194: M-Bus network management dialog.

To Add an M-Bus Device Manually Without Scanning

1. Fill in the Device Address and select a Device Baudrate from the drop down box.

2. A Device Name can be specified. If more devices with the same properties have to be
created using subsequent addresses, the end address can be specified in the input field
on the right hand side of the Device Address field.

Device Address I? E [0... 255]

3. The device capabilities specify, what kind of M-Bus read requests the device is able to
process. If nothing is specified here, Default Read is used. For other options please
refer to Section 10.5.6.

4. The optional device information just represents manufacturer details and model details.
This information is used in two cases:

a. The device name is not specified — in this case a device name is automatically
created from the optional device information. The name is concatenated to
MAN_Medium_address, where MAN is the 3 character manufacturer code,
Medium is the M-Bus medium (e.g. “Heat”) and address is the specified
address.
b. Device templates can be created from the M-Bus devices. The device
templates store the device information in order to identify a device.
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7.

Click on the Create Device button. This creates the M-Bus device and adds it to the
device list on the left hand side of the dialog.

When a device is selected the device information is displayed in the appropriate fields
on the right hand side of the dialog. The information can be changed in the fields. Press
the Update Device button to store the changes.

If a device has to be deleted select the device and press the Remove Device button.

To Add an M-Bus Device Manually Using the Scan Device Information

1.

2.

5.

6.

Enter the address of the device which has to be scanned.

Press the Scan Device Information button. If the device is found in the network, the
device properties are filled.

Enter a name for the M-Bus device in the Device Name field. If no name is specified
the name is created automatically as described in section 10.7.1 from the M-Bus data
the device sends back.

Enter a device address in the Device Address field. If more devices with the same

properties have to be created using subsequent addresses, the end address can be
specified in the input field on the right hand side of the Device Address field.

Device Address I? E [O0...255]

Select a device Baud rate from the combo box.

Press the Create Device Button to add the number of devices.

To Add an M-Bus Device Manually Using a Template

1.

Enter a name for the M-Bus device in the Device Name field. If no name is specified
the name is created automatically as described in section 10.7.1 from the M-Bus data
the device sends back.

Enter a device address in the Device Address field. If more devices with the same
properties have to be created using subsequent addresses the end address can be
specified in the input field on the right hand side of the Device Address field.

Device Address I? E [O0...255]

Click on the Create From Template button. This opens the Import M-Bus Device
Template dialog shown in Figure 195.
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Import M-Bus Devic =l

—Import M-Bus Template

Template File I |

Creatar

Creation Date & Time

Company MName

‘Wersion

Manufacturer Code

_WH

Device Model Mame

Cancel | Import

Figure 195: Import M-Bus Device dialog.

4. Press the =] button and select a template file from the Open dialog.
5. After selecting the file, the device information is displayed.

6. Press Import for importing the template or Cancel for closing the dialog without any
changes.

7. When a template is imported, a folder with the name of the device is created. Under
this folder a Datapoints folder containing the data points from the template file is
created.

Tip:

Data points can be added to the data points of the template by right-clicking in the data
point list and selecting New Datapoint.

When you want to create one or more device instance together with its data points, use
the button Create with DP instead of the button Create From Template. This creates the
device instance, all the data points from the template can be found in the M-Bus Port’s
data points folder.

To Remove an M-Bus Device

1. Select the device which has to be removed, also multi-select is possible.

2. Press the Remove Device button. If the device already has data points, these data
points have to be deleted before the remove can be performed.

To Change the Properties of an M-Bus Device

1. Select the device. This shows the device properties.

Device Properties
Device Mame I Electricity_JaN_4

Device Address I 4

Device Baudrate |24DD i l

2. Update the field Device Address or select another Baud rate in the combo box.
3. Press the button Update Device.

4. If adevice address is specified, which already exists, a failure message is displayed.
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To Scan Devices Using the M-Bus Network Management Dialog

1.

Select the Baud rate for the device scan. For more information on scanning the M-Bus
network refer to Section 10.7.2.

Start the scan by pressing the Scan for Devices button.

When the device scan is finished, the devices can be selected for a data scan. Also
multi-select is possible.

Select the devices which have to be scanned for data points and press the Scan Device
Data button. This scans all data points of the selected devices. For every device a
folder with the name of the device is created under the M-Bus Network Scan folder.
The data points found are placed in the Datapoints folder of the appropriate devices.

Important:

If a device, which is scanned, is already in the device list, the existing device can either be
overwritten; deleting all previously scanned data points of the existing device or the
scanned device can be discarded. A dialog is displayed for this decision.

10.7.4 Manual Configuration of Data Points

It is possible to manually configure M-Bus data points. Manual configuration is done by
specifying all information, the M-Bus device manufacturer provides.

To Manually Create an M-Bus Data Point
1.
2.

3.

Click on the M-Bus port Datapoints folder.

Right click in the data point list view and select New Datapoint in the context menu.

This opens the Create New M-Bus Datapoint dialog shown in Figure 196.

Create M-Bus Object

Device Mame

| Device Address |Status

| Data

| Datapoinks

Template

Other_REL_Z
Heat_REL_1
Electricity _MZR_5_1
“Waker _INV_&
Electricity _JAN_4
\Waker _SEM_7

2

RV - AT

orline
orline
orline
orline
orline
orline

o

LR BE BLN

1}

o o o oo

—Datapoint Properties

Dakapoint Mame I
Object Type IAnang Input 'l
%' Enter Storage Mumber, Tariff, etc...

" Enter DIF/DIFE

Starage Mumber IU—
Tariff ID [0... 255]
Subunit IU— [O...255]
Function Field Iinst\n'al 'l
Data Coding Im
DIF Lisk I [FD:80:..]
WIF List | [FC:&0:..]
Paollgraup IDeFauIt Pollgraup 'l

Edit M-Bus Devices | Create |

Close |

Figure 196: Create M-Bus Object dialog.

If the M-Bus device which provides the data point is not in the list, it has to be created.
In this case open the Network Management dialog by clicking the Edit M-Bus Devices

button.

Create the device in the Network Management dialog and close the dialog.
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6. Select the device which provides the M-Bus data point.

7. The data point properties are entered in the group Datapoint Properties as shown in
Figure 196.

8. Enter a data point name. If no name is entered, the data point is named as described in
section 10.7.1.

Datapoint Mame I

9. At the moment only analog M-Bus data points are supported. Select if the data point is

an analog input or output. For analog inputs no M-Bus data coding can be specified.
Ohject Type IAnang Input 'l

10. Select if the data point shall be specified by providing the numbers for Storage number,
tariff, subunit, function field and data coding or if the information configured using the
DIF/DIFE list.

% Enter Storagenumber, tariff, etc...
" Enter DIF/DIFE
For reference, if one piece of information is entered, the other one is derived from the
specified data. Enter the data point information.
Storage Number ID
Tariff |0 [0...255]
Subunit |0 [0...255]
Function Field lm
Data Coding Iint24 'l
DIF List | [FOuE0:..]
If the DIF list is entered, the dialog expects hexadecimal numbers. As soon as the
information is entered the other fields are updated.

11. Enter the VIF/VIFE list. This list specifies the M-Bus counter type, and unit of the data

point. Also this field has to be specified using hexadecimal numbers.
YIF Lisk | [FD:E0:..]

12. Usually data points are added to a default poll group. If the data point has to be
member of another poll group than default, the poll group can be selected using the
drop down box.

Pollgraup IDeFauIt Pollgraup 'l

In the drop down box the previously specified poll groups are shown. If no poll group
is configured only the default poll group is displayed. Refer to section 10.7.7 for more
information on poll groups.

13. Press the Create button to create the M-Bus data point

Tip: After creating a data point, the poll group can be changed in the data points property

view. Also multi-select can be used.
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10.7.5 Importing via Device Templates

For some M-Bus devices special templates are available which specify all available data
points of an M-Bus device as well as the device properties. Such templates can be imported
into the configuration.

To import an M-Bus Device Template

1. Right click on the Folder M-Bus Device Templates and select Import device
template from the context menu.

2. This opens the Import M-Bus Device Template dialog shown in Figure 197.

Import M-Bus Dev 1[

r—Import 1M-Bus Template

Template File | |

Creatar

—
Creation Date&Tme [
|
—
—
|

Compary Mame

‘Wersion

Manufacturer Code

Device Model Mame

Cancel | Irpork |

Figure 197: Import M-Bus Device Template dialog.

3. Press the -l button and select a template file from the Open dialog.
4. After selecting the file, the device information is displayed.

5. Press Import for importing the template or Cancel for closing the dialog without any
changes.

6. When a template is imported, a folder with the name of the device is created. Under
this folder a Datapoints folder containing the data points from the template file is
created.

Tip:

Data points can be added to the data points of the template by right clicking in the data
point list and selecting New Datapoint.

Importing a device template from the folder list does not create a device instance. Device
instances can only be created using the import in the Network Management Dialog.

To Use Imported Data Points

Using imported data points is a little different to the use of scanned data points. For a
scanned device a device instance already exists — the important information address and
Baud rate — devices imported from templates do not have an address or Baud rate.

1. Go to the Datapoints folder of the device of the M-Bus Templates.

2. Select the desired data points, also multi-select is possible.
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3. Either press on the Use on Device button ﬂ or right-click and select Use on Device.
This opens the M-Bus Configure Device For Use dialog shown in Figure 198.

Choose M-Bus Deyice Instance ﬂ

- Device Template Properties Campatible Device Instances

Manufacturer ID IREL Device Marne Device Address |Status |Data |Datap0ints Templake |

Version |65 Heat_REL_1 1 online x a
Medium IHeat 'l
Model Name I

™ Default Read
™| selective Read

Edit M-Bus Devices |

Use On Device Cancel

Figure 198: Use on Device dialog.

4. The device list displays all devices which have the same Manufacturer ID, version
number and Medium. If no device instance matches the device template, create one by
entering the network management dialog. The dialog can be entered by pressing the
Edit M-Bus Devices button. In the management dialog, the device instance can be
either created manually (take care of entering the correct Manufacturer ID, Version and
Medium) or by simply importing the template again.

5. Select one or more device instances from the list and press the Use On Device button.
This creates for each selected data point and each selected device one data point in the
M-Bus Port’s data point list.

10.7.6 Creating Device Templates

M-Bus device templates can be created from a data point configuration. In fact, it is only
possible to create a device template using an existing device or an existing device template
with data points. This device and its data points can either be configured manually, by a
scan or also imported from a device template itself.

To Create an M-Bus Device Template Using Devices

1. Select the M-Bus dialog by clicking on the M-Bus button
g | % [E] w

in the tool bar of the Datapoints tab. This opens the Network Management dialog as
displayed in Figure 199.
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Hetwark Management |Pollgr0ups I Protocal Analyzer I

i~ Device Properties

Dewice List
Device Mame Device Address (s} Status | Data | Datapoints | Template
Other_REL_Z 2 offline 3 o

—~M-Bus Transmission Settings

™ Use Primary Addressing

' Use Secondary Addressing

Device Name IHeat_REL_l
Device Address I 1 I [o... 250]
Device Baud rate |24DD 'l

Stcan Device Infarmation |

r~ Optional Device Information

Manufackurer 10 I
Wersion I i}

Medium IOther j

[0... 255]

Model Narne |

i~ Device Capabilities
[ Defaul Read
" selective Read

[™ Send MNKE before defaulk read
™ send application reset before default read

~MNebwark Scan

™| SendMKE before scan

[~ 300Baud
¥ 2400 Baud
[~ 9600 Baud

Progress

™| Send application reset before scan
™ Ignore multi telegram message

Stcan fior Devices |
Abork Device Sean |
Scan Device Data |

™ Igriore multi telegram message

r~ Controls

Create Device | Create From Template |

Remaove Device | Create with DF |

| Export Device Template |

Cleanup unused devices |

Update Device

0%

Figure 199: M-Bus Network Management dialog.

2. The device list shows all devices of the current configuration. Select a device.

3. Press the Export Device Template button. This opens the M-Bus Export Template

dialog.

x|

Template Properties

Template File I

Creatar I

Comparry Name |

‘ersion I

Cancel

| Export |

4. Press the - button and select a template file from the Save dialog.

5. Enter the Creator, Company Name and Version for the template. This information is
stored in the template file, when importing the template file the information is displayed

after selecting the file.

6. Press the Export button.

To Create an M-Bus Device Template File Using a Device Template

1. Right-click on the folder of the device template that has to be exported or its data point
folder and select Export Device Template... from the context menu.
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2. Proceed as described above to export the template in the Export M-Bus Device
Template dialog.

10.7.7 Poll Groups

In an M-Bus network, the master has to poll the slave devices. Input data points are
therefore attached to a poll group. If nothing else is specified, the default poll group is used
for input data points. The default poll group has a poll cycle of 60 seconds.

Three different types of poll groups can be specified:

e Time-based: The poll group is triggered on a time base. This means that after a
specific time — the poll cycle — the poll group is processed.

e Trigger-based: The poll group is triggered on a special trigger data point. As soon
as the trigger condition is met, the poll group is processed.

e Trigger-based with synchronization: This type is similar to the trigger-based. The
difference is that when the trigger condition is met, a broadcast synchronization
message is sent over the M-Bus. This causes the devices which are able to perform
a sync operation to store special data points for later reading. After the broadcast is
sent, the poll group is processed.

Tip: If an M-Bus device is only able to process default read requests, it is advisable to attach all
data points of this device to the same poll group (this increases the performance).

The poll group a data point is attached to can be changed in the properties view of the data
points. The poll group can also be changed for multiple data points using multi-select.
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To Create a Time-Based M-Bus Poll Group

1. Select the M-Bus dialog by clicking on the M-Bus button

ZE e CER M- Moo
e e | o | 0% | BUS

in the tool bar of the Datapoints tab. The M-Bus Management dialog opens.

2. Open the Pollgroups tab. This shows the dialog displayed in Figure 200.

Metwork Management  Pollgroups |Pr0t0c0| Analyzer I

Pollgroups

—Properties

MNarne

Default Pallgroup

Triggers

Pollcycle FPollgroup Mame I Deefault Pollgroup

Pollcycle [s] | 60

Pollgroup Mode ITime-based j

Hold time [ms] ID
‘Wait time [ms] ID

™| Delayed response

Delete Selected | Update Selected I

Group Enable | Disable Datapoint

Create Mew |

Remove |

Conditions

Drakapoink

Type | Condition

Enabled Conditions

add. .. Remaye

Figure 200: Pollgroup Management dialog.

3. The default poll group is selected and its properties are displayed. Enter the name of
the new poll group and enter the poll cycle in seconds. Make sure that under Pollgroup
Mode Time-based is selected.

4. Press the Save button to store the poll group and continue editing.

5. If a poll group needs to be updated or deleted, select the poll group edit the data and

press the Update Selected or Delete Selected button.

6. Press the Close button to finish editing. When the poll groups have not been saved, a
dialog asks whether the changes have to be saved or not.

To Create a Trigger-Based M-Bus Poll Group

1. Select the M-Bus dialog by clicking on the M-Bus button

Zi, mw CER M- oD
B e | by | 705 | BUZ
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9.

in the tool bar of the Datapoints tab.

In the M-Bus Management dialog, open the Pollgroups tab. This displays the poll
groups management tab displayed in Figure 200.

Enter a new poll group name and select Trigger-based or Trigger-based with
synchronization.

Create the poll group by pressing the Create New button.

Select the new poll group. This enables the Add... and Remove buttons from the
triggers.

Press the Add... button and select a trigger data point. This can for example be a
binary user register.

The selected trigger data point appears in the trigger list as shown:

Triggers

Dakapoink Type Candition

Triggerdatapoint_Read Value Update -

Select the trigger from the list and check the desired trigger conditions.

Conditions

Enabled Conditions |

I_ True {1= 0}
I_ False (== 0}
I_ Irwealid

[T offine

The trigger conditions are then displayed in the trigger list.

Triggers

Datapoint Type Condition

Triggerdatapoint_Read Walue Update  True (1= 0),False (== 0}

10. Press the Close button to leave the dialog.

10.7.8 Trending Synchronized Meter Data

The use of trigger-based poll groups with synchronization allows trending synchronized
meter data. A trigger data point triggers a synchronization message over the M-Bus
network. The M-Bus meters which are able to perform the synchronization action store the
meter values. These values are read out afterwards.

To Trend Synchronized Meter Data

1.

2.

3.

Create a binary trigger data point.
Create a trigger-based poll group with synchronization.

Create a trend log as described in Section 6.14. Set the Trend Mode to Change of
Value (COV) and add all required data points.
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10.7.9 M-Bus Protocol Analyzer

When connected to a device a protocol analyzer is available for the M-Bus port. The
protocol analyzer can be found in the M-Bus Management dialog. Figure 201 shows the
dialog for the M-bus protocol analyzer.

The status on the right hand side of the dialog shows, if the device is connected or if the
protocol analyzer is stopped or started. When connected to a device, the protocol analyzer
can be started by pressing the Start Protocol button. This starts the protocol analyzer in the
device. Every time a transmission is made on the M-Bus port, the transmission is displayed
in the list. Additionally the protocol data is stored in the device in a rotating log file. The
protocol log can hold up to 40 kB of protocol data. So also when the Configurator was not
running for an interesting time, the protocol data can be loaded from the device using the
Load From Device button. The protocol data can be stored as CSV file using the Save
button, with the Clear button, the shown protocol is deleted.

Netwark Management: | Pollgroups ~ Protocal Analyzer |

Start Prokocal

| Stop Pratacol | Load From Device Save Clear Status: Log stopped

Timeskamp | Dir, Frame Type | Starkl Lengthl

LengthZ | Startz C Field Address I Field Checksum | Stop Payload

Figure 201: M-Bus protocol analyzer.

Figure 202 shows a typical protocol analyzer output for the M-Bus port. It shows the
following information:

e Seq.: sequence number, which is automatically created in the device. This number
is unique for one port.

e Timestamp: transmission time.

e Frame Type: M-Bus frame type (Short Frame, Control Frame Long Frame, E5 —
in this case, no other data follows).

e Dir.: direction. Either SND (send) or RCV (receive).
e Startl, Start2: Start byte (must be equal).

e Lengthl, Length2: Frame length according to the M-Bus standard (must be
equal).

e C Field: Control field.

e Address: M-Bus address.

e ClI Field: Control information field.
e  Checksum: Checksum of the frame.
e  Stop: Stop byte.

e Payload: Payload in hexadecimal numbers (this column cannot be used for
sorting).
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Some frame types do not contain the full set of fields. Please refer to the M-Bus standard for
additional information.

Metwork Management I Pollgraups  Protacal Analyzer |

Start Prokocal | IWI Load From Device | Save | Clear | Status: Log stopped
Seq. | Timestamp |Dir. | Frame Type |Start1 |Length1 |Length2 | Startz | i Field | Address | I Field | Checksum | Stop | Payload ;I
63  2009-05-14 13:57:26,955 SMD Shork Frame 10 SE a7 62 16
69 2009-05-14 13:57:27.048 RCY Long Frame 68 32 32 68 03 07 72 06 16 0101 41 82 AE 4C 48 07 44 60 00 OC
70 2009-05-14 13:57:27.378 SND Short Frame 10 7B a7 gz 16
71 2009-05-14 13:57:27.470 RCY Long Frame 68 32 32 =t =] a7 7z 29 16 0101 41 52 AE 4C 45 07 45 60 00 OC
72 2009-05-14 13:57:27.800 SMND Short Frame 10 5B o7 62 16
73 2009-05-14 13:57:27.891 RCY Long Frame 68 32 32 =t =] a7 7z g4 16 0101 41 52 AE 4C 45 07 46 60 00 OC
74 2009-05-14 13:57:28.221 SND Short Frame 10 7B a7 gz 16
7S 2009-05-14 13:57:28.312 RCY Long Frame 63 3z 3z &5 =] a7 7z g4 16 0101 41 52 AE 4C 45 07 47 60 00 OC
76 2009-05-14 13:57:28.643 SND Shork Frame 10 SE a7 62 16
77 2009-05-14 13:57:28.734 RCY Long Frame 68 32 32 68 03 07 72 Ch 16 0101 41 82 AE 4C 48 07 43 60 00 OC
78 2009-05-14 13:57:29.064 SMD Shork Frame 10 7B a7 gz 16

Figure 202: Typical protocol analyzer output for M-Bus port.
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11 Modbus

11.1Introduction

The Modbus is a de facto industrial standard which was initially intended for the
communication between PLCs. In the meantime the Modbus has become an important
interface for automatic meter reading applications and industrial applications. As the
Modbus is an open protocol a large number of automation devices providing Modbus
communication is available.

Two communication methods are available for Modbus. Modbus TCP utilizes Ethernet for
the Modbus communication. Modbus RTU uses a RS-485 bus for Modbus data transfer.
Modbus RTU uses a serial bus, which is controlled by a single master. This master can
request data from several slave devices connected to the network.

11.2Modbus Network

Modbus TCP utilizes the Ethernet for the communication. Several Modbus slave devices
can be connected. In Modbus TCP a unit identifier is used instead of the slave address.
Modbus slaves may have the same unit identifier. This unifier is usually used to
communicate with bridges, routers and gateways. According to the Modbus specification,
Modbus TCP masters should always use identifier 255 for the communication with a
Modbus TCP slave.

The Modbus RTU network utilizes an RS485 connection. Several Modbus slave devices are
connected in parallel to the transmission medium. Each Modbus device has a unique slave
address in the range from 1 to 255. The Baud rate of the RS485 can be configured to use
1200, 2400, 4800, 9600, 19200, and 38400 Baud. The parity on the LINX-10x/11x/20x/21x
models is always none. On the LINX-12x/15x/22x models parity can be configured. StopS
bits are not configurable.

Modbus devices use function codes for the specification of the desired data. The following
function codes for read/write actions are supported by the LOYTEC device:

e 02: Read discrete inputs.
e 01: Read caoils.

e  05: Write coil.

e 04: Read input register

e 03: Read holding registers
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e  06: Write holding registers

For optimizing the communication adjacent holding registers are usually read using a single
read request. This behavior can be turned of for devices which do not support reading a
random number of holding registers.

Modbus data points are specified by the function code, the address and the length.
Furthermore, a data type has to be specified together with the information how the order of
the bytes look like.

11.3Web Interface

This section describes the Web interface for the Modbus port.

11.3.1 Port Configuration

The Modbus ports can be configured under the port configuration tabs of the Web Ul (see
Section 4.2.3). If available on a given port, the Modbus protocol can be enabled. If enabled,
the Modbus communication settings on that port are displayed on the right-hand side. The
RS485 port configuration tab is.

Fort1' | Port2|  Ethemnst

© Disabl
5able Modbus port mode: MASTER =
@ Modbus
Baud rate: 38400 (default) >
Save Seltings Get Settings Parity: NONE {default) =
Mode: RTU =
Transmission Delay: 0 (ms)

Slave address: 1 (1..255)

Figure 203: Modbus RS485 port configuration.

The settings for Modbus RS485 are displayed in Figure 203. For Modbus port mode, the
following selections are available: MASTER can be selected, if the device shall operate as
Modbus master. SLAVE can be selected, if the device shall operate as a Modbus slave on
this port.

Under Baud rate the Baud rate for the Modbus communication can be configured. The
available Baud rates are 1200, 2400, 4800, 9600, 19200, 38400 (default). Depending on
the device model different settings for paritiy are available while stop bits are not
configurable. On LINX-10x/11x/20x/21x models only NONE can be selected as parity,
using 2 stop bits (8N2). On LINX-12x/15x/22x models parity can be configured to NONE,
ODD or EVEN, leading to the options 8N2, 801, 8E1, respectively.The Mode specifies if
the communication shall use the Modbus RTU mode or the Modbus ASCII mode.

If operated as Modbus master, an additional Transmission delay can be defined in
milliseconds. This can improve communications on Modbus RS485 with slow devices that
operate outside the timing specifications. Normally, leave this setting at ‘0’. If set, the
transmission delay ensures that after sending a frame on the Modbus, the Modbus master
holds back transmission of further frames for the specified time. As a Modbus slave, the
user needs to define a unique slave address that this port will have on the Modbus channel.

Press the button Save Settings for storing the parameter configuration into the device or
press Get Settings for overwriting the changes with the original configuration.
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Fot1 Fot2 | Ethernet

Changes will take effect after reset

CEA-852 {CEA-T09 over IP)
Modbus

TCRIRP
= Modbus port mode: MASTER =
¥ FTP —

Part: 202

¥ Telnet
o Slave address: )
2
ird

Save Settings I Get Settings |

Figure 204: Modbus TCP port configuration.

On an Ethernet port, Modbus TCP can be enabled by selecting the check box. The Modbus
TCP communication settings are displayed on the right-hand side as shown in Figure 204.
For Modbus port mode, the following selections are available: MASTER can be selected,
if the device shall operate as Modbus master. SLAVE can be selected, if the device shall
operate as a Modbus slave on this port. Configure the desired TCP port, which is used by
Modbus TCP devices on that channel. The default Modbus port number is 502.

11.3.2 Data Points

Modbus data points can be accessed through the Web Ul as described in Section 4.2.18.

11.3.3 Statistics

Figure 205 shows a typical output of the statistics information which can be displayed for
the Modbus ports. For each port available one statistics tab is displayed. The statistics can
be cleared for each Modbus port separately by pressing the Clear Modbus statistics
button. A refresh of the statistics can be done by pressing Update Modbus statistics.

DLOYTEC

LINX-101
Logged in as
admin

o RS485 | IE
Device Info —
E [ Update Modbus statistics ] [ Clear Modbus statistics ]
Config o)
(W] General Modbus Statistics
Statistics a Statistics cleared 2009-05-04 13:34:06
o Rx packets 0
c Rx bytes 0
-5 Tx packet 423
_‘{2 Tx bytes 3384
B Modbus — Timeout errors 423
m \M-Bus g Checksum errors 0
edul = Frotocol Analvzer
3] otocel Analvze
o

[ ] E
B Alarm Log

Figure 205: Statistics of the Modbus port.

The following information is available:

e  Statistics cleared: last time of statistics reset

e Rx packets: number of Modbus packets received
e Rx bytes: number of bytes received

e  Tx packets: number of Modbus packets sent

e  Tx bytes: number of bytes sent

e Timeout errors: number of communication errors (timeout)
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e  Checksum errors: number of communication errors (wrong checksum)

11.3.4 Modbus Protocol Analyzer

By activating the link Protocol Analyzer (available in all Modbus statistics tabs), the
protocol analyzer page is shown as displayed in Figure 206.

DLOYTEC

Start Protocol Analyzer | Status: Stopped

Device Info

Protocol analyzer [og is empty.

Config

Statistics

networks under control

Figure 206: Modbus protocol analyzer.

Next to the button the status of the protocol analyzer is shown. If the analyzer is started, an
automatic refresh is performed every 60 seconds. By pressing the button Start Protocol
Analyzer / Stop Protocol Analyzer the protocol analyzer can be started / stopped.

For every frame sent or received a line is presented using comma separated values.

11.4Configurator

This section describes how to use the Configurator software for the management of Modbus
data points. For further information on the Configurator software refer to Chapter 6.

11.4.1 Activating Modbus Configuration

Before a new Modbus configuration can be managed, the Modbus option must be enabled
for the appropriate port. The project settings are described in detail in Section 6.3.

To Activate the Modbus Configuration

1. Open the project settings dialog.

2. Inthe Device Config tab enable the Modbus check boxes on the desired ports as shown
in Figure 207. Setting the check box enables Modbus on that port. Edit the Modbus

communication settings.

3. If slave mode is enabled, you may change the default Modbus register layout in the
Modbus Slave Register Configuration box.
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4. Click the Download button to activate the changes in the configuration.
General | Datapoint Maming Rules | CEA709 | cEA709 45T Device Configuration |
E| System — M odbus RS -485 Configuration
. iDevice Modbus port mode: ISLAVE 'l
- Date)Time
- Earth Position Baud rate: |384UU 'l
- C5W delimiter
i E-Mail Parity: INDNE Yl
=1 Part configuration
- Port 1 Mode: IHTU 'l
:J'E:).irs_albole Tranzmizzion delay: ID ms
- Port 2 Slave address: |1—
Disable
Bl 110dbus RS — Modbus Slave Register Configuration
E=- Sn:erial Coil start address: ID 0.. 65535
¥ Console Coil end address: [39 0. 5535
L. M-Bus
=1 Ethernet Dizcrete input start address: ID 0.. B5535
=R Ve Dizcrete input end address: ISS 0.. B5535
Register input start address: ID 0.. 65535
-V web Server Register input end address: ISS 0. 65535
-V FTF Server Hold register start address: ID 0. 65535
- Telnet Server
IP-852 Hald register end address: ISE 0. BR535
[ Modbus TCP
I pload | [rownload |
Figure 207: Project settings for Modbus.
Important: If the Modbus port is deactivated via the checkbox or a firmware or model version is

chosen, which does not support Modbus, the entire Modbus configuration is deleted. In
this case a dialog is displayed, which has to be confirmed.

11.4.2 Data Point Manager for Modbus

The Configurator uses a central concept to manage data points. The data point manager is
used to select, create, edit and delete data points. The dialog is divided into three sections:

e The folder list (Figure 208),

e The data point list (Figure 209),

e And a property view.
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Datapoint Configuration
Imported

- CEAT09 CSY File (0 Items)
[ CEA7O9 LMS Scan

Device Templates

- Modbus Device Ternplakes
=] ugs110_t

o || Datapoints (40 Items)

[ CEATOY
LIN-100
----- ! System Registers (15 Ikems)
----- | User Reqisters (0 [tems)
=] CEAFOS Port
----- [ Datapoints {0 Items)
| Calendar {0 Items)
1 Scheduler (0 Items)
----- i Alarm (0 Tkems)
1
L

| Trend (0 Items)
_| Statistics {18 Ikems)

! Modbus Port R348%
| Datapoinks (40 Ttems)
| Modbus Port TCP

------ || Datapoints {0 Ttems)

"
[ @ E-Mail Configuration {0 Ttems)
f f.g Math Object Configuration (0 Items)

------ f.;! Alarm Log Object Configuration {0 Tkems)

Figure 208: Data Point Manager Dialog with Modbus folder list.

| o, | OPC | Direckion .'!,7 i) __,'; Iﬁ Draktapoint Mame | Device Mame | Start Address | Reqister Type | Data Length &| jin} |
1 ¥ m YARh_cap_net ug5110_1_1 180 HOLD 4 1065
2 ¥ m YaRh_ind_net ug5110_1_1 178 HOLD 4 1066
3 |7 In Yah_net ug5110_1_1 176 HoLD 4 1067
4 ¥ m Wh_net ug5110_1_1 174 HOLD 4 1068
5 ¥ om WaRh_cap_del ug5110_1_1 172 HOLD 4 1069
& ¥ m YaRh_ind_del ug5110_1_1 170 HOLD 4 1064
7 v n vk dal naS1An 14 168 Hiil T 4 1MAR

Figure 209: Datapoint Manager Dialog with Modbus Data Point List.

11.4.3 Folder List

At the left is a list of folders which is used to sort the available data objects by their
category. There are a number of predefined Modbus folders available. All other folders are
described in section 6.2.1:

o Device Templates: This folder contains created data point templates for the different
technologies.

o Modbus Device Templates: This folder contains a sub-folder for each device,
which is imported from an Modbus device template. This device folder also
contains a sub-folder with the data points specified in the template. Data
points can be added to the folder. Additionally suitable data objects can be
created for the use on the device by selecting the Use on Device option.

o LINX-XXX: This is the device folder (see Section 6.2.1). For Modbus additional port
sub-folders exist:

o Modbus Port RS-485: This folder contains the remote Modbus data points of
the Modbus RS-485 port, which are used on the device.

o Modbus Port TCP: This folder contains the remote Modbus data points of
the Modbus TCP port, which are used on the device.

11.4.4 Network Port Folders

The Modbus network port folder on the device has the same structure of sub-folders as the
other network port folders in Section 6.2.2. Currently only the Datapoints folder exists for
the Modbus network ports.

Version 4.4 LOYTEC electronics GmbH



L-INX/L-GATE User Manual 272 LOYTEC

11.4.5 Modbus Properties

Apart from the common data point properties discussed in Section 6.2.4 the data points of
the Modbus technology have additional properties:

o Modbus Device Name: This property defines the name of the Modbus slave device
which contains the data point.

e Modbus Device Address: This property defines the address of the Modbus slave
device which contains the Modbus data point.

e Modbus Register Start Address: This property defines the address of the Modbus
register.

e Modbus Register Type: This property defines the register type of the data point. Also
the function code, which specifies the register, is displayed. When the Modbus register
type is changed from a read to a write register, also the direction of the data point is
changed.

o Modbus Data Type: This property defines the representation of data in the slave. This
is the data type the Modbus slave uses for the data point internally. This can for
example be float, double, int16 or uint32.

e Modbus Multiplier, Exponent and Offset: This property defines scaling parameters
for the data point. The value of the data point in the LOYTEC device is calculated as
follows:

Value = (ModbusValue + Offset) - Multiplier - 105",

e Modbus Swap 16 bit, Swap 32 bit and Swap 64 bit: This information specifies, if the
order of received Modbus data has to be changed. When Swap 16 bit is set, the two
bytes of a 16 bit word are swapped, if Swap 32 is set, the two words of 32 bit are
swapped, and if Swap 64 bit is set, the two 32 bit words of 64 bit long data are
swapped. Also combinations are possible. This configuration is necessary because the
Modbus slaves can store information in any byte order (the Modbus protocol only
specifies, how 16 bit data is transferred).

e Pollgroup: This property is only available for input data points. It shows the poll
group, the data point is connected to.

11.4.6 Modbus Workflow

This section discusses the workflows for setting up a Modbus environment. Modbus does
not provide a scan function and therefore the network has to be setup mostly offline. This
can be eased by the use of templates. If no templates are available, the data points have to
be set up manually. If devices are online, an online test feature can help in identifying
Modbus registers and their settings.

Figure 210 describes the workflow for setting up a Modbus network. For using Modbus the
Modbus ports of the LOYTEC device and the Modbus devices have to be configured. The
RS-485 Modbus port must get a Baud rate, the parity is fixed at none and the stop bits are
configured to 2. The Modbus TCP port must get the TCP port number of the slave devices
(see Section 11.3.1). The Modbus devices have to be configured according to the LOYTEC
device’s port configuration (See Section 11.5.1). When no device template is available for a
Modbus device, this template can be created by manually configuring Modbus data points
for the device (see Section 11.5.2). If the Modbus device is already online, data points can
be created using the online test feature by scanning register values out of the device (see
Section 11.5.3). In both cases the created data points can be exported as a device template.
The exported device template can then be used to easily add additional Modbus devices
with the same data point configuration (see Section 11.5.4). Also mixing the two methods is
possible. When using the device templates also data points can be added manually. The
configuration is then downloaded to the device and the device is rebooted (see Section
6.6.4).
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LOYTEC

START

Configure Modbus Port
Section 11.3.1

v

Configure Modbus devices/addresses
Section 11.5.1

v

v

v

Configure Modbus Data Points manually
Section 11.5.2

Modbus Data Points with Online Test
Section 11.5.3

Import Modbus Device Templates
Section 11.5.4

v

Download Configuration to LINX
Section 6.6.4

Figure 210: Workflow for offline engineering.

11.5Using the Configurator for Modbus

11.5.1 Modbus Management Functions

This section describes how the Modbus network management functions can be used. It
describes adding and removing Modbus.

The Modbus Management dialog shown in Figure 211 shows the list of devices. Devices
which have been imported from a template show the template name in the last column. For
each device the address, the IP address (if available), the port and the number of data points
available on that device is shown.

The Modbus Management dialog can also be used for the configuration of poll groups and

for accessing the LOYTEC devices protocol analyzer.

To Start the Modbus Network Management Dialog

1. Connect to the device via FTP as described in section 6.6.1.

2. Select the Modbus dialog by clicking on the Modbus button
R AN

in the tool bar of the Datapoints tab. The Modbus Management dialog opens, showing
the Modbus Device Management tab displayed in Figure 211.
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Maodbus Device Management |Pollgr0ups I Pratacal Analyzer RS-485 I Pratacal Analyzer TCP I

Device Mame

| Device Address |IP Address |P0rt |DataDoints |TemDIate

i~ Device Properties

ugs110_1_1_44 44 RS-485 45 elmeasuretempla. . Type |R5-435 'l
moddewv_1 1 R35-485 u] Device Mame I
moddsy_2 2 R5-485 o Device Address I [1..255]
moddey_3 3 R5-485 ]

Device IP Address I o .0 .0 .0
ugs110_1_1_ 0.1 1 192.168,34.0 TCP 45 elmeasuretempla. ..

Mumber of Devices I

¥ Increase Device Address

" Read Single Registers

—Manufacturer Details

Manufacturer I
Model I

—Device Operations

Create Deyice I Greate From Template |

Femaye Device | Create with DR |

LUpdate Device | Export Device Templ, |

Figure 211: Modbus management dialog.

To Add a Modbus Device Manually

1.

Fill in the Device Address and select the Type (either RS-485 or TCP) from the drop
down box.

A Device Name can be specified. If no device name is specified, the device name is
created automatically. If more devices with the same properties have to be created
using subsequent addresses, the number of devices can be specified in the input field
under the Device IP Address field. If a number of TCP devices has to be created,
subsequent IP addresses are configured. If the checkbox Increase Device Address is
checked, also the Device Addresses (unit IDs) of the TCP devices are increased.

Mumber of Devices D

The Device Address specifies the address of the Modbus device ranging from 1 to 255.
In case of a TCP device the device address specifies the unit ID. For a RS-485 device
the device address has to be unique, TCP devices can have equal device addresses.

For TCP devices the Device IP Address has to be specified.

If the device is not able to read adjacent registers with one read command, activate the
checkbox Read Single Registers.

The optional manufacturer details just represent Manufacturer name and Model
name. This information is used to identify device templates.

Click on the Create Device button. This creates the Modbus device and adds it to the
device list on the left hand side of the dialog.

When a device is selected the device information is displayed in the appropriate fields
on the right hand side of the dialog. The information can be changed in the fields. Press
the Update Device button to store the changes.

If a device has to be deleted select the device and press the Remove Device button.
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To Add a Modbus Device Manually Using a Template without Creating Data
Points

1. Enter a name for the Modbus device in the Device Name field. If no name is specified
the name is created automatically from the name in the template file.

2. Fill in the Device Address and select the Type (either RS485 or TCP) from the drop
down box. If TCP is selected also enter the Device IP Address. If more devices with
the same properties have to be created using subsequent addresses, the number of
devices can be specified in the input field under the Device IP Address field.

Murber of DevicesD

3. Click on the Create From Template button. This opens the Import Modbus Device
Template dialog shown in Figure 212.

x
—Import Modbus Template
Template File | _I
Creatar l—
Creation Date & Time l—
Comparry Name |
‘ersion l—
Manufackurer l—
Device Model Narne I
Import | Cancel |

Figure 212 Import Modbus Device Template dialog.

4. Press the | button and select a template file from the Open dialog.
5. After selecting the file, the device information is displayed.

6. Press Import for importing the template or Cancel for closing the dialog without any
changes.

7. When a template is imported, a folder with the name of the device is created. Under
this folder a Datapoints folder containing the data points from the template file is
created.

Tip:

Data points can be added to the data points of the template by right-clicking in the data
point list and selecting New Datapoint.

To Add a Modbus Device Manually Using a Template Creating Data Points

1. Enter a name for the Modbus device in the Device Name field. If no name is specified
the name is created automatically from the name in the template file.

2. Fill in the Device Address and select the Type (either RS-485 or TCP) from the drop
down box. If TCP is selected also enter the Device IP Address. If more devices with
the same properties have to be created using subsequent addresses, the number of
devices can be specified in the input field under the Device IP Address field.

humber of DevicesD
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8.

Click on the Create with DP button. This opens the Import Modbus Device
Template dialog shown in Figure 212.

Press the | button and select a template file from the Open dialog.
After selecting the file, the device information is displayed.

Press Import for importing the template or Cancel for closing the dialog without any
changes.

When a template is imported, a folder with the name of the device is created. Under
this folder a Datapoints folder containing the data points from the template file is
created.

The created device is shown in the list together with the number of data points.

To Remove a Modbus Device

1.

2.

Select the device which has to be removed, also multi-select is possible.

Press the Remove Device button. If the device already has data points, these data
points have to be deleted before the remove can be performed.

To Change the Properties of a Modbus Device

1.

Select the device. This shows the device properties.

—Device Properties

Type IRS-485 'l
Device Mame IugSllD_l_S

Device Address |5 [1..255]

Device IP Address o .0 .0 [u}

Mumber of Devices I

¥ Increase Device Address

" Read Single Registers

—Manufackurer Details

ManuFacturer Ielmeasure
Model I ugs110 T

Update the properties which have to be changed.
Press the button Update Device.
When the device type is changed, it is verified that no device with the address exists on

the appropriate port — on RS485 the device address has to be unique, on TCP the
device IP address has to be unique.

11.5.2 Manual Configuration of Data Points

It is possible to manually configure Modbus data points. Manual configuration is done by
specifying all information, the Modbus device manufacturer provides.

To Manually Create an Modbus Data Point

1.

2.

Click on the Modbus port Datapoints folder.

Right-click in the data point list view and select New Datapoint... in the context menu.
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Il Create Modbus Datapoint i im] 5

3.

This opens the Create New Modbus Datapoint dialog showing only the devices
which are available on the appropriate port. This dialog is shown in Figure 213.

~ Modbus device list

— General Datapoint Properties

Device Mame

Dewi..

IP Address Port Datapoints | Template Datapaint name I

Modbus Register Type IHDLD read [03] 'l

r~ Reqister Properties

Fiegister Start Addr. IU [0.. BB535]
Modbus Data Type Iint‘l E 'l

i~ Online Register Test Modbus Drata Length |2
Read start address |0 [0 B5535] “al = [Modbush'al + Offzet) * Multiplier * 10°E #ponent
MNumber of Modbus Registers | [1..125] Multiplier |1
LV Difset |
™ Read continuously Read cycle |10 [1..60] Exponent I
Fead register(z]... [ Swap 16 bit
Fiead raw data I~ Swap 32 it
0000 0054 0065 0066 0000 0000 0000 0000 0000 .Z2.e.f.......... - Siwap B4 it

Swap Preview [12] - [12]

[ratapoint type IAnang - l
Faollgroup I Default Pollgroup A l

K1l i
Vialue List MNumber of datapoints |0 [0.. 2000]
| o | o o2 | o3 | o4 | o5 | o | o7 | o8 | 3 |
00000 50 om 102 1] 1] 1] 1] 1]
Edit Modbus Devices | Create data paint

Close |

Figure 213: Create Modbus Datapoint dialog.

If the Modbus device which provides the data point is not in the list, it has to be
created. In this case open the Modbus management dialog by clicking the Edit
Modbus Devices button.

Create the device in the Modbus Management dialog and close the dialog.
Select the device which provides the Modbus data point.

Enter the General Data Point Properties. These are the data point name, which is
automatically created when not specified, and the Register Type. The register type of
the data point is provided in the Modbus device documentation. The drop down menu
shows the Modbus register type, the direction (read and write) and the function code.
The data point properties are entered in the presented section of the dialog.

General Datapoint Properties

Datapoint Mame I

Register Type IHOLD read (03) bl l

Enter the properties of the data point. The register address is specified by the
manufacturer. Select the Modbus Data Type. This type specifies how the
manufacturer stores data in the Modbus device. The Modbus Data Length is
automatically updated according to the data type. Offset, Multiplier and Exponent can
be used for mapping purposes. The Value of the data point is calculated as follows:
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10.

11.

12.

Value = (ModbusValue + Offset) - Multiplier - 105%™,

Modbus does not specify any byte orders of the data stored in devices. For some
devices it may be necessary to change the byte order. This is done by the check boxes
Swap 16 bit, Swap 32 bit and Swap 64 bit. When Swap 16 bit is activated, the 2 byte
of a word are swapped, when Swap 32 bit is activated, the 2 words of a 32 bit value are
swapped and if Swap 64 bit is activated, the two 32 bit words of a 64 bit value are
swapped. A preview of the byte order is shown under the check boxes.
Select the Data Point Type of the data point (analog value, multi-state or binary) —
only the types which are available for the register type-data type combination are
shown.

—Register Properties

Reqister Start Addr, I 0 [0, 65535]
Modbus Data Type Idouble 'l
Modbus Data Length I g

al = (Modbusyal + Offsety * Multiplier * 10~Exponent
Offset l—
Multiplier Il—
Expaonent l—

[~ Swap 16 hit

[~ Swap 32 hit

[~ Swap 64 hit

Swap Preview [12345678] - [12345678]

Datapoint Type I.ﬂ.nalog 'l
Pollgroup IDeFauIt Poligroup 'l

Select a poll group for read data points from the Pollgroup drop down box. The drop
down box is grayed out for write registers. Additional poll groups can be configured in
the Modbus Management dialog.

In order to create a series of data points in one swoop, enter the Number of data
points to be created.

Mumber of datapaints |200 [0.. 2000]

Press the Create button to create the Modbus data points. The register indices will be
adapted in ascending order. If data points should already exist at any of those indices,
they are skipped.

After the point is created the dialog is not closed, so additional data points can be
created.

Tip:

After creating a data point, the poll group can be changed in the data points property
view. Also multi-select can be used in the data point property view.

11.5.3 Data Point Creation with Online Test

The Modbus technology does not provide for an online scan for devices and data points like
others do. Sometimes the data sheets from the vendors are inaccurate regarding register
indices and swap information. If the Modbus device is already online, the online test
function can be used to scan value information out of the device and create data points with
that information.
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To Create Data Points from Online Test
1. Connect to the device.
2. Open the Create Modbus Datapoint dialog as described in Section 11.5.2.

3. In the Modbus Device List select the Modbus device, which is online and shall be
read.

4. Enter a data point name and select the Modbus Register Type in the General
Datapoint Properties group box.

5. In the Register Properties group box select the Modbus Data Type, scaling and swap
setting as assumed.

6. In the Online Register Test area enter the Read Start Address and Number of
Modbus Registers to read. Note, that a Modbus register is always 2 Bytes long.

7. Click the Read register(s) button.

8. The data read from the Modbus device is displayed in the Read raw data box as hex
bytes and in the Value list box as interpreted data.

i~ Online A egister Test
Read start address |0 [0.. B5535]

Mumber of Modbus Registers IS [1..125]
gi@
™ Fiead continuouzly Read cycle |10 [1.. 0]

Fiead register(s]...

Fead raw data

0000 0054 0065 0066 0000 0OO00 Q00O 0000 0000 .Z.e.f..........

K10 i

Walue List

| oo | m | o2 | o3 | o4 | o5 | o | oF | g | s |
00000 R L 0 0 0 0 0

9. Adapt the value interpretation in the Register Properties area until the expected result
appears. The results are immediately visible.

10. You may enable the Read continuously option, which periodically reads the registers
and displays them in the value list. You may use this option to monitor register values
and particular registers of interest.

11. Select the register values in the Value list. You may also use multi-select.

Walue List

00oan 0 0 0 0 0

12. Click Create Data Point. This creates data points that will provide the selected register
values.

11.5.4 Importing via Device Templates

For some Modbus devices special templates are available which specify all available data
points of a Modbus device as well as the device properties. Such templates can be imported
into the configuration.
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To import a Modbus Device Template

1. Right click on the Folder Modbus Device Templates and select Import device
template from the context menu.

2. This opens the Import Modbus Device Template dialog shown in Figure 214.

x
—Imnport Modbus Template
Template File I _I
Creatar l—
Creation Date & Time l—
Compary Name I
‘ersion l—
Manufacturer l—
Device Model Mame I
Import | Cancel

Figure 214 Import Device Template dialog.

3. Press the | button and select a template file from the Open dialog.
4. After selecting the file, the device information is displayed.

5. Press Import for importing the template or Cancel for closing the dialog without any
changes.

6. When a template is imported, a folder with the name of the device is created. Under
this folder a Datapoints folder containing the data points from the template file is
created.

Tip: Data points can be added to the data points of the template by right clicking in the data
point list and selecting New Datapoint.

Importing a device template from the folder list does not create a device instance. Device
instances can only be created using the import in the Network Management Dialog. In this
dialog also the device instances can also be created with their data points.

To Use Imported Data Points On the Device
1. Go to the Datapoints folder of the device of the Modbus Templates.

2. Select the desired data points, also multi-select is possible.
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3. Either press on the Use on Device button ﬂ or right-click and select Use on Device.
This opens the Choose Modbus Device Instance dialog.

Choose Modbus Device Insta |
Device Template Properties Compatible Device Instances
Manuf acturer I elmeasure Device Name Device Address | IP Address | Port | Datapoints | Template |
Model Name I ugs110 ugs110_1_ 5 5 R5-485 40 Elmeasure_, ..
ug5110_1_ 55 55 R5-485 0 Elmeasure_, ..

Edit Modbus Devices |

Use On Device | Cancel

Figure 215: Choose Modbus Device Instance dialog.

4. The device list displays all devices which have the same Manufacturer, and the same
Model Name as the template. If no device instance matches the device template, create
one by entering the Modbus management dialog. The dialog can be entered by pressing
the Edit Modbus Devices button. In the management dialog, the device instance can be
either created manually (take care of entering the correct manufacturer and model) or
by simply importing the template again.

5. Select one or more device instances from the list and press the Use On Device button.
This creates for each selected data point and each selected device one data point in the
Modbus Port’s data point list.
11.5.5 Creating Device Templates

Modbus device templates can be created from a data point configuration. In fact, it is only
possible to create a device template using an existing device or an existing device template
with data points. This device and its data points can either be configured manually or also
imported from a device template itself.

To Create a Modbus Device Template Using Devices

1. Select the Modbus dialog by clicking on the Modbus button
| M5

in the tool bar of the Datapoints tab. This opens the Network Management dialog
opens as described in Section 11.5.1.

2. The device list shows all devices of the current configuration. Select the device you
want to export.

Device Name Device Address | IP Address Port Diatapoinks Template

ugs110_1 5.5

TestDevice_14_14 14 R5-435 0
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Export Modbus Device Templat: 1[

3. Press the Export Device Templ. button. This opens the Export Modbus Device
Template dialog shown in Figure 216. The list on the left side of the dialog shows the
names of the data points which are exported to the template.

Dakapaink

Template Properties

Termplate File I v |

Creator I

Company Marne I

‘Wersion I

Export | Cancel

Figure 216 Export Modbus Device Template dialog.

4. Press the = button and select a template file from the Save dialog.

5. Enter the Creator, Company Name and Version for the template. This information is
stored in the template file, when importing the template file the information is displayed
after selecting the file.

6. Press the Export button.

To Create a Modbus Device Template File Using a Device Template

1. Right-click on the folder of the device template that has to be exported or its data point
folder and select Export Device Template... from the context menu.

2. This opens the Export Modbus Device Template dialog as shown in Figure 216.
Proceed as described above.

11.5.6 Poll Groups

In a Modbus network, the master has to poll the slave devices. Input data points are
therefore attached to a poll group. If nothing else is specified, the default poll group is used
for input data points. The default poll group has a poll cycle of 60 seconds.

Two different types of poll groups can be specified:

e Time-based: The poll group is triggered on a time base. This means that after a
specific time — the poll cycle — the poll group is processed.

e Trigger-based: The poll group is triggered on a special trigger data point. As soon
as the trigger condition is met, the poll group is processed.

Tip:

The poll group a data point is attached to can be changed in the properties view of the
data points. The poll group can also be changed for multiple data points using multi-
select.

To Create a Time-Based Poll Group

1. Select the Modbus dialog by clicking on the Modbus button

i e e cen | r- W o
e e |iﬂ.‘|?n9|sus
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in the tool bar of the Datapoints tab. This opens the Modbus Management dialog.

2. Open the Pollgroups tab. This shows the dialog displayed in Figure 217.

Modbus Device Management  Pollaroups | Protocol Analyzer RS-485 I Protocol Analyzer TCP I

Pollgroups

—Properties

Marme

Default Pollgroup

Triggers

Pollcycle Pollgroup Mame I Default Pollgroup

Pallcycle [s] I 60

Pallgroup Mode ITime-based j

I~ belayed response

Huold time: [ms] I 1]
‘Wit time: [ms] I 1]

Delete Selected | Update Selected I
Create New |
Group Enable [ Disable Datapoint

| o
Remove |

Conditions

Drakapaink

Type | Condition Enabled Conditions

add.,. Remaye

Figure 217: Pollgroup Management dialog.

3. The default poll group is selected and its properties are displayed. Enter the name of
the new poll group and enter the poll cycle in seconds. Make sure that under Pollgroup
Mode Time-based is selected.

4. Press the Save button to store the poll group and continue editing.

5. If a poll group needs to be updated or deleted, select the poll group edit the data and
press the Update Selected or Delete Selected button.

6. Press the Close button to finish editing. When the poll groups have not been saved, a
dialog asks whether the changes have to be saved or not.
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To Create a Trigger-Based Modbus Poll Group

1.

9.

Select the Modbus dialog by clicking on the Modbus button
R R
in the tool bar of the Datapoints tab. This opens the Modbus Management dialog.

In the Modbus Management dialog, open the Pollgroups tab. This displays the poll
groups management tab displayed in Figure 217.

Enter a new poll group name and select Trigger-based.
Create the poll group by pressing the Create New button.

Select the new poll group. This enables the Add... and Remove buttons from the
triggers.

Press the Add... button and select a trigger data point. This can for example be a
binary user register.

The selected trigger data point appears in the trigger list as shown:

Triggers

Dratapoink Type Condition

Triggerdatapoint_Read Value Update -

Select the trigger from the list and check the desired trigger conditions.

Conditions

Enabled Conditions |
True (1= 00

False (== 0)

Irvalid

Offline

o

The trigger conditions are then displayed in the trigger list.

Triggers

Datapoink Tvpe Condition

Triggerdatapaint_Read Value Update  True (1= 0),False (==0)

10. Press the Save button to store the changes in the poll groups.

11.5.7 Create Modbus Slave Data Points

The Modbus interface of the device can also be configured to be in Modbus slave mode. In
this mode, Modbus slave data points can be created. These data points can represent any of
the supported Modbus register types. They are locally available as registers to other
Modbus masters for reading and writing. The Modbus slave registers appear like user
registers; they have a read and a write data point. The register types and indices are defined
when creating the data points. They must, however, lie within the register index range,
which has been set in the system settings for the Modbus port (see Section 11.4.1).
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To Create Modbus Slave Registers

1.

2.

Select the Datapoints folder of the Modbus port.
Right-click in the data point list view and select New Datapoint... in the context menu.

This opens the Create New Modbus Datapoint dialog. In the Modbus device list there
is only the SlaveDevice entry. It cannot be de-selected.

Modbus device list

[evice Mame Devi.. | IP Address Port Datapointz | Template

SlaveDevice

Enter the data point name and select the desired Modbus Register Type.

In the Register Properties group box enter the register start address, the Modbus data
type and optionally scaling and swap settings.

Select the data point class, which shall be created and the number of data points below.

D atapoint type IAnang h l

MNumber of datapoints |20 [0.. 2000]

Click on the button Create data point.

The number of Modbus slave register data points is created. The register indices are
incremented for each created register. If a register index is already in use, the data point
for this index is skipped. Created data points are reported with a green check mark.

Il Modbus datapoints created - |EI|1|
D atapoint creation status:
D atapoint name | Addr. | Created
test_Read 20 v
test_\Write 20 v

11.5.8 Structured Modbus Data Points

Modbus registers are always multiples of two Bytes. Modbus devices may encode two Byte
fields or bit fields into the registers. For accessing byte or bit-fields, data point structures
can be used that provide single data points for the respective sub-fields (see Section 5.2.10).
The Configurator provides pre-defined types for byte and bit-fields in the Modbus scope:
modbus_state16 and modbus_byte2.

To Create a Structured Modbus Register

1.

Create the register as described in Sections 11.5.2 and 11.5.7 and select the data point
type User.

Custom Type ‘modbus/state 16 [ C]
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2. Click the | button and select a structure data type from the chooser dialog.

f ™y
B Select Custom Type S— E@g
| 23

Results
- Scope lT)pe Nane] Bit Length Base Type
1  modbus state16 16 struct
2 modbus byte2 16 struct

3. Continue with the data point creation as described in the previous Sections. The
Configurator will create structured Modbus data points.

11.5.9 Modbus Protocol Analyzer

When connected to a device a protocol analyzer is available for each Modbus port. The
protocol analyzer can be found in the Modbus Management dialog. On every Modbus port a
protocol analyzer tab is available. Figure 218 shows the Modbus protocol analyzer

The status on the right hand side of the dialog shows, if the device is connected or if the
protocol analyzer is stopped or started. When connected to a device, the protocol analyzer
can be started by pressing the Start Protocol button. This starts the protocol analyzer in the
device. Every time a transmission is made on the Modbus port, the transmission is displayed
in the list. Additionally the protocol data is stored in the device in a rotating log file. The
protocol log can hold up to 40 kB of protocol data. So also when the Configurator was not
running for an interesting time, the protocol data can be loaded from the device using the
Load From Device button. The protocol data can be stored as CSV file using the Save
button, with the Clear button, the shown protocol is deleted.

Maodbus Device Management I Poligroups ~ Protocol Analyzer RS-485 |Pr0t0c0| Analyzer TCP I

Start Protocol | Stop Protaco] | Load From Device I Saye Clear

Frame Type Diir Addr, CRC Length Payload

Seq. Timeskarp

Figure 218: Modbus protocol analyzer.

Figure 219 shows a typical protocol analyzer output for the Modbus TCP port. It shows the
following information for TCP:

e Seq.: sequence number, which is automatically created in the device. This number
is unique for one port.

e Timestamp: transmission time.

e Frame Type: ‘TCP’ or ‘Damaged’ when something happened with the frame.
e Dir.: direction. Either SND (send) or RCV (receive)

e Trans ID: Transaction ID

e Prot ID: Protocol ID

e UnitID: Unit ID

e Length: Payload length of the data frame
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e Payload: Payload in hexadecimal numbers (this column cannot be used for
sorting).

Modbus Device Management | Pollgroups | Protocol Anakyzer RS-485  Protocol Analyzer TCP |

Start Protocol | Stop Pratoco] | Load From Device | Save Clear |
Seq. | Timestamp | Frame Type | Diir | Trans ID | Prot 1D | Unit 1D | Length | Payload d
Tilg 2009-05-06 17:48:14,094 TCP SHD 740 u] 1 1z 222400000006 01 03 00 0000 0C
7313 2009-05-06 17:45:14.116 TCP RCY 8740 a 1 33 2224000000 1E 01 03 15 40 02 17 50 00 00 00 00 40 D2
7314 2009-05-06 17:45:14.120 TCP SHD 8741 a 1 12 222500000006 01 0300 1000 04
7315 2009-05-06 17:45:14.135 TCP RCY 8741 a 1 17 22 25000000 0E 01 03 05 00 00 00 00 00 00 00 00
7316 2009-05-06 17:45:14.142 TCP SHD 8742 a 1 12 22 260000 00 06 01 03 00 64 00 03
7317 2009-05-06 17:45:14,159 TCP RCY G742 u] 1 9 22 260000000301 5302

Figure 219: Typical protocol analyzer output for Modbus TCP port.

Figure 220 shows a typical protocol analyzer output for the Modbus RS-485 port. It shows
the following information for RS-485:

e Seq.: sequence number, which is automatically created in the device. This number
is unique for one port.

e  Timestamp: transmission time.

e Frame Type: RTU, ASCII or Damaged when something happened with the frame.
e Dir.: direction. Either SND (send) or RCV (receive)

e Addr.: Slave address

e CRC: CRC of the transmission

e Length: Payload length of the data frame

e Payload: Payload in hexadecimal numbers (this column cannot be used for
sorting)

Modbus Device Management I Poligroups ~ Protocol Analyzer R5-485 |Pr0t0c0| Analyzer TCP I

Start Protocol I Stop Protocol | Load From Device I Save Clear

Seq. | Timestamp | Frame Type | Dir, | Addr, | CRC | Length | Payload

4 2009-05-07 16:33:17.246 RTU SHD 1 17571 7 01 03 0000 00 0C 45

5 2009-05-07 16:33:17.2685 RTU RCY 1 27592 29 0103 1i5 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
& 2009-05-07 16:33:27.245 RTU SHD 1 17571 7 01 03 0000 00 0C 45

7 2009-05-07 16:33:27.283 RTU RCY 1 27892 29 01 03 185 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .
g 2009-05-07 16:33:37.245 RTU SHD 1 17571 7 01 03 0000 00 0C 45

9 2009-05-07 16:33:37.283 RTU RCY 1 27892 29 01 03 1:5 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
10 2009-05-07 16:33:47.245 RTU SHD 1 17571 7 01 03 0000 00 0C 45

11 2009-05-07 16:33:47.291 RTU RCY 1 27892 29 01 03 1:5 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
12 2009-05-07 16:33:57.245 RTU SHD 1 17571 7 01 030000 00 0C 45

13 2009-05-07 16:33:57.255 RTU RCY 1 27892 29 01 03 1:5 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
14 2NN9-N5-N7F 1A:34:N7.251 RTIH SMM 1 17871 7 A1 N300 N0 NN Ne 45

Figure 220: Typical protocol analyzer output for Modbus RS-485 port.

The frame type Damaged indicates that either a bad packet (malformed frame, CRC error)
was received or that no response packet was received where it is expected.
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121EC 61131

To design the IEC61131 program which should run on the L-INX device, the graphical
programming tool logiCAD is required. The tool allows creating IEC61131 programs using
various IEC61131 programming languages. It offers additional features downloading and
debugging of the created program.

In addition to logiCAD, the L-INX Configurator necessary to create an appropriate data
point configuration in the automation server. The usage of logiCAD itself is beyond the
scope of this manual. Please refer to the logiCAD online help in case of additional
questions.

12.1Overview

The PLC in the L-INX device is intended to perform IEC61131 programs operating on
IEC61131 data points. The operating principle is to connect IEC61131 data points to data
points derived from CEA-709, BACnet or LIOB network. Figure 221 depicts the usage of
data points for IEC61131 programs at the example of using CEA-709 network variables.

Input NVs DP DP Output NVs
CEA-709 IEC61131 IEC61131 CEA-709

=——""| variables | | variables | | 'EC6118Lprogram = ' iobles [ variables | ——

> > e

Figure 221 Usage of data points.

Alternatively, data points can also be directly exposed as IEC61131 variables. The data
points provide a PLC check box for this purpose. In this use case, not special IEC61131
data points are created and no connections are necessary.

12.2Installing logiCAD

For developing IEC61131 programs with logiCAD the following components must be
installed:

1. L-logiCAD setup package. This package installs the logiCAD software, which is
needed to design PLC programs for the L-INX device.

2. L-INX Configurator. This software is required to configure the L-INX device to
provide the necessary data points to the PLC and integrate the device into the network.

3. logiCAD softlock license for using logiCAD on the PC. Obtain and install the license
as described in this Section.
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The L-logiCAD installer installs the IEC61131 programming environment logiCAD and all
L-INX related software packages. These packages include the template project for the
LINX, the required software to build IEC61131 programs for the L-INX device, and
required extensions to interface to CEA-709 networks. Follow the instructions of the
installer to install logiCAD for the LINX-110.

The language for the logiCAD user interfaces can be set to German or English using the
administration folder of the logiCAD control center. The logiCAD control center can be
started from the Windows start menu.

The license to run a copy of logiCAD on any PC is based on a softlock license. To obtain
and install the license start logiCAD. The product activation dialog will appear as shown in
Figure 222. In this dialog press the button Download Softlock License.

Important!

When using Windows7 start logiCAD as administrator in order to allow the script read
the computer number code. If there are x's in the code, the code was not read by the
script.

Program cannot be started, Dongle license or softlock license is not active.,

How ko activate dongle license:
Attach dongle to computer, Press "Find Dongle",

How to activate softlock license:

Press "Daownload Softlock License” (download ordered license via Softlack
License Service) andfor press "Install Softlock License" (if softlock license file is
available),

I the program still does not start: Press "Show Error Log",

I Download Softlock License | I Install Softlock License |
| Find Dongle | Show Error Log |
Help | Close |

Figure 222: logiCAD Product Activation

Enter the license data provided with the product information on the Web site form as shown
in Figure 223. Fill in the SL-number and Licensing Code from your L-LOGICAD
registration form and click on Download License File. Save the license file on your
computer or have it e-mailed to you.
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{2 License Service - Windows Internet Explorer

@.\_ o | @ ctprogrammetL OV TEC| HogiCADILCIENG censeRequestiLicenseRequestZ. htmi o [42][x] |

Unks [g] Eingang & Strasse @] Garags [ Dream Report Portal 8] GLT @] WEBVPass (2] dict || HITACHI C5-NET WEB Main Page 8 | Trace Host Monitor
G B &
w [@L\:ense Service l }

= »
3 - B - =~ |5k Seie - O Expras v

|og- .CQ I S® logi.cals [J Austria [ kirchner SOFT GmbH

Mailiifterlweg| O 3124 Oberwslbling
by kirchner SOFT

Tel =43 (2786) 77 147-0 | Fax: +43 (2786) 77 147-16 | Office: info

ogicals. com | Website: hittp ogicals.com | Techn. Support: support@logicals com | Hotline: +43 (2786) 77 147-17

Softlock License Service

Deutsche Benutzerfiihrung
Welcome to the Softlock License Service!

You can download your ordered softlock license(s] from here. Enter your individual data in the form fields below.
"Licensing code” and "SL-number" are attached to the license letter that comes with your software package.

Please enter your data here

SL-numser —
Computer number code™ CCNO:jcibteg-09u24zn

You may download your softlock license file immediately afterwards. In addition you will receive the file per e-mail, if you

» check the check box below and
* enter a valid e-mail address.

[ 1 would like to receive my license file also via e-mail

e S —

All fields marked with * are required.

Downlozd License File

& ' Unbekannts Zone (Gemischt) #100% v

Figure 223: logiCAD softlock license Web form.

Then install the license using the Install Softlock License button in the product activation
dialog as indicated in Figure 224.

Product Activation

Program cannot be started, Dongle license or softlock license is not active,

How b activate dongle license:
Attach dongle to computer, Press "Find Dongle”,

How ko activate softlock license:
Press "Download Softlock License” {download ordered license via Softlock.

License Service) andjor press "Install Softlock License" {if softlock license file is
available),

If the program still does nat start: Press "Show Error Log",

Download Softlock License m Install Softlack License | I
Find Dongle | Show Error Log |
Help | Close |

Figure 224: logiCAD softlock installation.

A file requestor dialog opens. Locate the downloaded license file (logicad.If) and click

Open. Finally click Close in the product activation dialog and start logiCAD again. The
softlock license is now activated.
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12.3IEC61131 Project Files

In the L-INX Configurator select the LogiCAD Files tab to attach an IEC61131 program
and a logiCAD project to the L-INX project. The tab is shown in Figure 225.

If there is an IEC61131 program attached to the project, every time a new configuration is
downloaded to the device, the L-INX Configurator asks, if the attached program should be
downloaded as well. This way, no logiCAD is required to download a suitable IEC61131
program in a separate step. The project designed in the L-INX Configurator can hold all
necessary information to set up a running device:

e |EC61131 data point configuration,

o Data point configuration in the LINX,

e Required connections,

e |EC61131 program.

The logiCAD project directory can also be attached to the L-INX configuration file, in
order to include the logiCAD project sources from which the program was compiled.

Datapoits | Connections | Connection Overview | Statistics  Proiest Fies |

~IECE1131 Program

Device Config: ILINX-ZW ® j Altach Program

Currert IECET131 program: IC:\LoglCAD-F‘ro\ects\Tutorlal-21 OL2PALOYTEC L2CALINK-212 L2RNpuE :

Feliesh | PestostoDisk | Remove |

Curent program date: Friday, June 12. 2003, 20:21:41
Current program size: 12.86 kB
Program on disk date: Friday, June 12. 2009, 20:21:41

- LogiCAD Project

Curent LogiCAD project: |C:\LogiCAD-Prajects\Tutarial 21 0.L2P |:|

Refiesh | Restoreto Disk Remove |

Project date: Friday, June 19 2009, 11:43:44
Project size: 199.11 kB

Figure 225: IEC61131 Project Files.

To attach an IEC61131 program or a logiCAD project select the file/folder to attach. The
selected data will be attached automatically the project. It can be restored to disk by
pressing the Restore to Disk button. During the development process the attached data may
change several times. To update the attached data, located on the before provided path,
press the Refresh button.

Every time a logiCAD project is successfully compiled, the file MBRTCode.so, the
compiled IEC61131 program, is copied to the public directory of the device resource for
which the program was compiled. Select this file to attach it to the project of the
Configurator. Note that the time and date of the file indicates the time of the last code
generation. If logiCAD is not able to build a new program, the old file will not be deleted.

To help you find the correct program file, set the path to the logiCAD project in the project
settings dialog (see Section 6.3.7). The project will be scanned for device resources and the
available devices will be listed in the dropdown box called Device Config. Select the
desired device and press the button Attach Program to automatically attach the correct
MBRTCode.so file.
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12.4Working with logiCAD

This section provides all necessary background information how to use the L-INX with
logiCAD. For using the L-INX with logiCAD, a predefined project template for the L-INX
must be used. Hence, when creating a new project, select the project template “Project for
LINX-110", see Figure 16. For additional information how to create, delete and manage
projects please refer to the logiCAD online help.

i/ logi.CAD Project Management: “C:\Programme?logiCAD'LCySamples'PRI\MyProject” =10l x|

: Project Object Edt MWindow Tools Help

DS A0S A B, H BE YR P OERR o,

=B LNE-110
-85 100ms
10ms
1s
-5 55
-5 s0s 2

7oy [ECEL131 Variabies

Plan_1
-z Standardlibs

N CEA7O9_Erums
N CEA709_Techmapper 3
CEAT09_Types

N DataType

N EC61131-3

N IEC61131-3_(Exk)
log librar

N Loytec_Support

Error-state viener |

DatefTime_/ [ Level [ Test |

Page name: | Page na.: Pos.:

Figure 226: L-INX specific extensions

Figure 226 shows the standard project for the L-INX including all LINX-specific extensions
for logiCAD. It shows the structure window showing the project structure on the left, an
empty working area top right and the Error-state viewer on the bottom right side.

The structure window offers interfaces to the following features:

1. The folder Functionplans holds all the program types created within logiCAD.
‘Plan_1" is the default plan to start with.

2. The folder LOYTEC/LINX-110 represents the LINX-110 device. The folder
LOYTEC represents a configuration containing one LINX-110 resource; please refer
to the logiCAD online help for details. To run a program, located in the folder
Functionplans, a program instance of the corresponding function plan must be created.
In the standard LINX-110 template a program instance of the ‘Plan_1’ is already
defined. To be able to transfer IEC61131 variables from the L-INX device to the
IEC61131 program a global variables object within the LINX-110 folder is required,
see Section 12.4.1 for details.

3. LogiCAD operates on variable types standardized in the IEC61131 standard. Look for
“Elementary and Generic Data Types” within the logiCAD online help to get
information about the available data types. For those L-INX devices, which are
intended to operate on structured NVs, appropriate type definitions for the NVs are
required. These definitions are inside the folder CEA-709 Types. Additional NVs
must be converted to data types that can be processed by logiCAD. Therefore
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Technology Converters are supplied with the L-INX project, which perform this
conversion. See Section 12.4.3 for details.

For designing programs that support the force update functionality (see Section 12.6.1),
or designing user-defined Technology Mapper (see Section 12.6.2) additional function
blocks are required. These blocks are located within the Loytec_Support directory.

All LINX-specific add-ons are provided using function blocks. Hence, in the following, all
samples are based on designs using function blocks.

12.4.1 Managing Variables

On a function plan, three basic types of variables may be created using the tabs shown
below the function plan sheet:

VAR: Variables created on this tab will be visible only to the logic designed on this
group of sheets. It will not be accessible to any other programs or to any function
blocks which are used in this program. It is similar to a ‘static’ variable declaration in a
C code function.

VAR GLOBAL: Variables declared here will be accessible to the entire program,
including any function blocks which are called by the program. Function blocks which
need to reference this variable need to have a suitable declaration of an external
variable (see next point). This declaration is similar to a ‘static’ declaration of a C
variable outside a function, which will be visible to all functions inside the C code
module, but not visible to other modules.

VAR EXTERNAL.: Variables declared in this list will be treated as open references to
a global variable which exists somewhere in the scope of the device on which the
program will be executed. This means that a global variable needs to be declared on the
device resource, which will be available to all programs running on the device. If the
physical address parameter of the variable is set to %I, %0, or %M, the variable will be
handed down to the 1/O driver of the L-INX for processing. If a suitable IEC61131
variable exists in the data point configuration of the device, its value will be forwarded
by the 1/0 driver between the PLC variable and the data point. If no physical address is
set, the variable will only be visible to the PLC programs but not to the 1/O driver,
which may be used to exchange data between PLC tasks.

The basic data flow between the CEA709 network (or BACnet and other technologies) and
the PLC program is depicted in Figure 227.

Input NVs DP DP Output NVs
> > = =
IEC61131 IEC61131
> > variables IEC61131 program variables —=_ >
> > = >

Figure 227: Connecting IEC61131 variables

The place where global variables are created on the device is shown in Figure 228.
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-4 MyProject
] Functionplans
yr

E1- M LOYTEC

ﬂ StandardLibs
Figure 228: Global Variables Object

When starting a new project, no global variables object is available; it must be created
before compiling the IEC61131 application. The global variables object can be created
automatically or manually, depending on the different workflows, please refer to Section
6.5.2.

=T
VAR_GLOBAL |
Mame 7 | Declaration | Initial walue | Longname | Phys Addr. | Attribute | Type Path | Attached Infor... |
switch_input SMVT _switch ZHal C:YPragrammell. ..
swikch_output SNYT _switch 0 CriProgrammell. ..

Figure 229: Variables defined in global variables object

Figure 229 shows the contents of a sample global variables object. As shown a global
variable is defined by the fields name, declaration and phys.addr.:

e Name: The name of a global variable must be unique. The name is used from the 10
driver to identify the global variable and from the L-INX Configurator to generate the
corresponding IEC61131 data points.

e Declaration: Here the type of the global variable is defined.

e Phys.Addr.: The 10 driver needs to know the data flow direction to be able to update
variables. The direction is defined by adding %l for an input variable, %0 for an output
variable and %M for a marker (input and output). If the address is empty, the 1/O driver
will not handle the variable, but it may still be used by the tasks running on the device.

Important:

Only ASCII characters can be used for naming the global variables.

12.4.2 Build and Download the IEC61131 Program

IEC61131 programs, designed using logiCAD, must be cross compiled in order to run on
the L-INX device. The prerequisite to compile an IEC61131 program are as follows:

e A program instance with associated program type

e A corresponding global variables object
Right click on the LINX-110 resource, see Figure 228, and select Code Generation. Please
refer to the logiCAD online help for the meaning of the options. Take care about the option

breakpoint support, see section 12.4.5 for details.

After successfully finished code generation, the IEC61131 application can be downloaded
to the LINX-110. Right click on the LINX-110 resource and select download.
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The IEC61131 program can be downloaded to the LINX-110 device via TCP/IP, CEA-709
and RS232:

e TCP/IP: Enter the IP address of the LINX-110 device. Do not change the default
communication port (2048). This is the easiest and fastest way to connect to the device.

e CEA-709: Select the network interface to use and fill out all other fields, see Figure
230. Alternatively, select the network interface and press Auto-detect via Service-Pin.
Then press the service pin on the LINX-110 device. Note that this connection method
requires an installed LOYTEC network interface.

&, Connect to Target System LI
Driver:  [LOYTEC CEA709 =l

- Communication Settings

Metwork: Interface INIC_USB1DD_2 'l
Darnain [Hex) ||48
Interface Address I ad |125

Auto-detect via Service-Pin |

Select via NodelD | 800000053CFC
Device Address I 1 .-"ISD

‘ Mode address detected

r Save settings and use them when reconnecting
without asking

Ok I Canicel |

Figure 230: Connect via CEA-709

Important:

To be able to communicate with the LINX-110 device via CEA709 the LINX-110 must be
commissioned.

e RS232: To connect via RS232 select LOYTEC RS232 as Driver and LOYTEC as
transmission protocol. All other values are set correctly per default.

12.4.3 Usage of NVs, Technology Converters

To used CEA-709 variables the content of the NVs must be converted to IEC61131
compliant data types. Look for “Elementary and Generic Data Types” within the logiCAD
online help to get information about the available data types. Technology Converters are
used to perform the transformation from CEA-709 data types to IEC61131 data types. All
Technology Converters are summarized in the subfolder CEA709_Conv located in the
StandardLibs folder.

Depending on the type of the NV there are three different ways to use the NV within
IEC61131 programs:

e Simple NVs that hold only one scalar value, e.g. SNVT_amp:
Those kinds on NVs are represented as IEC61131 REAL values within logiCAD.
There is no additional conversion necessary. Figure 240 shows an example
program for scalar data types.

e Simple NVs based on an enumeration, e.g. SNVVT_date_day:

The active identifier of the enumeration is represented as Boolean value. When
using NVs based on enumerations, Enumeration Converters are used to identify the
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current state. There are two kinds of Enumeration Converters. First, the
Enumeration Converters that convert the enumeration types to Boolean types,
grouped in the folder Convert from CEA709_Enums. Second, the Enumeration
Converters that converts several Boolean inputs to an enumeration type, grouped in
the folder Convert to CEA709_Enums.

e  Structured NVs that consists of a number of fields, e.g. SNVT_switch:

On structured NVs two tasks must be performed by the Technology Converters.
First the structure of the NV is mapped to IEC61131 conform data types. Second,
if necessary scaling factors are applied. Similar to the Enumeration Converters, the
Technology Converters are split up into two subfolders. The first one, which
converts the NV into IEC61131 compliant data types, is located in the folder
From_CEA709 Types. Technology Converters to set up NVs based on
IEC61131 data types are grouped in the folder To_CEA709_Types.

Figure 231 shows the three possibilities how to use NVs within an IEC61131 program.

date_day_in & — - —adsys_of_week_t  DAY_NUL

: Dav_sum
D&v_How
Dav_TUE
D&Y UED -
DaY_THU -
D&Y_FRI -
DEY_SAT -

M Place logic here

Figure 231: Usage of NVs

I

8

W
T
T O

:

:
T
i

If a structured NV comprises enumerations types, these enumerations are not split up by the
Technology Converter. To get the value of the enumeration, connect an Enumeration
Converter to the corresponding output of the Technology Converter.

For every Technology Converter and Enumeration Converter an online help window,
displaying the interface description is available. Select the Technology Converter and press
F1 to get the interface description.

12.4.4EC61131 Program Cycle Time

IEC61131 programs are performed in a periodical manner. IEC61131 tasks are used do
control the execution of an IEC61131 program. As shown in Figure 228 several default
tasks are defined within the template project. Right click on the clock symbol and select
properties to change the cycle time of the task.

As described in section 12.4 a program instance is required to execute the IEC61131
program. The cycle time of the IEC61131 program is controlled by the task assigned to the
program instance. In order to change the cycle time right click on the program instance and
select properties. In the upcoming window the task assignment for the selected program
type can be changed, see Figure 232.
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B Properties: Plan_1 1Ol x|

Assignment | Master Data | HMore |

—Program Type

| Plan_1

—Task Assignment

|IDDms Browse, ., |
Reset |

QK | Cancell Apply | Help I

Figure 232: Task assignment

Please take care when defining names for the tasks. The names displayed in the project view
are symbolic names, they do not correspond to the settings for the cycle time, even if the
L-INX template project use the configured cycle time as task name.

12.4.5 CPU Overload

Several conditions affect the CPU utilization of the IEC61131 program. As a result it is not
possible to predict the system load caused by the IEC61131 program. E.g. the following
parameters are of particular importance when designing IEC61131 programs:

e Number of inputs and outputs handled by the 1/O driver.

e  Complexity of the logic in the running IEC61131 program.

e Number of simultaneously running program instances on one L-INX.
e Cycle time of IEC61131 programs.

¢ logiCAD breakpoint support and force-able code enabled or disabled

The developer of the IEC61131 program is able to check the current system load within the
Web Ul, see Section 4.1. To get a rough estimate of the CPU load investigate the PLC-
LED. Every time, the system load increases 80% for a certain period of time, the PLC-LED
switches to red until the system load goes below 80%.

In case of CPU overload, the IEC61131 program may not be able to finish its work within
the defined cycle time. Adapt the program in order to reduce the total system load below
80%. Here are a few tips to keep the CPU load down:

e Increase the cycle time, so that the task may finish in time before the next cycle
start is scheduled. The PLC kernel will always schedule the next run at an absolute
time, no matter how long the previous run took, in order to compensate for
irregular execution times and keep a steady cycle time if possible.

e Reduce the number of I/O variables, to reduce the load caused by exchanging data
between the PLC program and the data points of the automation server.

e Reduce the number of independent tasks and try to place as much functionality as
possible into one task. Every running task will call the 1/0 driver for new inputs
and outputs independently, therefore two tasks running at a 1s cycle time each will
cause twice the 1/O load of one task running at 1s cycle time.

e Take special care about the complexity of function blocks which are used a lot.
Bad performance of one such block may dramatically increase CPU load if it needs
to be calculated several hundred times in one cycle.
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e Try to disable breakpoint support and force-able code when generating code for
the target, to get the most efficient PLC code out of your logic.

e For complex designs, it may be possible to add a state machine using SFC
elements and enable/disable large parts of the logic based on the current state of
operation.

e  Whenever a function does not need to calculate new output values under certain
conditions, use the built-in EN input of the block to disable execution and thus
reduce the required CPU time, instead of adding your own ‘Enable’ input which
causes the logic to ‘behave’ as if it would be disabled, while it is actually
calculated every cycle. This is similar to power saving methods used in modern
electronic devices. Parts which are not required are put into a low power mode
instead of keeping them running in an unproductive state.

12.5Workflows for the L-INX

12.5.1 Starting with Data Points

This workflow is based on defining data points used for the IEC61131 program in the
L-INX Configurator and then export them to logiCAD. Figure 233 presents the basic steps
of this workflow. To follow the steps refer to the quick-start description of Section 2.6.
Refer to section 6.7.2 about additional information how to gather information from the
network.
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START

Start the Configurator

Scan network variables
Section 6.7.2

Select NVs and use on device
Section 6.7.5

Expose data points via PLC check box

Download configuration to device
Section 6.7.9

Start logiCAD

Export variables to logiCAD

Use (Dragé&Drop) global variables in IEC61131
program

DONE

Figure 233: Start with network based information

It is assumed that there are already network data points (CEA-709, BACnet, L-IOB, etc.)
available. Clicking the Export variables to logiCAD button in the Configurator creates the
IEC61131 variables in logiCAD. The following rules are applied in this process:

e The name of the global variables object is derived from the technology base folder
(e.g. CEAT709, User Registers, etc.). If there is no matching global variables object
one is created. If there is already a suitable global variables object, the existing
variables are saved.

e There is already a suitable global variables object: If there is an old and new
variable with identical name, the type of the variable is checked. In case of a type
mismatch of the old and new variable, the old one is discarded and the new one is
imported. Additional a warning is printed on the Error-state viewer.

e The name of the global variables object represents the folder name in the L-INX
Configurator.

After exporting the data points as global variables to logiCAD, they can be used in the
Functionplan ‘Plan_1". To open the respective global variables folder double-click on it. To
use the imported variables simply drag and drop the required global variable on to the
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Functionplan, see Figure 234. The external variables (see Section 12.5.2) are automatically
created when adding the global variable to the Functionplan.

'ij'_, logi.CAD Project Management: "C:\LogiCAD-Projectsworkflow2™ - LOYTEC,LINZ- 11" CEATDS - |E| 1'
E Project ©bject Edit Wiew ‘Window Tools Help

e FOEBBDN. 2 BE 4 {2 2ELCEHRB | H| ¥ a.
RED
-4 vaorkflowz = |||\|.||||||
= Functionplans [ ' ' -
- 4BF Plan_1 : '
B LOVTEC :
- B LINK-11x B

10y User Registers
1oy MewGlohalvar

StandardLibs :
N CEA709_Conw H

- =] CEA7O9_Enums

-] CEATO9_Types

m
%

T

CEAT09 (unchanged) =10l
‘ WaAR_GLOBAL |

VAR I i Initial walue . [ Attribute
Mame JEnS0fNY. ..
= yarl [709/tnSOMMY...  SNYT_temp R
= {709/tnS O/ J709]EnSOMMY ... ST _temp %l R
1 I e JFOS/ENSOMNY. L, SNVT Jux ol R

4

Page name; | 0001 Page no.:| Af0 Pus.:l 40/14

Figure 234: Adding global variables to Functionplans

After adding function blocks that perform the expected work, the IEC61131 program is
ready to compile and download (see Section 12.4.2).

12.5.2 Starting with logiCAD

This section introduces a workflow how to develop a new IEC61131 program from scratch
using logiCAD. Figure 235 shows the necessary steps to perform. For starting a new
logiCAD project refer to the quick-start of Section 2.6.
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START

Create IEC61131 program with logiCAD

}

Generate IEC61131 variables

)

Start the L-INX Configurator

)

Import IEC61131 variables from logiCAD

)

Select Generate and Connect NVs <->
IEC61131 Variables

}

Download configuration to device
Section 6.6.4

DONE

Figure 235: Starting with logiCAD

After creating a new project for a L-INX resource and opening the Functionplan Plan_1 an
empty input area is shown, similar to Figure 236.

¥ Plan_1 {unchanged) - | Ellll

K| |
YAR | vAR GLOBAL |vAR EXTERMAL| VAR ACTION | FB INSTANCE |

Mame | Declaration | Initial value | Longname | Fhys. Addr,

1 |

Figure 236: Start new function plan

The dark grey areas on the left and right side are intended to place the input and output
variables, the light grey area is used to place the functional blocks.

As described above, global variables are used to interface IEC61131 data points on the
LINX-110 device. As assumed for the current workflow, the IEC61131 data points are
created on information based on the global variables exported from logiCAD. Hence, for
designing the program, external variables are used during the design phase. To create a new
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variable select the VAR_EXTERNAL tab, right click in the declaration area and select
New, as shown in Figure 237.

Iogi.EAD Project Management: "C:\Programme’logiCAD LC Samples',PR1\MyProject” - Functionplans'Plan_1 ;|g|5|
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e |
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Figure 237: New external variable

In the upcoming dialog the name and the type declaration of the variable must be specified.
The type declaration can be done directly by prompting the type into the declaration field,
by selecting the type from the pull-down menu or by drag-and-drop of a specific type from
the project tree, see Figure 238. Finally, the new variable is added by pressing the Add
button.
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Figure 238: External variable type declaration

The created variable is added to the declaration area and placed to the drawing area by
drag-and-drop. At this time the direction of the external variable is not defined, it can be
used as input as well as output variable.
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Figure 239: Drag-and-drop external variable to drawing area

Please take care to use an external variable only as input OR output. After adding the
external variables to the drawing area, add function blocks to perform the desired actions,
see Figure 240 for a sample configuration.
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Figure 240: Use external variables

The Functionplan ‘Plan_1’ represents now a simple program. It adds a defined value to the
value of the input variable and sends the result to the output variable.

Add all expected functionality to the ‘Plan_1" or use different Functionplans to split up the
expected functionality into smaller pieces. But take care about the name and type
declaration of external variables when using more than one Functionplan. All external
variables with the same name refer to the same global variable.

After adding all functionality, global variables matching the requirements of the defined
external variables, must be generated. A tool automatically performs the process of
generating the global variables object and the required global variables.

Iogi.EAD Project Management: “C:\Programme’ logiCAD LC\Samples', PRI\ MyProje

=10l

EEroject Object Edit Window Tools Help

D w

-

=

HBEDB AB. & BB & a8 2@ cdER 2

PROJ |

EQ MyProject
-] Functionplans
I Plan_t

Qpen
Offline-Simulation

Show Force List. ..

LOYTEC

- B LINE-110 Code Generation F7
3 100ms
10ms
4 1s Download
=
ofdd B0s
- JBF Plan_1
gl Standardlibs Hew 3
Swaitch PlatForm 3

Check Object Data

POLU Documentation »

-

| Global Variables | Export

Download to Target System, ..

Rescan F5

Impork

SyiZon Import | 3enerate |

| 5

Figure 241: Auto-create global variables
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Match Global Yariables

To start the creation of global variables, based on external variables, right click the L-INX
device and select Global Variables > Generate. Then the selected L-INX resource is
parsed and every program instance found is checked for external variables. In Figure 241
the type instance Plan_1 refers to the Functionplan ‘Plan_1’, as defined in Figure 240. If
there are more Functionplans than the predefined ‘Plan_1’ appropriate program instances
for these plans must be added to the resource before creating the global variables. Anyway,
only Functionplans referred from program instances are executed.
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Figure 242: Created global variables object

Now there is a global variables object called IEC61131 Variables available, containing all
global representations of the external variables defined before. The Error-state viewer
reports all processed program instances and added variables, see Figure 242 for details.

The global variables are crated based on the following rules:

The direction of the variable is determined based on the graphical representation,
shown in Figure 243.

e |
]JVarl input :_'
S ——

.;—]J\Farz output :_l
—_—
J—fVarS output :_'

Figure 243: Direction of global variables

Every external variable connected on the right terminal results in a global input
variable. External variables connected on the left terminal or on both sides results
in a global output variable. Variables connected on both sides can either be used
for the force update feature (see section 12.6.1) or as marker (see section 12.6.4).
As the tool can not distinguish between these two possibilities, per default a global
output variable is created.

If there is already a global variables object, only new variables are added. In case
of external variables using the same name as an already existing global variable,
the new definition is used and a warning is printed in the Error-state viewer.

In case of two Functionplans, each referring to a global variable with the same
name but a different type, the creation process is stopped and an error is printed in
the Error-state viewer.

Now the IEC61131 program is ready to compile and download, refer to section 12.4.2 for

details.

Based on the above created global variables corresponding IEC61131 data points are
created on the L-INX. For doing so, start the L-INX Configurator and click the speed button
' Import variables from logiCAD. Data points are created in the IEC61131 Variables

folder.
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The Configurator reports the results of the import. For the import process the following
rules are applied:

e New variables are added
e Variables with same name and type are ignored

o If there are variables with the same name but different type or direction, the
variable to import is ignored and a warning is added to the import log.

The name of the folder to import the new variables corresponds to the name of the global
variables object. Figure 244 shows the result of the import process.
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Figure 244: Connect IEC61131 variables

To create the appropriate network data points for all imported IEC61131 variables select
the IEC61131 Variables folder and press the button Generate and Connect Network <->
IEC61131 variable from folder. Check the log output for errors and finally download the
configuration to the L-INX device. See Chapter 6 for a general description of the L-INX
Configurator.

After rebooting the L-INX device the IEC61131 program is up and running. Check the PLC
LED for potential overload.

12.5.3 Pre-compiled IEC61131 Program

In opposite to the last two chapters it is assumed that there are already some components
finished, hence starting up from scratch is not suitable. Second, there is the possibility to
have an already defined IEC61131 program or an already fixed network interface.

Starting with an already precompiled IEC61131 program results in a similar workflow as
presented in Section 12.5.1. The difference is that all logiCAD related tasks are missing. As
the IEC61131 program is compiled, the name of the IEC61131 data points is already fixed.
The definitions for the data points must be available either in form of a CSV file to import
to the L-INX Configurator or as part of a L-INX Configurator project. If the network
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interface for the L-INX was not already defined, the L-INX Configurator can be used to
generate and connect the needed data points.

Additionally, there is the possibility that also the network data points are already fixed or
that a given, user-defined interface is necessary. Then the developer has to connect the
IEC61131 data points to the corresponding network data points by himself. See section
6.9.9 for details on creating connections manually.

Finally, after downloading the configuration and rebooting the L-INX, the IEC61131
program can be downloaded to the LINX-110 via the Web Ul or the L-INX Configurator.
After a final reboot the L-INX loads and executes the IEC61131 program.

12.6 Additional Features

12.6.1 Force Update Functionality

Per default the IEC61131 program only sends updates on changed output values. Every
program cycle the input values are fetched, the IEC61131 program is executed and the
calculated values are sent to the output driver. If the old values are identically with the new
one no updates are sent to the IEC61131 data points. As a result no update is sent to the
network.

For some applications, e.g. for a scene controller, it is necessary to send an update on
request. E.g. every time the input value is updated, the output value is forwarded to the
network, regardless if the value of the output value was changed or not.

For implementing this feature, special vendor blocks are available. First it is necessary to
check if there was an update on a selected input within the last execution cycle of the
running IEC61131 program. That functionality is offered by the function block Update
Notify located in the StandardLibs—>Loytec_Support folder. Second, an output must be
forced to send an update even if the value was not changed. The function block Force
Update is used for that functionality, it is located in the StandardLibs—>Loytec_Support.

| e ——
Jamp_in i—alInput Updated

: Tpdate
1 Notification
! PEMLEE. 0 . -

Figure 245: Force update

Figure 245 depicts how to use the force update functionality. Besides of the part of the
IEC61131 program that defines the calculations to perform (lower half of Figure 245),
additional logic for the force update functionality is required. The global input variable that
is monitored for changes is connected to the Update Notification function block. As a result,
the Boolean output ‘Updated’ is set to TRUE for one program cycle, if the value of the
connected variable has been updated since the last cycle start. To force the 1/O driver send
out an update, the global output variable, which shall be updated, is connected to ‘Output’
of the Force Update block. Hence, every time the ‘Update’ input of the Force Update block
is TRUE, the connected global output variable sends out an update at the end of the
program cycle.

Important:

Every global variable connected to the update notification or force update block must be
connected via the right-hand side terminal!
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12.6.2 Using UNVT variables

Similar to the predefined CEA709 data types and the technology converter functions, user-
defined network variable data types can be used. The L-INX Configurator supports the
developer to generate the type definitions needed for UNVTs and enumerations based on
LONMARK resources files.

To generate type definitionf for UNVTs in logiCAD
1. Start the L-INX Configurator.
2. Select the menu Tools = Export NV Resource File....

3. Select the resource file to be exported. Select structured text as format and export the
file to a location of your choice by clicking Export Selected.

Export N¥ Definitions x|

Resource File |[Ei=s

Farmat IStructured Text j

Expart Al | Export Selected I Cancel |

4. To import the created type definition file into logiCAD, add a new library to the
project. Right-click on the created library and select Export/Import - Start ST-
Import.

5. Select the file to be imported and check the Error-state viewer for the results of the
import process.

Using the newly created data types, suitable technology converter function blocks can be
created. For each UNVT type, create a normal function block to convert an input of the
UNVT type to a number of standard IEC61131 data types and vice versa. You may look at
the technology converter blocks for SNVT types which are provided by LOYTEC, to get
ideas how to implement your own converter functions.

12.6.3 Create Your Own Data Type

For special applications, custom IEC61131 compliant data types may be created by the user,
which do not correspond to any CEA709 network type but should still be available as a data
point on the L-INX automation server, in order to access the data point value from the Web
interface or over XML as a parameter. Further, such data points can also be made persistent,
which makes variables of such custom data types persistent.

Most of the IEC61131 data types may be used as global variables on the device and the
L-INX Configurator will be able to create a suitable register data point for the IEC61131
data type. Supported data types include custom enumeration types (a multi-state register
with the required states will be created automatically), strings (a string data point with a
maximum length of 128 characters will be built), and simple arrays.

While the Configurator will be able to automatically determine the required data point size
for simple arrays (like ARRAY [1..16] OF INT) and create a suitable register data point
during the IEC61131 variable import, the data size of custom structures cannot be
determined automatically at the moment, so the L-INX Configurator does not know how to
create a suitable user data point. As a workaround, the type name must contain the desired
size of the data point in bytes, for example: MyStructuredType(UT16) will tell the L-INX
Configurator to create an IEC61131 register of type ‘user’ with a length of 16 bytes, to hold
the data for the IEC61131 structure defined in the logiCAD program.
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12.6.4 Using Persistent Data Points and Markers

Persistent data points are data points on the LINX-110 device that hold their value even
after power loss (see Section 5.2.4). There is no difference in handling global variables
connected to persistent data points or to non-persistent data points. Global variables
connected to persistent data points are marked with retain attribute in logiCAD and with the
persistent flag in the L-INX Configurator.

Global input variables marked as persistent, supply the IEC61131 program every time with
the last received, valid data, even after a power failure. To set an input variable as persistent
in logiCAD, open the global variables object containing the appropriate variable, double
click the variable, set the retain check box and press the Update button. Now export the
global variables and import them to the L-INX Configurator. After downloading the new
IEC61131 point configuration to the L-INX the data point is set to persistent. Setting the
data point persistent in the L-INX Configurator, export the data points and import them to
logiCAD is also possible.

Global variables declared as marker can be used as input and output variable in IEC61131
programs. LogiCAD is not able to distinguish markers from global output variables used in
combination with the force update feature, see Figure 245. As a result it is not possible to
create a global variables object holding markers automatically. The procedure as described
in Section 12.5.1 is not able to decide when to create an output variable or a marker.
Markers must be created manually by adding them to the global variables object and setting
the physical address to %M.

12.6.5 L-INX System Registers, System Time

LINX-110 System registers, such as the System time or the CPU load, can be used within
IEC61131 programs. Therefore, for each system input variable, a global input variable of
type UDINT may be created within the IEC61131 program. Then, connections to the
appropriate system registers are created manually with the LINX-110 Configurator (see
section 6.9.9).

To use the system time within the IEC61131 program, connect the AtoDT converter
(located in the StandardLibs->IEC61131-3_ (EXT) folder) to the global input variable that
receives the system time.

12.6.6 Code Protection

There are 4 data points used for code protection. These data points, in combination with an
adapted IEC61131 program, can be used to protect your 61131-Program Intellectual
Property. Please contact LOYTEC sales for further information.
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13 Operating Interfaces

13.1Common Interface

13.1.1 Schedule and Calendar XML Files

The daily schedule and calendar pattern configuration can be changed at run-time over the
Web Ul or the network. An alternative way to change that configuration is to download a
schedule and calendar XML file via FTP onto the device. After the file has been
downloaded, the new configuration becomes effective immediately. The device does not
need to be rebooted. The files are located in

/tmp/uid/sched/UID.xml
/tmp/uid/cal/UID.xml

The UID is the unique 1D of the data point. The UID can be obtained from the ID column in
the data point list as shown in Figure 170. A schedule data point with UID 107C would
result in the schedule XML file ‘/tmp/uid/sched/107C.xml’. The UID remains
constant for the life time of the data point even when the name or description is changed.

The content of the XML file must be compliant to the scheduleCfg schema. This schema
can be found at the LOYTEC Web site. The XML documents can refer to the target
namespace http://www.loytec.com/xsd/scheduleCfg/1.0/

13.1.2 Trend Log CSV File

The CSV file format for a trend log and the location of those files are defined in this
section. The trend log CSV files are accessible either via their UID only, or in combination
with contents of the trend log object name. The files are located in

/tmp/uid/trend/UID.csv
/data/trend/Datapointname_UID.csv

The UID is the unique ID of the data point. The UID can be obtained from the ID column in
the data point list as shown in Figure 170. For a more user-friendly listing of the files, the
Datapointname contains the trend log’s object name. It is truncated after 23 ASCII
characters to fit the requirements of the file system. A trend CSV file for the trend object
‘trend0’ and the UID ‘107C’ would result in the CSV file
‘/data/trend/trend0_107C.csv’. The UID remains constant for the life time of
the object even when the name is changed.

The CSV file format for a trend log is defined in this section. The CSV file starts with a
header, containing at least the first line, which specifies the CSV format (log_csv_ver). The
current version is 2. The next line contains the field log_device. It has trailing fields that
specify the vendor, product code, firmware version and device ID string. The Device ID
String can be one of the following: (IP) 192.168.24.100, (BACnet Device) 224100, (CEA-
709 NID) NID.
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The log_info line specifies the fields UID and name of the trend log object. The line
log_create has two fields specifying the date and time when this CSV log was generated.
The line log_capacity has two fields: the current number of log entries in the file and the log
capacity.

Following are one or more lines of log_item. Each line specifies a trended data point. The
first field is the index, the second the ID of the logged data point, the third the data point
name. The data point name can be augmented by engineering units in square brackets. Log
entries in the CSV refer to the item index to identify the data point, for which the entry was
logged.

#log csv ver,2

#log_device;LOYTEC; Product Code; Firmware Version;Device ID String;Serial No
#log_info;Log-ID; Log Name

#log _create; YYY-MM-DD; HH:MM:SS

#log_capacity; filled;capacity

#log_item; index;UID;data point name [units]

After those lines any number of comment lines starting with a hash character ‘#’ are
allowed. One line contains the column headings. Lines that are not comments specify one
log record per line, using the column information as described below. The columns are
separated by commas °,” or semi-colons ;’. If commas are used as a separator, the decimal
point must be a point .”. If semi-colons are used, the decimal point must be a comma *,’.

Column | Field Example Description

A Sequence Number 50 The log record sequence number. This is the
monotonously increasing sequence number, which is
unique for each log record.

B Source 0 Data point source identifier. Indexes into logger_entry
header. For value lines in a multi-column CSV, this
field indexes the first column, which has a value. For the
ERROR record type, the field indexes the data source
that caused the error. For LOGSTATE, TIMECHANGE
records this field is not applicable and set to 255.

C Record Type 2 The record type: LOGSTATE (0), BOOL (1), REAL
(2), ENUM (3), UNSIGNED (4), SIGNED (5), NULL
(7), ERROR (8), TIMECHANGE (9)

D Error/Time 1 This field is valid for records of type ERROR,

Change/Log TIMECHANGE, and LOGSTATUS.
Status

E Date/Time 2007-11-02 15:34:22 The date/time of the log record. This is in the format
YYYY-MM-DD HH:MM:SS.

F Value 0 245 Logged value from source 0 or empty

G Value 1 200 Logged value from source 1 or empty

Valuen-1 5000 Logged value from source n — 1 or empty

Table 17: Columns of the Trend Log CSV File.

There are as many value columns as value sources specified in the header. If at a given
date/time more values are logged, all of them appear in the same line. If at that given time
some sources did not log values, those columns are left empty. The “Source” column in a
multi-value CSV refers to the first data source that supplied a value in a given line.

13.1.3 Alarm Log CSV File

The historical alarm logs are also accessible as CSV-formatted files. The alarm log CSV
files are accessible either via their UID only, or in combination with contents of the alarm
log object name. The files are located in
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/tmp/uid/allog/UID.csv
/data/allog/Alarmlogname UID.csv

The UID is the unique ID of the alarm log object. The UID can be obtained from the 1D
column in the data point list of the alarm log folder, similar to obtaining the UID of trend
log objects. For a more user-friendly listing of the files, the Alarmlogname contains the
alarm log’s object name. It is truncated after 23 ASCII characters to fit the requirements of
the file system. A trend CSV file for the alarm log object ‘alarmlog0’ and the UID ‘100C’
would result in the CSV file ‘/data/allog/alarmlog0 100C.csv’. The UID
remains constant for the life time of the object even when the name is changed.

The CSV format of the alarm log CSV file is identical to the trend log CSV format as
described in Section 13.1.2.

13.2CEA-709 Interface

13.2.1 NV Import File

Network variables can be imported to the Configurator software in a CSV file. The format
of this file is described in this section.

The first line of the file must contain a comment, starting with a hash character ‘#
specifying the format version and import technology:

#dpal csv_config;Version=1;Technology=CEA709

After that line any number of comment lines starting with the hash character ‘#’ are allowed.
Lines that are not comments specify one NV per line, using the column information as
described in Table 18. The columns are separated by commas °,” or semi-colons ‘;’. Which
separator is used can be configured in the Web Ul (see Section 4.2.1).
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Column | Field Example Description

A SNVT 39 A numeric value of the SNVT (as defined in the SNVT
master list). The example value 39 represents a
SNVT_temp.

B NV index 0 The NV index in decimal notation of the NV on the
network node. Index starts at 0.

C NV selector 1 The NV selector in decimal notation of the NV on the
network node.

D NV name nvoTemp The NV programmatic name of the NV on the network
node.

E is output 1 Defines if this NV is an output on the network node. ‘1’
means the NV is an output on the network node.

F flag auth cfg 1 ‘1’ defines that authentication can be configured for this
NV on the network node.

G flag auth 0 ‘1’ defines that the NV is authenticated.

H flag priority cfg ‘1’ defines that the priority can be configured for this
NV on the network node.

| flag priority 0 ‘1’ defines that the NV is using priority.

J flag service type 1 ‘1’ defines that the service type can be configured for

cfg this NV on the network node.

K flag service ack 1 ‘1’ defines that the NV is using acknowledged service.

L flag polled 0 ‘1’ defines that the NV is using the polled attribute

M flag sync 0 ‘1’ defines that the NV is a synchronous NV.

N Deviceref 1 This field is a numeric reference to a device description.
If it is the first occurrence of this reference in the file,
the columns defined below must be filled in. Otherwise,
they can be left out.

programiD 9000A44850060402 The program ID string of the network device.

P neuronlD 80000000C8C8 The NID of the network device.

Q Subnet 2 The subnet address of the network device. Use ‘0’ if the
device has no subnet address information.

R Node 3 The node address of the network device. Use ‘0’ if the
device has no node address information.

S location str 0 The location string of the network device. Use ‘0’ if no
information is available.

T Device name DDC The device name of the network device. Leave this field
blank if this information is not available.

U node self-doc &3.2@0,2 Self-documentation string of the device (special
characters are escaped)

\Y NV length 2 NV length in bytes

W NV self-doc @04 NV self-documentation string (special characters are
escaped)

X Allocation 1 Define, how this NV shall be allocated: external=1

(default) / static=2 / file=3

13.2.2 Node Object

The L-INX
guidelines.

Table 18: CSV Columns of the NV Import File.

and the L-GATE provide a node object conforming to the LONMARK
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The Node Object accepts the following commands via nviRequest: RQ_NORMAL,
RQ_UPDATE_STATUS, RQ_REPORT_MASK, RQ_ENABLE, RQ_DISABLE,
RQ_UPDATE_ALARM, RQ_CLEAR_ALARM, RQ_RESET, RQ_CLEAR_RESET

LONMARK alarming is supported via nvoAlarm (SNVT alarm) and nvoAlarm_2
(SNVT _alarm_2). This allows devices supporting the LONMARK alarm notifier profile
to receive alarms generated by the device and react with a defined action (e.g., send an
email). By supporting both alarm SNVTs, SNVT _alarm and SNVT _alarm_2, legacy
and state-of-the-art alarm handling is supported.

nviDateEvent (SNVT_date_event), nvoDateResync (SNVT_switch): These NVs are part
of the standard LONMARK node object, if schedulers are used. If not bound, the local
calendar is used. If a global calendar shall be used, both of these NVs must be bound to
the respective NVs of the global calendar object.

nviTimeSet (SNVT _time_stamp): When writing to this NV, the system is set, if the
configure time-source is “LonMark” or “Auto” (see Section 4.2.1). The time value is
interpreted as local time

nvoSystemTemp (SNVT_temp): This NV can be used to poll the system temperature of
the device. It does not send updates and must be polled.

nvoSupplyVolt (SNVT_volt): This NV can be used to poll the supply voltage of the
device. It does not send updates and must be polled.

nvolpAddress (SNVT_str_asc): This NV can be used to poll the IP address of the
device. It does not send updates.

nciEarthPos (SNVT_earth_pos): This configuration property can be used to set the
earth position of the device. It has been implemented as an NV to make other devices
send that configuration to the device over the network (e.g., from a GPS receiver).

nviClearStat (SNVT_switch): When writing {100.0 1} to this NV, the channel monitor
objects’ statistics data are cleared.

nvoUpTime (SNVT elapsed_tm): This NV contains the elapsed time since the last
reboot.

13.2.3 Real-Time Keeper Object

When the scheduler objects are enabled in the project settings, the device includes the
standard LONMARK real-time keeper object. The Real-Time Keeper Object is used to
synchronize the system time of multiple LONMARK compliant devices.

The object has the following network variables:

nvoTimeDate (SNVT_time_stamp): Propagates the devices current system time and
date (local time). It is typically bound to the nviTimeSet input network variable of the
node objects of the LONMARK compliant devices, which are synchronized with the
system time of the device. The update rate of the nvoTimeDate can be configured using
the configuration property SCPTupdateRate (default every 60 seconds).

13.2.4 Channel Monitor Object

The Channel Monitor Object functional block is responsible for network monitoring. There
is one object for each channel, the device is attached to: The channel monitor object with
index O corresponds to the FT port of the device, while the object with index 1 corresponds
to the IP-852 port of the device. If a port is not available in the current system
configuration, the nvoElapsedTime is set to the invalid value and nvoPort is set to 255.

Each object has the following network variables:

nvoPort (SNVT_count): Index of port associated with this Channel Monitor Object
instance. Port 1 corresponds to the FT port of the device, while port 2 corresponds to
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the IP-852 port of the device. If the monitored port is not available in a system
configuration, the value is 255. This NV is polled only.

nvoElapsedTime (SNVT_elapsed_tm): Time since device powered up or since the
statistics for this port where reset. The statistics can be reset with the network variable
nviClearStat in the node object (see Section 13.2.2) or if the node is reset with a
network management command (e.g., while the device is commissioned). If the
monitored port is not available in a system configuration, the value is set to the invalid
value. The NV is polled only.

nvoAvgPkts (SNVT_count_32): The average number of packets per second received or
transmitted via the associated channel since power-up or since the statistics for this port
where reset.

nvolvalBandUtl (SNVT _lev_cont): Bandwidth utilization of associated channel during
the last interval. For a smooth operation of the CEA-709 segment, the average
bandwidth utilization must remain below 50 %.

nvolvalCrcErr (SNVT _lev_cont): Percentage of packets with CRC error received on the
associated channel during the last interval.

nvolvalMissed (SNVT_lev_cont): Percentage of packets from the associated channel
which could not be processed during the last interval.

nvolvalPkts (SNVT_count_32): Number of packets received or transmitted via the
associated channel during the last interval.

nvoTotalCrcErr (SNVT_count_32): Total number of packets with CRC error received
via the associated channel since power-up or since the statistics for this port where
reset.

nvoTotalMissed (SNVT_count_32): Total number of packets from the associated
channel which could not be processed since power-up or since the statistics for this port
where reset.

nvoTotalPkts (SNVT_count_32): Total number of packets received or transmitted via
the associated channel since power-up or since the statistics for this port where reset.

nvoMaxBandUtl (SNVT _lev_cont): Maximum value of nvolvalBandUtl since power-up
or since the statistics for this port where reset. For a smooth operation of the CEA-709
segment the average bandwidth utilization must remain below 50 %.

nvoMaxCrcErr (SNVT_lev_cont): Maximum value of nvolvalCrcErr since power-up or
since the statistics for this port where reset.

nvoMaxMissed (SNVT _lev_cont): Maximum value of nvolvalMissed since power-up or
since the statistics for this port where reset.

nvoMaxPkts (SNVT_count_32): Maximum value of nvolvalPkts since power-up or
since the statistics for this port where reset.

nvolvalMisPre (SNVT_count_32): Number of missed preambles per second on the
associated channel measured during the last interval. A missed preamble is detected
whenever the link layer receives a preamble which is shorter then the defined preamble
length. A large number in this counter is usually due to noise on the channel.

nvoTotalMisPre (SNVT_count_32): Total number of missed preambles per second on
the associated channel measured since power-up or since the statistics for this port
where reset.

nvoMaxMisPre (SNVT_count_32): Maximum value of nvolvalMisPre since power-up
or since the statistics for this port where reset.

nvoChnlAlarm (SNVT_switch): Signals an overload alarm condition of the channel
during the last statistic interval. A channel can be overloaded due to one of the
following conditions:
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o The bandwidth utilization during the last statistic interval (nvolvalBandUtl)
exceeded the limit defined by the SCPThighLimitl (default 70 %) OR

o The CRC Error Rate during the last statistic interval (nvolvalCrcErr)
exceeded the limit defined by the SCPThighLimitl (default 5 %) OR

o The Missed Packets Rate during the last statistic interval (nvolvalMissed) was
not zero OR

o The Missed Preamble Rate during the last statistic interval (nvolvalMisPre)
exceeded the limit defined by the SCPThighLimitl (default switched off).

If an overload is detected, the network variable is set to {100, ON}. If no error
occurred, it is set to {0, OFF}.

e nvoChnlAlarmRat (SNVT_lev_cont): Ratio between statistic intervals during which the
channel was in overload alarm condition and intervals during which the channel was
not in overload alarm condition since power-up or since the statistics for this port
where reset.

In addition, each channel monitor object has the following SCPTSs:

e SCPTifaceDesc: This configuration property contains a human-readable name of the
monitored port. Possible values on the device are “CEA-709”, “IP”, or “inactive”.

e SCPTmaxSndT: Defines how often output NVs are transmitted. Exceptions are
nvoPort, and nvoElapsedTime, which are polled-only.

13.2.5 Calendar Object

When the scheduler objects are enabled in the project settings, the device includes the
standard LONMARK calendar object.

13.2.6 Scheduler Object

When the scheduler objects are enabled in the project settings, the device includes the
configured number of standard LONMARK scheduler objects.

13.2.7 Clients Object

When the remote AST object feature is enabled in the project settings, the device includes a
proprietary object, which is a container for network variables required to implement the
remote object features.

For remote schedulers and calendars, nviSchedLink and nviCalLink NVs are created. For
alarm clients, nviAlarm_2 NVs are created.

13.2.8 Gateway/PLC Objects

The device contains eight proprietary Gateway/PLC objects. If the device contains the
IEC61131 function, the blocks are called ‘PLC’, otherwise they are called ‘Gateway’. These
are containers for all NVs which are configured on the device’s CEA-709 port. They are
intended for grouping NVs. When static NVs are created, they can be assigned to any of the
eight gateway/PLC blocks. When creating dynamic NVs in the LNS-based tool, the NVs
should be added to the gateway/PLC blocks.
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13.3BACnet Interface

13.3.1 Device Object

The BACnet interface provides one device object as shown in Table 19. The following
Sections describe the device object’s properties in detail, subsuming related properties in a
single Section in order to provide a coherent overview.
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Property ldentifier

Property Datatype

Conformance Code

Protocol_Services_Supported

BACnetServicesSupported

Protocol_Object_Types_Supported

BACnetObjectTypesSupported

Object_Identifier BACnetObjectldentifier R
Object_Name CharacterString R
Object_Type BACnetObjectType R
Vendor_Name CharacterString R
Vendor_Identifier Unsigned16 R
Model_Name CharacterString R
Firmware_Revision CharacterString R
Application_Software_Version CharacterString R
Location CharacterString w
Description CharacterString w
Protocol_Version Unsigned R
Protocol_Revision Unsigned R
R
R
R

Object_List

BACnetARRAY[N] of
BACnetObjectldentifier

Database_Revision Unsigned
Max_APDU_Length_Accepted Unsigned
Segmentation_Supported BACnetSegmentation
Max_Segments_Accepted Unsigned
APDU_Segment_Timeout Unsigned
APDU_Timeout Unsigned
Number_Of_APDU_Retries Unsigned
Max_Master Unsigned(1..127)
Max_Info_Frames Unsigned
System_Status BACnetDeviceStatus

Device_Address_Binding

List of BACnetAddressBinding

Active_COV_Subscriptions

List of BACnetCOVSubscription

UTC_Offset

Integer

Daylight_Savings_Status Boolean
Local_Date Date
Local_Time Time

Time_Synchronization_Recipients

List of BACnetRecipient

UTC_Time_Synchronization_Recipiens

List of BACnetRecipient

Time_Synchronization_Interval

Unsigned

Align_Interval

Boolean

Interval_Offset

Unsigned

Configuration_Files

BACnetARRAY[N] of
BACnetObjectldentifier

Dls|s|s|s|s|m|n|m|s|m|m|n|D|D|s|s|s|™0|™|™|™

Last_Restore_Time

BACnetTimeStamp

Slave_Proxy Enable!

BACnetARRAY[N] of Boolean

Auto_Slave_Discovery*

BACnetARRAY[N] of Boolean

Manual_Slave_Address_Binding*

List of BACnetAddressBinding

Slave_Address_Binding*

List of BACnetAddressBinding

Dzl ®
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Table 19: Properties of the Device Object.
! Only available if the device is a BACnet/IP-BACnet MS/TP router.

13.3.2 Device Name and ID

The following properties of the Device object, which are part of every BACnet object,
identify the device uniquely.

Object_Identifier (Read-Only). This property, of type BACnetObjectldentifier, is a
numeric code that is used to identify the object. For the Device object, the object identifier
must be unique internetwork-wide.

The Object_Type part of the Object_Identifier of the Device object is 8 (= DEVICE). The
instance part of the Object Identifier of the Device object is configurable via the
configuration Ul (see Section 4.2.13). The default value is 17800.

Object_Name (Read-Only). The name of the object. The value of Object_Name of the
Device object is configurable via the configuration Ul (see Section 4.2.13). For the Device
object, this name shall be unique within the BACnet internetwork.

Object_Type (Read-Only). The object’s type. For the Device object, the value of this
property is 8 (= DEVICE).

13.3.3 Device Information

A whole set of properties provides general purpose information about the device.
Vendor_Name (Read-Only). The value of this property is “LOYTEC electronics GmbH”.

Vendor_ldentifier (Read-Only). A numerical value identifying the BACnet vendor. The
value of this property is 178.

Model_Name (Read-Only). The value of this property is equal to the product code of the
device. Examples are “LINX-200” or “LINX-221".

Firmware_Revision (Read-Only). The value of this property gives the current BACnet
module version used on the device.

Application_Software_Version (Read-Only). The value of this property gives the build
date and the version of the current application on the device.

Location (Read-Writable). A string intended to be used to describe the physical location
of the device, e.g., “Ist floor”. This property can be set via the configuration Ul (see
Section 4.2.13). The default value is “unknown”.

Description (Read-Only). A string intended to be used to describe the device’s purpose.
This property can be changed via the configuration Ul (see Section and 4.2.13).

Protocol_Version (Read-Only). The BACnet protocol version supported by the device.
The value of this property is 1.

Protocol_Revision (Read-Only). The BACnet protocol revision of the BACnet version
supported by the device. The value of this property is 6.

Protocol_Services_Supported (Read-Only). A string of bits marking which BACnet
services can be executed by the device. For a detailed list of the BACnet services supported,
please refer to the product’s PICS document.

Protocol_Object Types_Supported (Read-Only). A string of bits identifying which
BACnet object types are supported by the device. For a detailed list of supported object
types, please refer to the product’s PICS document.
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13.3.4 Object Database

The following properties provide information about the BACnet objects contained in the
device.

Object_L.ist (Read-Only). This property holds a BACnetARRAY of object IDs (object type,
object instance pairs), one object ID for each object within the device that is accessible
through BACnet services.

Database_Revision (Read-Only). This property, of type Unsigned, is a logical revision
number for the device's object database. It is incremented when an object is created, an
object is deleted, an object's name is changed, an object's Object_ldentifier property is
changed, or a restore is performed.

13.3.5 Protocol Parameters

BACnet protocol parameters are accessible via the properties listed below.

Max_APDU_Length_Accepted (Read-Only). The maximal size of an APDU
(Application Protocol Data Unit) accepted by the device. The value of this property is 487
if BACnet MS/TP is used and 1476 if BACnet/IP is used. When the device can act as a
router between BACnet/IP and BACnet MS/TP, the value of this property is 1476.

Segmentation_Supported (Read-Only). The value of this property indicates whether and
which kind of segmentation is supported by a device. The value of this property is
SEGMENTED_BOTH.

Max_Segments_Accepted (Read-Only). The maximum numbers of segments accepted by
a device. The value of this property is 16.

APDU_Segment_Timeout (Read-Writable). Timeout in milliseconds allowed between
segments. The value of this property is 2000 milliseconds by default. On MS/TP networks,
this value should be increased to 40000 (40 sec).

APDU_Timeout (Read-Writable). Time in milliseconds the device waits for an answer
before retrying or giving up on a request; also see Number_Of APDU_Retries. The value of
this property is 3000 milliseconds. On MS/TP networks, this value should be increased to
60000 (1 min).

Number_Of APDU_Retries (Read-Writable). The number of times the device will try to
re-send a packet before giving up on a request; also see APDU_Timeout. The value of this
property is 3 by default.

Max_Master (Read-Writable). This property is only present if BACnet MS/TP is enabled.
It defines maximal MS/TP MAC number at which the device expects an MS/TP master.
The value of this property is configurable via the configuration Ul (see Section 4.2.13) and
must be in the range 1-127.. The default value of this property is 127.

Max_Info_Frames (Read-Writable). This property is only present if BACnet MS/TP is
enabled. It defines the maximal number of MS/TP packets the device can send when it
holds the MS/TP token. Increasing this value will increase latency on the MS/TP network.
The value of this property is configurable via the configuration Ul (see Section 4.2.13).
The default value of this property is 1.

13.3.6 Diagnostics

Several properties provide run-time information about the device.

System_Status (Read-Only). The value of this property is always OPERATIONAL.
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Device_Address_Binding (Read-Only). This property contains a list of bindings between
BACnet device instance numbers (the instance number part of the Device object ID) and
BACnet addresses. This property tells a user which BACnet address the device will actually
use when trying to communicate with another device known only by its device instance
number. This information can be helpful when diagnosing network configuration problems.

Important!

A BACnet address consists of the BACnet network number, which is 0 for the local
network, and the BACnet MAC address of the device.

In particular problems exist, if two or more devices in the network have been wrongly
assigned the same device instance number. In this case two BACnetAddressBinding entries
with the same instance number but different BACnet addresses will be listed—provided the
ambiguous instance number is in some way required by the device (e.g., by a client

mapping).

Important!

Bindings between device instance numbers and BACnet addresses are only listed in
Device_Address_Binding if they are actually required by a given configuration, and are
currently known or ambiguous.

Slave_Address_Binding (Read-Only). This property is only present if the device is a
BACnet/IP-BACnet MS/TP router. It lists bindings between BACnet MS/TP slave instance
numbers (the instance number part of the slave’s Device object ID) and BACnet addresses
of slaves on the MS/TP network for which the device serves as a slave proxy, see Section
13.3.10 for details.

Active_COV_Subscriptions (Read-Only). This property lists currently active COV
subscriptions.. Each entry of type BACnetCOVSubscription provides information about the
recipient address, the monitored property ID, whether notification are confirmed or
unconfirmed, the remaining time of the subscription, and optionally the COV increment.

Whenever the device receives a COV subscription via one of the services SubscribeCOV or
SubscribeCOVProperty, a new entry is added to the list or an existing entry is updated (re-
subscription). An entry is removed from the list when a subscription terminates, either
because it times out or because it was actively unsubscribed by the subscriber.

13.3.7 Date & Time

The device’s time and date are exposed to the network via the following set of properties.

UTC_Offset (Read-Writable). This Integer value specifies the time difference between
local time and UTC in minutes. The value of this property is configurable via the
configuration Ul (see Section 4.2.1).

Important!

Note that UTC_Offset is relative to local time and not relative to UTC, i.e., a time zone
offset of GMT+1 (Berlin, Paris, Vienna) corresponds to UTC_Offset being set to -60
(minutes).

Daylight_Savings_Status (Read-Only). This Boolean value indicates whether (TRUE) or
not (FALSE) daylight saving correction of the local time is currently active. The daylight
saving scheme is configurable via the configuration Ul (see Section 4.2.1).

Local_Date (Read-Only). The current date according to the device’s clock. The value of
this property can be changed via the configuration Ul (see Section 4.2.1).

Local_Time (Read-Only). The current time according to the device’s clock. The value of
this property can be changed via the configuration Ul (see Section 4.2.1).
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13.3.8 Time Master

The device can serve as a BACnet time master, i.e., it can issue TimeSynchronization and
UTCTimeSynchronization request on time synchronization events. A time synchronization
event occurs after rebooting, when the device’s clock changes, or, if so configured, the
event is generated periodically. The following properties are used to configure the time
master. Use a BACnet operator workstation to write these properties over the BACnet
network.

Time_Synchronization_Recipients (Read-Writable). This list of recipients will receive
TimeSynchronization requests on time synchronization events. A recipient is either
specified by its device ID (the object ID of its Device object), or its BACnet address. By
default, this list is empty.

UTC_Time_Synchronization_Recipients (Read-Writable). This list of recipients will
receive UTCTimeSynchronization requests on time synchronization events. A recipient is
either specified by its device ID (the object ID of its Device object), or its BACnet address.
By default, this list is empty.

Time_Synchronization_Interval (Read-Writable). The Unsigned value of this property
specifies the time interval in minutes in which periodic time synchronization events are
created. If set to zero, no periodic time synchronization events are generated.

The actual clock time at which periodic time synchronization events are generated is
determined by the properties Time_Synchronization_Interval, Align_Interval, and
Interval_Offset; Table 20 outlines how these properties interact.

Time_Synchronization_Interval Align_Intervals Periodc Time Synchronization Event At...
Multiple of 1440 (minutes), i.e., TRUE Interval_Offset minutes after midnight, every
multiple of one day (Time_Synchronization_Interval/1440) days
Multiple of 60 (minutes) but not TRUE Interval_Offset minutes from the current” hour,
multiple of 1440 (minutes), i.e., every (Time_Synchronization_Interval/60)
multiple of one hour hours
Multiple of 1440 (minutes), i.e., FALSE Interval_Offset minutes from the current”
multiple of one day minute, every
(Time_Synchronization_Interval/1440) days
Multiple of 60 (minutes), but not FALSE Interval_Offset minutes from the current”
multiple of 1440 (minutes), i.e., minute, every
multiple of one hour (Time_Synchronization_Interval/60) hours
Neither multiple of 60 or 1440, TRUE or Interval_Offset minutes from the current”
but greater than zero FALSE minute, every Time_Synchronization_Interval
minutes
Zero TRUE or Never
FALSE

Table 20: Periodic time synchronization events are parameterized by the properties
Time_Synchronization_Interval, Align_Interval, and Interval_Offset.

* Current hour or minute refers to the hour or minute at which one of the properties
Time_Synchronization_Interval, Align_Interval, and Interval_Offset is written, e.g., the hour or
minute the device completes the boot process or one of these properties is modified via BACnet

services.

By default, the value of Time_Synchronization_Interval is 1440 (minutes), i.e., one day.

Align_Intervals (Read-Writable). The Boolean value of this property determines whether
or not periodic time synchronization events shall be anchored at the start of a day or hour
(TRUE) or not (FALSE), provided Time_Synchronization_Interval is a multiple of a day
(1440 minutes) or hour (60 minutes). Table 20 details on how this property influences
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generating periodic time synchronization events. The default value of this property is
TRUE.

Interval_Offset (Read-Writable). While Time_Synchronization_Interval specifies the
period in which time synchronization events are generated, the Unsigned value of this
property determines the point of time in minutes within this interval at which the time
synchronization event is actually triggered. If the value of Interval_Offset is larger than the
value of Time_Synchronization_Interval, the remainder of Interval_Offset divided by
Time_Synchronization_Interval is used. The default value of this property is 0.

13.3.9 Backup & Restore

13.3.10

The following properties are related to backup & restore procedures.

Configuration_Files (Read-Only). The contents of this property is an array of object IDs
of File objects that can backed-up or restored during a BACnet backup or restore procedure.
Outside a BACnet backup or restore procedure, this property is empty. After a BACnet
backup or restore procedure has been initiated, it contains the object ID (File, 0), i.e., the
File object whose instance number is 0.

Last_Restore_Time (Read-Only). The BACnetTimeStamp of the last restore procedure.

Slave Proxy

A device configured as BACnet/IP-BACnet MS/TP router, can serve as a slave proxy i.e.,
the device can answer Who-Is broadcast requests with 1-Am responses for BACnet MS/TP
slaves which, by definition, cannot initiate any communication and, thus, cannot answer
broadcasts. The following properties allow configuring and monitoring the slave proxy.

Slave_Proxy_Enable (Read-Writable). For each BACnet MS/TP port, this property
contains a Boolean that allows a user to enable (TRUE) or disable (FALSE) the slave proxy
for the given port. By default, the slave proxy is enabled on all MS/TP ports.

Auto_Slave_Discovery (Read-Writable). For each BACnet MS/TP port, the slave proxy
is capable of auto-detecting slaves on the MS/TP network attached to the port. This auto-
detection mechanism can be disabled (FALSE) or enabled (TRUE) by changing the
Boolean values stored in this property. Aside from auto-detecting slaves, the presence of
slaves can also be manually configured in the property Manual_Slave_Address_Binding. By
default, slave auto-detection is enabled on all MS/TP ports.

Note:

Due to bandwidth and latency limitations on MS/TP networks, the auto-discovery process
may initially take up to 10min. However, once, slaves have been discovered, slaves will be
quickly re-discovered after reboots or power-outs since the slave proxy caches information
about slaves found on the MS/TP networks. To speed up auto-detection of slaves newly
added to an existing MS/TP network for which auto-detection is enabled, simply disable
and then re-enable auto-detection on given MS/TP port, i.e., set Auto_Slave_Discovery for
the port to FALSE and then back to TRUE.

Manual_Slave_Address_Binding (Read-Writable). Aside from auto-detecting slaves,
see Auto_Slave Discovery, slave bindings can also be manually configured via this
property. Each entry of this list is a BACnhetAddressBinding, i.e., a pair consisting of a slave
device’s instance number and its BACnet address. Note, that bindings in this list may not
necessarily appear in the property Slave_Address_Binding, e.g., if for a given binding no
physical slave is present at the given MS/TP MAC address. By default, this list is empty.

Important!

Only use Manual_Slave_Address_Binding if the slave is not auto-detected. Note, that
bindings in Manual_Slave_Address_Binding must contain the correct network number
of the MS/TP network to which the slave is attached.
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Slave_Address_Binding (Read-Only). This property lists bindings of instance numbers
and BACnet addresses of all slaves for which the slave proxy answers Who-Is requests.
Thus, this property can be used to check if slaves have been auto-discovered or manually
bound successfully. The property is also helpful in discovering network configuration issues
involving slaves: If two or more slaves on the attached MS/TP networks have been
erroneously assigned the same device instance number (the instance number of the slave’s
Device object), the given instance number will be listed accordingly often in this property.

13.3.11 Client Mapping CSV File
Client functionality for the BACnet server objects can be defined by so-called client
mappings. These mappings basically specify whether present value properties shall be
written to or polled from the BACnet network, and what the destination address and objects
are. These definitions can be downloaded as a CSV file onto the device using FTP.
The CSV file must be named ‘bacclnt.csv’ and stored in the directory ‘/var/lib/bacnet’ on
the device. The file is read when the device boots. If any errors occur they are reported in
‘/tmp/bacclnt.err’.
The column format is shown in Table 21. Lines beginning with a hash (‘#’) sign are
comment lines. The example values in Table 21 setup a client mapping named “Lamp
Room 3027, which writes (mapping type 2) the present value of the local object AL 4 to the
remote object AO,1 on the device with the instance humber 17801.
Column | Field Example Description
A Description Lamp Room 302 User-defined description of this client mapping. Can be
left empty. Don’t use commas or semi-colons in the
text!
B Local Object-Type Al The BACnet object type of the local server object (Al,
AO, AV, BI, BO, BV, MI, MO, MV)
o Local Object 4 The object instance number of the above object.
Instance Number
D Remote Device 17801 The device object instance number of the remote
Instance BACnet device
E Remote Object- AO The BACnet object type of the remote server object (Al,
Type AO, AV, BI, BO, BV, MI, MO, MV)
F Remote Object 1 The object instance number of the above object.
Instance Number
G Map Type 2 Defines the type of the mapping: 0=Poll, 1=COV,
2=Write
H Interval/ 8 Defines the poll interval in seconds for poll mappings
Priority and the COV lifetime in seconds for COV mappings.
For write mappings this defines the write priority
(1..16). Omit this field or set it to ‘-1’ to write w/o
priority.
Table 21: CSV Columns of the BACnet Client Mappings File.
13.3.12 EDE Export of BACnet Objects
The BACnet server object configuration of the device is accessible as a set of CSV files
following the EDE format convention. They can be downloaded via FTP from the directory
‘/data/ede’ on the device. The files are
e |gate.csv: This is the main EDE sheet with the list of BACnet objects.
o |gate-states.csv: This is the state text sheet. For each state text reference in the main
sheet, a line contains the state texts for this multi-state object.
Version 4.4 LOYTEC electronics GmbH




L-INX/L-GATE User Manual 325 LOYTEC

o |gate-types.csv: This is the object types text sheet. The file contains a line for each
object type number. Note, that lines for standard object types can be omitted.

e |gate-units.csv: This is the unit text sheet. The file contains a line for each engineering
unit enumerator value. Note that lines for standard units can be omitted.
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14 Network Media

14.1FT

The device’s FT port is fully compatible to the parameters specified by LONMARK for this
channel. FT ports can also be used on Link Power (LP-10) channels. However, the device
does not provide the power supply for Link Power channels.

When using the Free Topology Segment feature of the FT, only one termination (Figure
246) is required and can be placed anywhere on the free topology segment. Instead of
building the termination, one can order the L-Term module (LT-33) from LOYTEC, which
can be used to properly terminate the bus.
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Figure 246: FT Free Topology Termination.

In a proper bus topology, two terminations are required (Figure 247). These terminations
need to be placed at each end of the bus. Here, also L-Term modules can be used at either
end.
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Figure 247: Termination in an FT Bus Topology.
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14.2M-Bus

The device uses the RS-232 console interface for the connection to an external M-Bus
transceiver (repeater). The M-Bus specifies no special topology requirement, though it is
not advised to use a ring topology. A maximum of 250 M-Bus slave devices can be
connected to the bus, in fact, the external bus transceiver can have a lower limit of
connected devices. Please refer to the datasheet of the transceiver used for more detailed
information. The usual cabling is a standard telephone wire (JYStY N*2*0.8 mm). The
maximum distance between a slave and the repeater is 350 meters at Baud rates from 300-
9600 Baud; by limiting the lower Baud rates and using fewer slaves, this limit can be
increased. Additionally, it must be ensured that the bus voltage does not fall below 12 V.
The maximum cable length of the system must not exceed 1000 m (maximum cable
capacitance of 180 nF).

14.3Modbus RS-485

LPOW-24158 .
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TR 5000 bz

The Modbus RS-485 port of the device is an electrical interface in accordance to EIA-485.
The topology of the Modbus RS-485 consists of a trunk cable, along which the devices are
connected either directly or via short derivation cables. Without repeater a maximum of 32
slave devices can be connected to the bus. Each Modbus RS-485 network segment must be
properly terminated with an LT-04 network terminator connected at each of the two ends of
the segment media. Some Modbus slave devices might require a biasing terminator to
guarantee a defined level on the wire when being idle. Use an LT-B4 instead of the LT-04
on one end in this case. Figure 248 shows an example Modbus RS-485 network
configuration including biasing network termination.

The maximum length of the cabling depends on the Baud rate used. Without repeater a
maximum length of 1000 meters is possible at 9600 Baud. According to the Modbus
standard the derivation cabling must never exceed 20 m.

Modbus Device

L-|NX Automation Server

OSHOSO =

85-265VAC EIA-485 B Line[inverting_) -, DA1 -
50/ 60 Hz -
EIA-485 A Line (non-inverting) +, DAD
Figure 248: Modbus RS-485 network
14.4AMS/TP
MS/TP is an RS-485 protocol and usually needs three wires (negative, positive, and
reference). Polarity must be connected correctly. When using 2-wire MS/TP, earth ground
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must be connected to the negative terminal of the power supply. Never connect the positive
terminal of the power supply to earth ground! See Section 3.9 for wiring instructions. Each
MS/TP network segment must be properly terminated. Use an LT-04 network terminator
connected at each of the two ends of the segment media.

The RS-485 transceiver of the device represents a full-load on the RS-485 bus.
Consequently, a minimum of 31 devices are supported on the MS/TP channel. More devices
may be possible, if they represent half-load or quarter-load. Please consult the third-party
documentation. If more MS/TP devices need to be connected, use an RS-485 repeater to
separate them electrically.

Logically, the MS/TP bus supports up to 255 devices. Each MS/TP device must be assigned
a unique MAC address. Up to 127 MS/TP masters can be connected. Make sure, that the
Max_Master setting includes the highest MS/TP master MAC address.

For operation of some slower devices on the MS/TP network it is recommended to set the
following properties of the device object to fine-tune communication on the network:

e APDU_Timeout = 60000 (1 min).

e APDU_Segement_Timeout = 40000 (40 sec).

e Optionally, disable MS/TP slave proxy if not needed in order to optimize bandwidth
usage: Slave_Proxy Enable = { False }.

14.5Redundant Ethernet

14.5.1 Ethernet cabling options

The L-INX models 12X/15X/22X and the LGATE-950 are equipped with two Ethernet
ports, which are connected to an internal Ethernet switch. This allows for advanced cabling
options to reduce cabling costs or to increase network resilience. For this discussion, the
term upstream is used to designate the direction towards the network, which the devices are
connected to. Likewise, the term downstream is used to designate devices more distant to
the network which the devices are connected to.

Redundant cabling options are enabled by the spanning tree protocol (STP) which is
implemented in most managed switches. Please note, that this is a feature of the switch, not
of the L-INX or the L-GATE, so that LOYTEC cannot give a guarantee that this will work
with a particular switch model. In no case redundant cabling options will work with
unmanaged switches.

Star topology: In the most basic setup, a device is connected to an Ethernet switch with one
cable. This is called a star cabling because all devices are connected to a common upstream
device. In this setup, the cable and the switch are single point of failures.

Chain topology: Because the L-INX/L-GATE itself acts as an Ethernet switch, this device
can be connected to a chain. This is a special form of the star topology. Its advantage is the
reduced cabling costs. The disadvantage is the connection loss to downstream devices when
an upstream device is powered-off, reset or removed. Also, the Ethernet bandwidth (100
MBIt/s) is shared among all members of the chain. The last device has one unused Ethernet
port, as it is not allowed to create Ethernet loops without STP.
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Upstream Switch

N
Switch1
192.168.44.2
o] [1][2] [2] [4]
LINX-151
192.168.44.10

|

Switch2

192.168.44.3

[w] [1][2] [3][4]

Figure 249: Fully redundant Ethernet topology

Fully redundant topology: Both Ethernet ports are connected to a different upstream
switch. Thus, a single cable or upstream switch problem can be tolerated. This topology
requires STP. In Figure 249, the LINX-151 with IP address 192.168.44.10 is connected in
this way. This connection scheme increases switch and cabling costs, but increases network

resilience.

Ring topology: In this setup, the devices connected in a chain and each end of the chain is
connected to a different upstream switch. This topology requires STP. If a single device is
powered off, the STP will automatically recalculate the spanning tree so that all other
devices in the chain are reachable. Only if two devices are power-off at the same time, the
devices between them will not have an Ethernet connection. In Figure 250, the L-INX
devices with IP addresses from 192.168.44.20 to 192.168.44.25 are connected in this way.

Upstream Switch

LI L]
Switch1 Switch2
192.168.44.2 192.168.44.3
] [1][2][s] ] ] [1][2][2] [4]

LINX-120 LINX-121 LINX-220

192.168.44.20 192.168.44.21 192.168.44.22
[ ][] [1][2] (1] [2]
LINX-221 LINX-150 LINX-151

192.168.44.23 192.168.44.24 192.168.44.25
[ ][] [1][2] [1][2]

Figure 250: Ring Ethernet topology
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14.5.2 Preconditions

For the fully redundant and ring topology, the following preconditions have to be met:

The upstream switches have to support the Spanning Tree Protocol (STP), as
defined in IEEE 802.1d. The prefered protocol is however the Rapid Spanning
Tree Protocol (RSTP), as defined in IEEE 802.1w due to its faster convergence
time.

The upstream switches have to provide a broadcast storm filter.

Two distinct upstream switches are required for each end of the device chain.

Both upstream switches are connected to the same Ethernet network.

14.5.3 Switch Settings

The switches which connect the devices to the network need the following settings. Note
that these are only recommendations or starting points. Each network with redundant
connections needs testing and verification to prevent network loops.

The STP bridge must be enabled.

The STP bridge priority should be set to the minimum (61440), so that these
switches are not elected as root bridges.

The brigde mode should match the upstream bridge modes, preferable 802.1s or
802.1w.

The timing parameters should be set to minimum values for fast convergence:

14.5.4 Testing

Bridge max age time: 6 seconds
Hello time: 2 seconds
Forward delay: 4 seconds

All ports connected to Ethernet rings have to be configured as NON-EDGE ports,
so that the STP can detect loops

The switches should be configured to block broadcast storms. A recommended rate
is 5% or 3000 packets/seconds.

When the switches are configured and the devices are connected, the following tests are
recommended. These tests are important to confirm that the STP changes due to topology
changes to not interfere with the rest of the network.

Check that no broadcast storms are sent into the upstream network by capturing
traffing between Switchl, Switch2 and the Upstream switch. This test should be
done continuously, especially during switch and device power cycles.

Check that all devices can be reached (ICMP ping).

Execute these tests for these conditions:
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Power up all switches and devices. Wait until all devices are up, then test.
Power-off Switchl. Wait approx. 10 seconds, then test.

Power-on Switch2, power-off Switchl. Wait until Switch2 has booted, then test.
Power-on Switch1. Wait until Switchl has booted, then test.

Reboot all L-INX and L-GATE devices. Wait until the devices have booted, then
test.

Remove a single Ethernet cable. Wait approx. 10 seconds, then test. This test
should be repeated for different cables.
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15 Firmware Update

The L-INX and L-GATE firmware support remote upgrade over the network and the serial
console.

To guarantee that the device is not destroyed due to a failed firmware update, the firmware
consists of two images:

1. The fallback image,

2. the primary image.

The fallback image cannot be changed. Thus, if the update of the primary image fails or the
image is destroyed by some other means, the fallback image is booted and allows
reinstalling a valid primary image. When the device boots up with the fallback image, the
all port LEDs are flashing red.

The following firmware images are available for the different device models:

o  LINX-10X/11X/20X/21X: linx_10x_11x_20x_21x_x_y z.dl,

o LINX-12X/15X/22X/LGATE-950: linx_12x_15x_22x_lgate950_x_y_z.dl,

e LGATE-900: Igate900_x_y_z.dl.

15.1Firmware Update via the Configurator

The primary image can be updated using the Configurator. For this purpose, it is
recommended to have the device connected to the Ethernet and to have a valid IP
configuration (see Section 4.2.2). The Configurator must be installed (see Section 6.1).

To Update the Firmware using the Configurator

1. Start the Configurator from the Windows Start menu: Start - Programs -> LOYTEC
LINX Configurator > LOYTEC LINX Configurator.

2. Select the menu: Connection - Connect via FTP. This opens the FTP connection
dialog as shown in Figure 251.
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Test

mn <
----- LIN2-100 (21)

Device Connection Templates

=10l

Status Ildle

— Target Device

Mame |L|N>< Station 2

Serial No. 0160071-80000000 2402

Hastname or IP Address |1 92.168.2.252

User Iadmin
Paszword IOOO.O

™ Use secure connection

SSHPat[22
FIPPatfar
Telnet Port |23—
HTTPPat[B0

MNew

Delete |

Save

:

Conneck: | Canicel I

Figure 251: FTP connection dialog.

3. In the connection dialog, enter the IP address of the device as well as the admin user’s
password. The default password is ‘loytec4u’ (older firmware versions used ‘admin’).
This can be changed via the Web interface (see Section 4.1) and reset via the console

Ul (see Section 16.2.2).

4. If the device uses other port settings than the standard settings or the device is operated
behind a NAT router, adapt the FTP and Telnet ports accordingly.

5. Click on Connect.

Note: Alternatively, one can also connect via LNS. A firmware upgrade over an FT-10 channel,
however, needs a lot more time to complete than over IP.

6. Optionally, check for updates by selecting the menu Help = Check for updates ....
This function checks for new firmware and Configurator versions.

7. Select the menu: Firmware - Update ...

8. This opens the Firmware Update dialog as shown in Figure 252. Click on the button
_-|and select the firmware image.

M Firmware Upgrade

=101 ]

r~ Task List

| Status

1
2
2
4

IT: 5 productsALINK-120 2200firmwareh 70015207 -LINK 12+ ... | Start |

CU[IlIUI
’7 At |

Cloze

9. Click on Start and observe the download progress.

10. When the download is complete, a dialog appears. Click OK.

Figure 252: Firmware Update dialog of the Configurator.
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11. In the Firmware Update dialog, click Close.

12. The device’s firmware has now been successfully upgraded.

15.2Firmware Update via the Console

On device models with the console connector it is possible to upgrade the device over this
interface. To download the firmware via the console interface, the device must be connected
to the RS-232 port (EIA-232) of a PC via its console interface as described in
Section 16.2.1. You will need the LOYTEC serial upgrade tool (LSU Tool), which can be
downloaded from our homepage at www.loytec.com.

Please make sure that the console shows the main menu. Otherwise navigate to the main
menu or simply reset the device.

To Upgrade via the Console

1. Double click on the *.dIc file that comes with the new firmware package. This should
start the LSU Tool and load the firmware image referenced in the dic file. Please note
that the dlc file and the dl file must be stored in the same folder. The start window of
the LSU tool is shown in Figure 253.

B LsU Serial Upgrade Tool v2.0.1 —10] x|

File Help

Firmweate Dowenload | File Transter I

r~Infarmation Cornitrol
Image File lire_11_pritmary .ol o Open dic
Load Address (0150000 Product LIMH-110
Baucrate 38400 hps ‘Werify String Please choose: Dowenload |
Line Settings G Menu String oinginzin Abart |
Port O 'l wWiakelp String o'ncin

~Download

Statistics
Progress| 0% Fassed 0
Failed 1}
Status: ldle

—Console

Figure 253: LSU Serial Upgrade Tool in Idle Mode.

2. If the device is not connected to COM1 you can change the port to COM2, COM3, or
COM4. Make sure that the product shown under “Product” matches the device you are
upgrading. Press Download to start the download. A progress bar as shown in Figure
254 can be seen.
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B! 15U Serial Upgrade Tool ¥2.0.1 - |E||1|

Fil= Help
Firtmenvare Dowenload |File Tranzfer |

—Information Conitral

Image File: lirx_11:%_primary .ol - | open dic
Load Address

0160000 Product LINX-110

Baudrate 35400 bps Werify String Pleaze chooge:
Line Settings =i} Menu String gincn2in Abort
Port ICOM1 o wiakellp String qngin

—Dowenload
Statistics
rrocress ([N 3% ParsEEl U
Failed o
Status: Dovenloading ...
—Consale

SDT: 500 STATUS Reowd O0DDZS000 Chk 919406fa
SDT: 501 3TATUS Flashing 00
SDT: 502 3TATUS Flashed 00
SDT: 500 STATUS Rowvd 00028400 Chk S5cS53coll
SDT: 501 STATUS Flashing 00
SDT: 502 STATUS Flashed 00
SDT: 500 STATUS Reowd 00028800 Chk dB95cE8ds
SDT:501 STATUS Flashing 00
SDT: 502 STATUS Flashed 00

Figure 254: Progress Bar during Firmware Download.

3. If the upgrade is successful, the following window appears (Figure 255).

x

& The download completed successFully,

Figure 255: Successful Firmware Upgrade.

4. Double check that the new firmware is executed by selecting ‘1’ and pressing Enter in
the console window. This will bring up the device information which shows the current
firmware version.
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16 Troubleshooting

16.1Technical Support

LOYTEC offers free telephone and e-mail support for the L-INX product series. If none of
the above descriptions solves your specific problem please contact us at the following
address:

LOYTEC electronics GmbH
Blumengasse 35

A-1170 Vienna

Austria / Europe

e-mail : support@loytec.com
Web : http://www.loytec.com
tel : +43/1/4020805-100
fax : +43/1/4020805-99

or

LOYTEC Americas Inc.
11258 Goodnight Lane

Suite 101

Dallas, Texas 75229

USA

e-mail: support@loytec-americas.com
Web: http://www.loytec-americas.com
tel: +1/512/402 5319

fax: +1/972/243 6886

16.2 Statistics on the Console

16.2.1 Connecting to the Console

Use a PC terminal program with the communication settings set to 38,400 bps / 8 data bits /
no parity / 1 stop bit / no handshake. To connect COM1 of the PC to the Console on the
device, use a standard null-modem cable with full handshaking. Power up the device or
press Return if the device is already running. The menu shown in Figure 256 should appear
on the terminal.
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Device Main Menu

Show device information

Serial firmware upgrade

System configuration

CEA-709 configuration

IP configuration

CEA-852 device configuration

CEA-852 server configuration

Reset configuration (factory defaults)
Device statistics

1
2
3
4
5
6
7
8
9
c Modbus cofiguration

[a] Data Points
[0] Reset device

Please choose:

Figure 256: Console Main Menu.

16.2.2 Reset configuration (load factory defaults)

Select item ‘8’ in the console main menu. This menu item allows resetting the device into its
factory default state. The menu appears as shown in Figure 257.

Reset Configuration Menu

[1] Reset everything to factory defaults

[3] Reset all passwords
[4] Clear data point configuration
[a] Quit

Please choose:

Figure 257: Reset to Factory Defaults Menu.

Select option ‘1’ to reset the entire device to factory defaults (including error log,
configuration files, passwords etc.). Select option ‘3’ to reset all passwords (Web interface,
FTP server etc.) to factory defaults.

Select option ‘4’ to clear all configured data points, such as CEA-709 network variables or
user registers. This effectively clears the entire port configuration. The device must be
rebooted to let the changes take effect.

Note:

This option does not reset the configuration of the built-in CEA-709 router. The nodes
connected by the router are still reachable after clearing the data point configuration.

16.2.3 Device Statistics Menu

Select ‘9” from the device main menu to get to the device statistics menu. This menu holds
relevant information regarding the device statistics of the device. This section describes
those statistics, which are not available on the Web Ul. The device statistics menu is shown
in Figure 258. Use this menu only for debugging purposes. There is no need to access this
menu if the network is running smoothly.

Statistics Menu

[4] Show IP statistics

[8] Show DPAL statistics

[9] Show Reg DPAL statistics
[b] BBMD communications test

[g] Quit

Please choose:

Figure 258: Device Statistics Menu on the Console.
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16.2.4 |IP statistics

A sample console output is shown in Figure 259.

KAKXKAKAKA KKK KK INTERFACE STATISTICS RR R Rk ki ki i ik i
* Kk Kk Kk Kk lOO * Kk Kk Kk Kk

Address:127.0.0.1
Flags: Up Loopback Running Multicast

Send queue limit:50 length:0 Dropped: 0
* Kk Kk Kk Kk etho * Kk Kk Kk Kk
Address:192.168.0.2 Broadcast Address:192.168.0.255
Flags: Up Broadcast Running Simplex Multicast
Send queue limit:50 length:0 Dropped: 0
Network Driver Stats for CS8900
rx ready len - 50 rx loaded len - 0
rx packets - 931 tx packets - 165
rx bytes - 78480 tx bytes - 13627
rx interrupts - 931 tx interrupts - 165
rx dropped - 0 rx no mpuf - 0
rx no custers - 0 rx oversize errors - 0
rXx CrC errors - 0 rx runt errors - 0
rx missed errors - 0 tx ok - 165
tx collisions - 0 tx bid errors - 0
tx wait for rdy4dtx - 0 tx rdydtx - 0
tx underrun errors - 0 tx dropped - 2
tx resends - 0 int swint reqg - 2094
int swint res - 2094 int lockup - 0

interrupts - 3189

R R R R R R MBUF STATISTICS R R R R R R

mbufs: 512 clusters: 64 free: 14
drops: 0 waits: 0 drains: 0
free:461 data:51 header:0 socket:0
pcb:0 rtable:0 htable:0 atable:0
soname: 0 soopts: 0 ftable:0 rights:0
ifaddr:0 control:0 oobdata:0
R R R R R R R IP Statistics R R R R R R
total packets received 922
datagrams delivered to upper level 922
total ip packets generated here 158
Destination Gateway/Mask/Hw Flags Refs Use Expire
Interface
default 192.168.0.1 UGS 6 0 0 ethO
62.178.55.77 192.168.0.1 UGH 0 1 3606 ethO
62.178.95.96 192.168.0.1 UGH 0 1 3606 ethO
81.109.145.243 192.168.0.1 UGH 0 1 3606 ethO
81.109.251.36 192.168.0.1 UGH 0 1 3606 ethO
127.0.0.1 127.0.0.1 UH 0 0 0 100
130.140.10.21 192.168.0.1 UGH 1 6 0 ethO
192.168.0.0 255.255.255.0 U 0 0 3 eth0
192.168.0.1 00:04:5A:26:96:1F UHL 7 0 1722 ethO
213.18.80.166 192.168.0.1 UGH 1 148 0 ethO

KAXKXKAKKXKAKKK KKK TCP Statistics KAXKXKAKXKKKK KKK

KAXKXKAKKXKAKKK KKK UDP Statistics KAXKXKAKXKKKK KKK

total input packets 924
total output packets 158

KAXKXKAKKXKAKKK KKK ICMP Statistics KAXKXKKXKXKKK KKK

Figure 259: IP Statistics.

The IP statistics menu has the additional feature of displaying any IP address conflicts. If
the device’s IP address conflicts with another host on the network, the banner shown in
Figure 260 is displayed.
WARNING: Conflicting IP address detected!

IP address 10.125.123.95 also used by device with MAC address

00 04 5A CC 10 41!
Clear IP conflict history (y/n):

Figure 260: IP Address Conflict.
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As useful information, the MAC address of the conflicting host is shown. If the information
about this conflict shall be cleared, enter ‘y’. If ‘n’ is selected, the conflict will show up
again the next time this menu is entered.

16.2.5 BBMD Communications Test

This statistics menu provides a simple test for the user to determine, which of the IP
addresses in the BDT are reachable over IP. The test uses a simple ping method on all IP
addresses of the BDT. A sample result is shown in Figure 261. IP addresses, which reply to
the ping request are shown as 'OK'. Others, that suffer from an error show 'FAILED'
including a comment on what the problem was.

BBMD Communications Test

Address Result RTT (ms) Comment
10.102.77.77:47808 OK 2

10.102.77.78:47808 FAILED n/a No ping reply.
10.102.77.79:47808 OK 1

10.102.77.80:47808 OK 1

Figure 261: BBMD communications test.
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17 Application Notes

17.1 The LSD Tool

Please refer to application note “ANO02E LSD Tool” for further information about the
LOYTEC system diagnostics tool for the LINX-10X.

17.2 Use of Static, Dynamic, and External NVs on a Device

Please refer to application note “ANOO9E Changing Device Interface in LNS” for more
information on the static NV interface, XIF files, device templates and the use of static,
dynamic, and external NVs on LOYTEC gateway products.
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18 Specifications

18.1Physical Specifications

18.1.1 LINX-10X/11X/20X/21X, LGATE-900

Operating Voltage 12-35VDCor 12 - 24 VAC £10 %
Power Consumption typ. 3W

In rush current up to 950 mA @ 24 VAC

Operating Temperature (ambient) 0°C to +50°C

Storage Temperature —10°C to +60°C

Humidity (non condensing) operating 10to 90 % RH @ 50°C

Humidity (non condensing) storage 10t0 90 % RH @ 50°C

Enclosure Installation enclosure 6 TE, DIN 43 880

Environmental Protection IP 40 (enclosure); IP 20 (screw terminals)

Installation DIN rail mounting (EN50022) or wall
mounting

18.1.2 LINX-12X/15X/22X, LGATE-950

Operating Voltage 24 VDC or 24 VAC 10 %
Power Consumption typ. 2.5 W

In rush current up to 950 mA @ 24 VAC
Operating Temperature (ambient) 0°C to +50°C

Storage Temperature —-10°C to +60°C

Humidity (non condensing) operating 10 to 90 % RH @ 50°C
Humidity (non condensing) storage 10to 90 % RH @ 50°C

Enclosure Installation enclosure 9 TE, DIN 43 880
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Environmental Protection

IP 40 (enclosure); IP 20 (screw terminals)

Installation DIN rail mounting (EN50022) or wall
mounting
18.2Resource Limits
18.2.1 L-INX Models
Table 22 specifies the resource limits of the different L-INX models.
Model
Limits a a 5 S S a X
— - - i (9\] N N
Total number of data points 10,000 10,000 30,000 30,000 10,000 10,000 30,000
OPC Tags 2,000 500 10,000 10,000 2,000 500 10,000
User Registers 1,000 1,000 1,000 1,000 1,000 1,000 1,000
NVs (static, dynamic) 1,000 1,000 2,000 2,000 n/a n/a n/a
External NVs 1,000 1,000 1,000 1,000 n/a n/a n/a
Alias NVs (ECS and legacy 1,000 1,000 2,000 2,000 n/a n/a n/a
mode)
Address table entries/legacy 512/ 1,000/ 1,000/ 1,000/ n/a n/a n/a
15 15 15 15

LoNMARK Calendar objects 1 (25 calendar patterns) n/a n/a n/a
LoNMARK Scheduler 100 (max. AST configuration size 384KB, n/a n/a n/a
objects 64 data points per scheduler)
LoNMARK Alarm Servers 1 1 1 1 n/a n/a n/a
BAChnet objects (analog, n/a n/a n/a 1,000 750 750 1,000
binary, multi-state)
BACnet client mappings n/a n/a n/a 1,000 750 750 1,000
BACnet scheduler objects n/a n/a n/a 100 100 100 100
BACnet calendar objects n/a n/a n/a 25 25 25 25
BACnet notification classes n/a n/a n/a 32 32 32 32
Trend Logs 100 100 512 512 100 100 512
Total trended data points 256 256 512 512 100 100 512
Total aggregated size 6MB 6MB 60MB 60MB 6MB 6MB 60MB
E-mail templates 100 100 100 100 100 100 100
Math objects 100 100 100 100 100 100 100
Alarm Logs 10 10 10 10 10 10 10
Modbus data points 2,000 2,000 2,000 2,000 2,000 2,000 2,000
M-Bus data points 1,000 1,000 1,000 1,000 1,000 1,000 1,000
Connections 1,000 1,000 2,000 2,000 1,000 1,000 2,000

Table 22: Resource limits of different L-INX models

18.2.2 L-GATE Models

Table 23 specifies the resource limits of the different L-GATE models.
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Model

Limits = =

(o} (o2}
Total number of data points 10,000 30,000
OPC Tags 500 5,000
User Registers 1,000 1,000
NVs (static, dynamic) 1,000 2,000
External NVs 1,000 1,000
Alias NVs (ECS and legacy mode) 1,000 2,000
Address table entries/legacy 512/15 1,000/15

LoNMARK Calendar objects

1 (25 calendar patterns)

LoNMARK Scheduler objects

100 (max. AST configuration
size 384KB, 64 data points per

scheduler)
LoNMARK Alarm Servers 1 1
BACnet objects (analog, binary, multi- 750 1,000
state)
BACnet client mappings 750 1,000
BACnet scheduler objects 100 100
BACnet calendar objects 25 25
BACnet notification classes 32 32
Trend Logs 100 512
Total trended data points 256 512
Total aggregated size 2MB 60MB
E-mail templates 100 100
Math objects 100 100
Alarm Logs 10 10
Modbus data points n/a 2,000
M-Bus data points n/a 1,000
Connections 1,000 2,000

Table 23: Resource limits of different L-GATE models
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Section on Console Ul and added console statistics as
Section 13.2. Added Section 4.2.3 port configuration
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Maps. Section 6.3 Project settings: added device
configuration tab. Section 6.11.4 Added alarm log fill
level notification. Section 7.2: New L-WEB project
manager. Section 9.5.1 M-Bus secondary address
scanning, new activation in project settings. Section
10.3.1 Modbus speeds 1200, 2400, 4800. Section 10.4.1
Modbus slave, device config in project settings. Section
16.1.2 Resource Limits: 2000 OPC tags.

2010-10-18 4.0 STS Merged manuals for LINX-10X, 20X, 11X, 21X.
Updated for firmware version 4.0.
2011-04-22 41 STS Updated for L-INX firmware 4.1. Section 5.1.8

Documented system registers. Section 5.3 Added math
object function list. Section 5.4.1 Describe alarm types.
Section 5.5.3 Model number range. Section 6.3 Updated
project settings. Added Section 6.6.6: Backup/Restore via
Configurator. Section 6.10.3 Create connections via drag-
and-drop. Added section 6.15.3: RemoteTrend Logs.
Added Section 10.5.6 M-Bus Device Capabilities. Added
Section 11.5.3: Data point creation with online test.
Added Section 11.5.7: Create Modbus slave data points.
Section 12.5: Updated workflows. Added Section 14.4:
Redundant Ethernet.

2011-08-26 4.2 STS Updated for L-INX firmware 4.2. Added Sections 4.2.14,
4.2.15 for BACnet 1-hop BDT and BACnet ACL. Section
4.2.16 Update on SSL support. Added Section 4.4.2 OPC
ACL. Added Section 5.1.10 Structures. Section 5.4.4
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Date

Version

Author
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Updated for trend backup on SD cards. Sections 5.1.2,
5.5.7,5.6.5, 9.1.4 Added description of dynamic polling.
Section 6.2 Updated for new property view, description of
color coding. Section 6.13 Added alarm fields in e-mails.
Added Section 11.5.8 Structured Modbus Data Points.
Added Section 16.2.5 BBMD Communications Test.

2011-11-25

4.3

STS

Updated for L-INX firmware 4.3. Section 4.2.13:
Description of new APDU settings. Added Section 6.9.9
Read active priority. Added Section 6.10.5 Global
connections. Section 11.2: Updated on Modbus parity
settings. Section 11.5.9: documented frame type
damaged. Section 12.2: Describe installation of logiCAD
softlock license.

2012-01-13

4.4

STS

Updated for L-INX/L-GATE firmware 4.4. Integrated
L-GATE manual. Section 3.4.4: Description of green
PLC LED. Added Section 4.2.6 VNC configuration.
Section 4.2.8: Description for separate IP channel for
global connections. Added Section 4.3.8 BACnet
bindings statistics. Added Section 5.1 universal gateway.
Added Section 6.8.6 Configure user-defined function
blocks. Added Section 6.10.6 Automatic generation of
BACnet objects. Section 14.5 Usage of biasing terminator
LT-B4.
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